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Abstract

Automotive testbeds are important in enabling a high level of security in modern cars, but currently available
solutions are expensive and not optimized for evaluating physical attacks. As a result, security researchers cannot
freely study attacks on automotive networks and their countermeasures and cannot easily perform potentially
destructive tests or evaluate the impact of hardware manufacturing tolerances. In addition, expensive testbeds
often need to be shared between researchers, preventing them from customizing their testbed and bringing it to a
home office. To address this issue, we developed a relatively inexpensive open-source automotive testbed called
the Resistant Automotive Miniature Network (RAMN), which fits in a printed circuit board with the size of a
credit card. The testbed consists of four electronic control units (ECUs) connected to a common controller area
network (CAN bus) compatible with flexible data-rate (CAN-FD). It can operate under the same environmental
conditions in which actual ECUs operate. It is small enough to fit into equipment used for automotive testing and
was designed to interface with popular tools used by hardware security researchers. It can be connected in a closed
loop with the self-driving simulator CARLA to emulate a functional automotive network. By releasing this
testbed, we aim to offer more freedom to security researchers. We also hope it will be another step to make the

automotive hardware and software industry more open and ultimately enable better security in cars.

I. INTRODUCTION

Automotive security is a field of study that is recently
attracting considerable attention from the information
security community. To demonstrate attacks and
countermeasures, researchers have used either real cars or
testbeds that emulate a car’s architecture. Security
conferences often feature a “car hacking village” where one
can find many homemade automotive testbeds that are built
with parts stripped from old cars [1] [2]. Designing an
automotive security testbed is not a trivial task, as designers
must consider many parameters, such as cost, size, usability,
reproducibility, fidelity to reality, and non-disclosure
agreement (NDA) requirements. As a result, these testbeds
usually have very restricted use cases that they try to achieve
well. Hobbyists’ testbeds aim to help in education and
vulnerability finding. Academic testbeds function to enable a
proper and reproducible evaluation of security technologies,
while guaranteeing a safe environment. However, none of the
currently available testbeds are optimized for physical
security testing. They do not fit in the testing equipment used
by hardware security researchers [3]. In addition, because
they do not use automotive-grade components, they would
break if exposed to the same conditions that real electronic
control units (ECUs) operate in (e.g., high temperature).
Another issue is that testbeds are expensive, so researchers
are often constrained to share a single testbed, preventing
them from experimenting freely because they cannot afford
to break it or permanently modify it. This factor also prevents

researchers from evaluating many physical attacks and
associated countermeasures, potentially leaving the next
generation of cars at risk of having vulnerabilities. Finally,
working from home is becoming the norm for many
researchers in 2020, but expensive testbeds might be too risky
to be kept at home.

To address these issues, we developed the Resistant
Automotive Miniature Network (RAMN), an open-source
testbed optimized for physical testing. It is contained within
a printed circuit board (PCB) with the size of a credit card, so
it can fit in automotive testing equipment and equipment used
by hardware security researchers. It mostly embarks
automotive-grade components that can resist temperatures up
to 150 °C and can therefore operate in the same conditions as
real ECUs. It is designed to be inexpensive, so that
researchers can own many testbeds and not have to worry
about breaking or monopolizing them.

The remainder of the paper is organized as follows: In
Section 2, we provide a quick introduction to what
“automotive grade” means and how it impacts the security
level of cars. In Section 3, we present related works, derive
the requirements for our ideal testbed, and then describe our
design. In Section 4, we evaluate the testbed. In Section 5, we
discuss the testbed’s limitations. In Section 6, we briefly
conclude the paper.



Il. BACKGROUND AND RELATED WORKS

A. What “automotive grade ” means

A modern car’s architecture relies on several ECUs with
different purposes. For instance, the airbag ECU is in charge
of detecting shocks and triggering the airbag. Typically,
ECUs can only use hardware and software that are qualified
for automotive use.

Avoiding failures that could lead to catastrophic
consequences is the highest priority. However, at the software
level, bugs are inevitable. At the hardware level, failures of
individual components will always occur at a certain rate. The
goal of 1SO 26262 [4] is to ensure that the probability of a
catastrophic event to happen because of bugs and component
failures is negligible. This field of study is known as
functional safety. Specifically, 1ISO 26262 defines criticality
levels called the Automotive Safety Integrity Level (ASIL).
The “QM?” level is assigned to non-critical ECUSs, the ASIL
A level is assigned to ECUs of low criticality, and the ASIL
D level is assigned to ECUs whose failure would endanger
people’s life. To be used in an ECU, the hardware and
software must prove that they comply with requirements
associated with their respective ASIL levels.

In addition to the safety requirements defined by ISO
26262, there are also reliability requirements that components
must satisfy. Concretely, “automotive-grade” hardware
reliability requirements are defined by the Automotive
Electronics Council (AEC). The AEC released several
documents describing tests that components for automotive
use must pass. Most notably, AEC-Q100 [5] describes tests
for integrated circuits, and AEC-Q200 [6] describes tests for
passive components. AEC-Q100 has four grades (0 to 3),
where grade O has the harshest requirements, with an
operation temperature of up to 150 °C. Tests include
temperature cycling (e.g., 2000 times alternating from —55 °C
to 150 °C), high-temperature storage (e.g., 175 °C for 1000
hours), and high-temperature operation (e.g., 150 °C for 1000
hours). They also include electromagnetic compatibility tests
defined by SAE J1752/3. To pass these tests, components
might need to be designed with older field-proven
technologies and conservative design rules, different from the
design rules of general-purpose components. Finally, in
addition to industry standards’ requirements, manufacturers
add their own requirements based on their experience and
constraints. For example, they might only allow the use of
components with external pins to facilitate visual inspection
after manufacturing.

Microcontrollers are often the main processing unit of an
ECU. Considering the requirements stated above,
microcontroller manufacturers usually offer a special line of
products dedicated to automotive use. For example, Renesas
offers the RH850 family of microcontrollers [7], and Infineon
offers the AURIX family [8]. These microcontrollers are
typically more expensive and require signing an NDA to
obtain datasheets and user guides. They usually have special
safety features [9]; for example, critical ECUs’
microcontrollers are likely to have two central processing
units (CPUs) executing the same code in a lock-step

configuration to reduce the probability of not detecting a CPU
hardware failure.

The software toolchain that generates the code running on
microcontrollers must also comply with special requirements.
These include compilers, runtime libraries, real-time
operating systems (RTOSs), frameworks, and applications.
Automotive software development requirements are defined
by 15026262 [4], ISO/IEC 15504 [10] (Automotive SPICE),
and the Motor Industry Software Reliability Association
(MISRA) [11]. Software vendors typically have a special line
of products for automotive use: Green Hills Compilers [12]
or Wind River Diab Compiler [13] are examples of
automotive-grade compilers. The EB tresos [14] and ETAS
RTA-OS [15] are examples of automotive-grade RTOS.
AUTOSAR [16] and its predecessor OSEK [17] are examples
of automotive-grade frameworks. It should be noted that
some ECUs, such as telematics ECU and infotainment units,
might be exempted from many software and hardware
requirements because they are less safety critical and are
located in the car’s interior — the less demanding environment
of a car.

Car manufacturers (referred to as original equipment
manufacturer (OEMSs)) do not often design and test ECUs
themselves — they outsource this task to the so-called “Tier-
1” manufacturers. Tier-1 manufacturers typically develop
ECUs following processes defined by ISO/TS 16949 [18] and
1SO26262 [4] and processes specific to each OEM. To be
approved for use in a car, an ECU must pass a series of tests:

- Reliability testing (e.g., high-temperature operation,
temperature shocks, high humidity, overvoltage,
cranking, electrostatic discharge).

- Electromagnetic compatibility testing, including
EMI testing (limiting noise coming out of the ECU)
and EMS testing (resisting the noise coming in the
ECU).

- Mechanical testing (e.g., acceleration, shocks,
vibrations).

- Foolproof testing (e.g., operator dropping the ECU,
battery plugged with wrong polarity, battery
jumpstarted with a wrong donor connection).

- Others.

Different OEMs will require different tests with different
passing thresholds, but they will typically not vary
significantly. It is therefore not uncommon to see the same
ECU being reused across different OEMs. ECUs are designed
using both guidelines mandated by OEMs and guidelines
from the Tier-1 manufacturers themselves. These guidelines
include the following:

- Regular electronic design guidelines, such as keeping
bypass capacitors close to a component’s power supply
pins and preventing unwanted antennas.

- Automotive-specific guidelines, such as ensuring a
sufficient gap between high-voltage traces to prevent
electromigration and doubling the number of vias.

- Design for manufacturability (DFM) guidelines, to
ensure that the ECU is suitable for mass production.



B. How automotive grade impacts security

Considering the requirements and processes stated above,
ECUs are different in terms of hardware and software from
consumer electronics, such as smartphones [19].
Smartphones have a restricted temperature range (0 °C-85
°C), limited operating life (2-3 years), and a remarkably high
failure rate (300 parts per million). In comparison, ECUs in
the engine compartment need to resist to a temperature range
of —40 °C to 150 °C, with an operating life of more than 10
years and a failure rate close to zero. In addition, while
consumer electronics can feature anti-tampering and
obfuscation techniques in their products, the automotive
industry needs to always perform a failure analysis to quickly
identify the cause of malfunctions and the risk that it happens
again. If a smartphone abruptly failed, it would likely lead to
no harm, the manufacturer would replace the defective
smartphone, and the user would forget about it quickly.
However, a failing airbag ECU would probably cause harm
and require a speedy investigation that may result in a product
recall. These constraints prevent the use of many anti-reverse
engineering techniques, such as permanently locking debug
ports and the use of encryption for some data. As a result,
while smartphones use the latest technologies, ECUs use only
well-proven technologies and are often tagged as the
automotive industry “lagging behind.”

One can wonder how the safety and reliability
requirements of automotive-grade electronics impact the
security of ECUs. The differences between MISRA-C and
CERT-C have already been studied [20], and researchers
have already shown that ECUs can be susceptible to software
and hardware attacks [21] [22]. Safety features found in
automotive microcontrollers, such as error-correcting code
memory (ECC memory), make attacks significantly harder
but not impossible [23]. Similarly, features meant to improve
reliability and electromagnetic compatibility, such as RAM
scrambling, have been shown to make attacks harder but not
impossible [24]. In this context, we think that the security of
automotive-grade electronics should be studied further.

C. Issues with currently available testbeds

Testbeds are extremely useful for security research, and
many researchers have developed and shared the design of
their own security testbeds. These designs range from
software-only testbeds [25] to high-end automobile
simulators [26]. Many hobbyists have built their own
automotive testbeds made with parts stripped from old cars
[1] [2]. OEMs also develop their own testbed: Toyota Motor
Corporation proposed a portable, adaptable testbed named
PASTA [27], which is similar to hobbyists’ homemade
testoeds but is made of reproducible open-source
technologies.

Available security testbeds can fall into one of two
categories: either they use automotive-grade technologies, or
they do not. Automotive-grade testbeds have the advantage
of being close to a real automotive environment, ensuring that
the results would also be valid for a real car. However, the
use of automotive technologies requires researchers to sign

NDAs, preventing them from publishing their results. As
such, these testbeds are often only used privately by major
industry players. Testbeds built by hobbyists from old cars do
not require signing an NDA, but they are made with black-
box components, which cannot be easily customized.
Oftentimes, researchers resort to a collection of Arduino and
Raspberry Pi boards for their prototypes, which are not easily
reproducible. Testbeds that are built using non-automotive
technologies have a great advantage: they are less expensive,
and documentation/software can be downloaded online.
However, because they do not use automotive-grade
technologies, researchers from the automotive industry that
are skeptical of the results of a novel research paper based on
a non-automotive testbed can always argue “but this would
not happen on a real car with automotive technologies,
because...” and ask for the results to be proven again on an
automotive-grade testbed. Ideally, automotive
microcontroller manufacturers and software vendors would
open the specifications of their technologies to encourage
research, but this is too unrealistic to expect as of 2020. We
therefore need a solution that guarantees that testbeds are
affordable and open, while not being too far from an
equivalent automotive grade solution.

Currently available testbeds also have the problem of being
expensive. This issue prevents many talented researchers
from buying or borrowing one testbed to work from home. It
also prevents even well-funded researchers from conducting
potentially destructive research or applying permanent
changes to their testbeds because they do not want to risk
breaking their testbeds or they need to share the testbeds with
other researchers whose research is incompatible.

D. Difficulties with physical testing

We decided to focus our research on “non-automotive
grade” testbeds because testbeds requiring an NDA are too
restrictive. One issue with open-source testbeds is that the
usage of non-automotive-grade hardware makes them less
suitable for physical testing because they use different
technologies at the hardware level. Another issue with these
testbeds is that they are often too inconvenient to bring into
testing equipment. At best, they are the size of a suitcase.
They are meant to be used at ambient temperature on a desk.
However, real ECUs do not operate at ambient temperature
on a desk and operate in extreme conditions, for example, 105
°C in the engine compartment, potentially during a storm.
One cannot bring a suitcase in a clean room and put it in an
autoclave or a scanning electron microscope. Even if they fit,
the testbed would likely break before reaching 85 °C.
However, in some microcontrollers, glitches are more likely
to occur at high temperatures [28] [29] (with ‘“high
temperature” above 60 °C). Contrary to smartcards that can
decide to shut down if a high temperature is reached, ECUs
need to operate in extreme conditions and are therefore more
exposed to attacks due to environmental stress. Therefore,
automotive technologies need to be tested under various
environmental conditions, not just at room temperature.

Researchers have shown that the aging of a device actually
improves its resistance to static power analysis attacks [30]



and Template attacks [31]. Aging the testbed on purpose
enables researchers to ensure that a countermeasure that is
valid on the first day of the car will still be valid after the car
has aged. However, currently available automotive testbeds
are destroyed by automotive accelerating aging processes.
The high cost of testbeds also prevents researchers from
evaluating technologies on several testbeds. However, real
ECUs use components that have manufacturing tolerances
(e.g., voltage, impedance). To demonstrate that a technology
is suitable for automotive use, it should work on a variety of
testbeds with small variations due to manufacturing
tolerances and not just when it has been fine-tuned for one
particular instance.

I11. DESIGN OF AN AUTOMOTIVE-GRADE TESTBED

We demonstrate that the physical testing of automotive-
grade electronics is important, but currently available
testbeds are not suitable. To address this problem, we
developed an open-source automotive testbed, which is a
hybrid of automotive-grade hardware and non-automotive
grade software, which is optimized for physical testing (e.g.,
side-channel analysis, fault injection, destructive testing). In
this section, we first review physical security platforms in
non-automotive sectors, extract preferable requirements, and
then describe our design.

A. Physical security testing platforms

Many platforms have been developed to ease the
evaluation of physical security attacks. The SASEBO project
[32] offers a testbed optimized for testing cryptographic
modules. FOBOS [33] and SCARF [34] have also been
proposed as platforms to evaluate physical security
countermeasures. The ChipWhisperer project [35], a popular
side-channel and fault injection platform, also offers a “UFO
Target” platform [36] for “attacking all sorts of embedded
targets.” Awvailable physical testing platforms have the
following similarities:

- They are contained within one PCB or within several
connected PCBs.

- They feature low-noise power sources.

- They offer easy access to critical signals, such as clocks
and power lines.

- They embed common tools, such as amplifiers and data
acquisition tools.

While all these platforms are popular and well-suited for
many cases, they are not made with automotive-grade
technologies and are therefore not a solution to our problem.
In addition, they focus on attacking one component (e.g., a
microcontroller or cryptographic module) rather than a
network of components (e.g., a controller area network
(CAN)/CAN-flexible data-rate (CAN-FD) network).

B. Testbed requirements

According to our review of currently available platforms,
we concluded that the requirements for an automotive
security testbed optimized for physical testing should be

- (R1) The testbed should be compatible with currently
available tools and platforms: there are many platforms
and tools already available and maintaining the
compatibility with available testbeds ensures researchers
the freedom to switch between platforms.

- (R2) The testbed should be made of automotive-grade
components:  automotive-grade components have
different characteristics.

- (R3) The testbed should be open source: This
characteristic ensures that the results can be correctly
analyzed and reproduced. It also ensures that the testbed
can be improved or repurposed by other researchers.

- (R4) The testbed should be inexpensive: This
characteristic enables researchers to own more than one
testbed, so they can perform potentially destructive
testing on them or apply nonreversible modifications. In
2020, this characteristic has also allowed researchers to
work from home.

- (R5) The testbed should be small enough to fit in
common testing equipment (e.g., autoclave, scanning
electron microscope (SEM)). This characteristic enables
researchers to perform their research using automotive
testing equipment, for example, to simulate a high
temperature/humidity environment. It also enables
researchers to use hardware security testing equipment
(e.g., a microprobing station).

- (R6) The testbed should be optimized for physical
security testing (low-noise power sources, easy access to
critical signals, and embedding common tools). This
ensures that physical security attacks can be evaluated
with high quality.

C. Proposal

We designed a CAN/CAN-FD automotive security testbed
based on a single PCB, with the following characteristics:

- Using the same high-level architecture as PASTA
[27] (R1)

- Optimized for mass production at a low cost (R4)

- Has the size of a credit card (R4, R5)

- Optimized for physical testing by featuring low-
noise power sources and probes to access critical
signals (R6)

- Using mostly AEC-Q100 [5] and AEC-Q200 [6]
components resisting temperatures up to 150 °C
(R2)

- Open source (R3)

- Standalone (USB powered and requires no
equipment, such as a CAN adapter or programmer)
(R4, R6)

D. Detailed design

1) Reusing the PASTA architecture
The testbed consists of four ECUs with the same
architecture as PASTA [27]:
- Gateway ECU
- Powertrain ECU
- Chassis ECU



- Body ECU

These ECUs are connected to a common CAN/CAN-FD
bus. The gateway ECU is additionally connected to a USB
port and can be used as a general-purpose CAN/CAN-FD
adapter using either the “slcan” protocol [37] or socketCAN
drivers [38]. It can be reprogrammed over a USB using
STM32’s built-in DFU bootloader [39]. The gateway ECU
can also control the power supply unit of each ECU
individually. By turning on/off the power supply of each
ECU, the gateway ECU can program other ECUs over CAN
using STM32’s built-in CAN bootloader. Therefore, all
ECUs are independently reprogrammable over USB. The
advantage of reusing the architecture of PASTA is that
researchers who work with PASTA can immediately apply
their results to RAMN. Another advantage is that RAMN can
serve as an alternative to PASTA for researchers who cannot
afford one. While PASTA only uses CAN bus technology,
RAMN is compatible with both the CAN technology and its
more recent evolution is CAN-FD. The block diagram of
RAMN is shown in Figure 1. A picture of the board is shown
on Figure 2.
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Figure 1 Block diagram of RAMN

Figure 2 Picture of RAMN main board.

2) Mass producible at a low cost
To ensure that the PCB can be mass-produced
inexpensively, it is designed using permissive design rules
(e.g., 2 0.15 mm track clearance) and with only two layers. In
addition, the board uses only components with external pins
(no QFN and no BGA packages) that are large enough for
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hand soldering (size 0608 or above). This means that the
board can be easily reworked or entirely soldered by hand. As
aresult, RAMN can be produced and assembled by most PCB
fabrication manufacturers within the low-price range. The
board is also accessible to hobbyists and students who want
to fabricate and assemble it themselves. There are many
advantages associated with a low-cost testbed:

- It ensures that destructive tests (e.g., testing at high
temperatures) can be performed with a reasonable
budget.

- It ensures that researchers can have their own
testbed instead of needing to share one. They can
therefore customize it (e.g., reprogram the firmware
and replace components) and modify physical
characteristics (e.g., aging components) without
impacting the work of other researchers. They can
work from home.

- It enables researchers to verify their results on
several testbeds, which will have slightly different
characteristics due to the manufacturing tolerances
of components. Doing so ensures that their results
are valid not only for a particular hardware instance
but for a greater manufacturing range. These factors
are illustrated in Figure 3.
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Baud rate: 500k
Bus load: 42%
Message format: PASTA

Figure 3 Effects of manufacturing tolerances on the testbeds’ physical
characteristics.

3) Small form factor
The whole testbed fits into an 85.60 mm x 53.98 mm PCB
(size of a credit card) and features four M3 holes to enable
easy mounting on testing equipment.

Because of its small size, the testbed can fit in the
following:

- Testing equipment of security researchers:
Hardware security researchers often use special
equipment [3] in clean rooms, such as microprobing
stations, laser cutters, focused ion beam
workstations, and SEM workstations.

- AEC-Q100 testing equipment: The testbed should
fit into the same equipment used to qualify
components for AEC-Q100 [5], such as HAST
chambers and TEM cells.

4) Optimized for physical testing



Low cost and small form factor are meant to enable
destructive and extreme condition testing. The most
anticipated use cases of such a testbed are side-channel
analysis and fault injection (glitching). Most of the time, these
attacks will require access to critical signals, and the results
will depend on the quality of the signals on the board. To
ensure clean signals, the board features an individual low-
noise power supply for each microcontroller, and the
CAN/CAN-FD bus line is designed with 120 Q differential
impedance microstrip lines. The CAN/CAN-FD bus has split
terminations at each end. To enable current monitoring and
glitching of the power line, the board also features shunt
resistors on the 3.3 V lines. To ensure easy instrumentation,
the board features test probes on critical signals: clock,
power, CAN RX, CANH, and CANL. The board has also
been designed to be connected directly to the popular physical
security evaluation framework “ChipWhisperer” [35].

5) Automotive-grade components

Because the goal is to enable researchers to use the testbed
in extreme conditions, we selected components that conform
to AEC-Q100 and AEC-Q200 grade 0 (150 °C temperature
limit). Hence, the testbed should have the same physical
characteristics as an actual automotive ECU. There are only
two components that do not meet the automotive
requirements: the USB connector and microcontrollers.
Although there are automotive-grade USB connectors, they
are uncommon enough that most people would not recognize
them as a USB port at first glance, and they are less readily
available. Instead, we tentatively selected a consumer’s
electronics connector. As for the microcontrollers,
automotive-grade microcontrollers and their software
toolchains are associated with high costs and restrictive
NDAs. Instead, we selected microcontrollers with
comparable features and properties. We initially selected
STM32L443CC, which is a low-power ARM microcontroller
with an operating temperature range of —40 °C to 125 °C (the
same range as many automotive-grade microcontrollers for
use outside of the engine compartment). It also features a
CAN controller, an Advanced Encryption Standard (AES)
engine, and ECC capability. Although not automotive grade,
it is still close enough to an automotive microcontroller. For
countries with restrictions on encryption engines, the board
can also be assembled with STM32L433CC
microcontrollers, which do not feature the AES engine. The
board can also be populated by the more recent STM32L5
series, which features a CAN-FD controller and additional
security capabilities, such as a TrustZone execution
environment and a true random number generator (TRNG).
The board is compatible with STM32L552 (version without
AES engine) and STM32L562 (version with AES engine).

6) Open source
The choice of an STM32 microcontroller is also strongly
motivated by the fact that the STM32 family has gained
popularity within the maker community because of numerous
evaluation boards (STM32 Nucleo boards [40]) and easy

integration with popular open-source projects (e.g.,
FreeRTOS [41] and mbed TLS). To ensure that RAMN can
easily be customized and reprogrammed, the software is built
using the default RTOS supported by STMicroelectronics:
FreeRTOS. Because we make the project open source,
researchers are free to remove the RTOS or replace it with
another one and customize it the way they need.

7) Standalone

Currently available testbeds require external equipment,
such as external CAN/CAN-FD adapters, to observe signals
[27]. With RAMN, one of the ECUs can be programmed as a
CAN/CAN-FD adapter. The advantage of this research is that
there is no need to bring a CAN/CAN-FD adapter and
programmer in the testing environment. There is also less
signal distortion introduced by external components and less
risk that the CAN/CAN-FD adapter is destroyed when testing
under extreme operating conditions.

In contrast to PASTA, RAMN does not embed sensors and
actuators. Instead, it can be fitted with “expansion headers”
like those that can be found in Arduino and Raspberry Pi
boards. Researchers can design their own expansion boards
and connect them using one of the many interfaces accessible
(e.g., SPI, 12C, Universal Asynchronous Receiver
Transmitter (UART), analog to digital converter (ADC),
digital to analog converter (DAC)). We designed expansions
that are stackable and compatible with each other; that is, they
can be used at the same time. We designed the expansions for
external memories (e.g., electrically erasable programmable
read-only memory (EEPROM), static random access memory
(SRAM), ferroelectric random access memory (FRAM)),
screens (several models from Adafruit [42]), Trusted
Platform Module (TPM), connection to ChipWhisperer,
debug connections (JTAG and probes), and sensors and
actuators (e.g., dashboard LEDs, brake/accelerator/steering
potentiometers)

An example of a RAMN setup with several expansion boards
is illustrated in Figure 4.

Figure 4 Breakout of an example setup of RAMN board expanded with TPM,
external memories, screens, and sensors/actuators.



IV. EVALUATION

We fabricated boards using common processes and
tolerances. We programmed their software using
STM32CubelDE environment and FreeRTOS [41]. Figure 5
shows a simple RAMN setup with sensors and actuators, and
Figure 6 shows a RAMN setup with many expansion boards
(TPM, memory, and debugger). All functions worked as
intended: the four ECUs can be reprogrammed over USB, the
CAN/CAN-FD bus is fully functioning, and CAN/CAN-FD
frames can be observed over USB with slcan or socketCAN.

Figure 6 Picture of a RAMN setup with several expansions (TPM, external
memories, debugger).

A. Integration with the self-driving simulator CARLA

As a default environment, we programmed the board to be
used in conjunction with the popular driving simulator
CARLA [43], as shown in Figure 7. We modified CARLA so
that RAMN is integrated in a closed loop with the simulator;
that is, all commands (e.g., brake, steering) must first be
processed by the powertrain, body and chassis ECUs before
they are passed back to CARLA’s real-world simulation. For
example, the self-driving algorithm can send a brake request

on CAN, which the powertrain ECU will receive, process,
and then send a brake command. The gateway ECU will pass
back that command to CARLA’s real-world simulation,
which will trigger the brakes in the virtual world. In parallel,
the body ECU will also receive the brake command and
activate the stop lamp LED. With this closed-loop
integration, virtual cars can be controlled by the sensors on
RAMN, and values existing only in the virtual world (e.g.,
car speed) can also be found on the CAN/CAN-FD bus and
trigger actuators (e.g., LEDs). We verified that by using the
CAN IDs and formats defined by PASTA [44], the car would
be comfortably controllable using the potentiometers on the
sensor boards. The delay added by the introduction of the
closed-loop control was not significant enough to prevent the
default self-driving algorithm of CARLA to function
correctly. Despite a heavy bus load of approximately 42%, no
CAN bus message drop or significant delay was observed.

Figure 7 Picture of a RAMN setup used in a closed loop with the CARLA
simulator, connected to the CAN bus visualization tool candump (Linux).

B. Evaluation of physical attacks

To ensure that the board can be used to evaluate physical
attacks, we used ChipWhisperer Pro [35] to perform basic
analyses, as shown in Figure 8.

Figure 8 Picture of a RAMN board connected to ChipWhisperer Pro through
a dedicated expansion board.

As the ChipWhisperer already has a rich environment for
side-channel analysis, we took the time to design a PCB to
easily integrate a RAMN ECU into the UFO framework
provided by NewAE Technology [36]. The PCB is shown in
Figure 9. Figure 10 shows an example usage of the
ChipWhisperer UFO framework with a RAMN ECU. We



could confirm that all ChipWhisperer functions (e.g., trigger,
clocks, UART communication) would work as intended and
that good quality waveforms could be obtained.
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Figure 9 Picture of a RAMN ECU designed to fit into the UFO framework
of ChipWhisperer.

Figure 10 Picture of the RAMN UFO ECU used with ChipWhisperer Pro
and its H-Field probe.

V. LIMITATIONS

In this section, we discuss the limitations of our testbed.
Because we wanted to keep the board small, open source,
inexpensive, and standalone, we had to make some
compromises that limit its use cases.

A. No 12V battery line

ECUs are usually powered by a 12 V battery and need to
stay functional over a wide supply voltage range (e.g., 6 V to
16 V). However, supplying 16 V from a USB port would put
harder requirements on the four power supplies, resulting in
a bigger, noisier, and more expensive board. Therefore, we
decided to directly use the 5 VV USB port. This limitation
prevents researchers from researching information leaks on
the 12 V battery line. However, this does not impact the
CAN/CAN-FD, which uses 5V by design.

B. Only one CAN/CAN-FD bus

Contrary to PASTA, which features physically separated
CAN buses connected indirectly through a gateway ECU, our
testbed only features one common CAN/CAN-FD bus. This
means that researchers cannot easily use it for research related
to gateway ECU, such as CAN/CAN-FD firewalls. However,
they can address this issue by connecting several RAMN
testbeds together.

C. Not 100% automotive grade.

To keep the testbed open source, we chose a publicly
available microcontroller instead of an actual automotive-
grade microcontroller. To limit the impact of this factor, we
tried to select a microcontroller that has a wide temperature
range and many safety features, thus making it “close
enough” to an automotive-grade one. ldeally, the testbed
would feature an AEC-Q100 qualified microcontroller, with
automotive security elements, such as an EVITA hardware
security module, a secure hardware extension (SHE), or an
automotive TPM. However, this is not currently possible
because of NDA limitations, which we hope will be lifted in
the future.

VI. CONCLUSION

We developed and evaluated RAMN, a credit card-sized
automotive security testbed similar to PASTA [27], but
designed with different goals. We kept the testbed
inexpensive to facilitate destructive and nonreversible
testing. We used mostly automotive-grade components to
ensure that the testbed has characteristics close to those of
real ECUs and that it can operate in extreme conditions.
RAMN can be used in conjunction with CARLA [43] to
simulate an active automotive network of a self-driving
vehicle. Because it is small, researchers can use the testbed in
special environments, such as clean rooms, and fit it into
testing equipment, such as microprobing stations. It is
inexpensive, and therefore researchers do not need to share it
with others and can work from home. They can also perform
potentially destructive attacks without worrying about their
budget, and they can build dozens of them to evaluate the
effects of manufacturing tolerances. We optimized RAMN
for physical testing, including side-channel analysis and
glitching attacks. As a result, this testbed offers more freedom
for researchers to evaluate attacks and countermeasures
involving physical parameters. In the future, we would like to
explore the testbed’s possibility for education and bug bounty
programs. To keep the board small, open source, and
inexpensive, we had to make some compromises that limit
the use cases of the board. Most of these compromises can be
addressed in future works, for example, using a slightly
bigger and more expensive testbed. However, the
inaccessibility of automotive-grade microcontrollers and
automotive-grade software is a bigger issue that cannot be
fixed easily as of 2020. By releasing this testbed, we hope to
contribute another step toward a more open automotive
security industry.
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