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Behind the scenes of a ringtone provider
Deep Dive into WAP, SMS, monophonic ringtones and 1-bit graphics
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How did we get here?
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The first operator logo
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Early capabilities
RTTTL, Logos, J2ME, etc.

- Operator logos (72x14 pixel, black & white only)

http://kittenlabs.de


Manawyrm / kittenlabs.de

Early capabilities
RTTTL, Logos, J2ME, etc.

- Operator logos (72x14 pixel, black & white only)

- Monophonic ringtones (1 note at a time, square wave) 
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Early capabilities
RTTTL, Logos, J2ME, etc.

- Operator logos (72x14 pixel, black & white only)

- Monophonic ringtones (1 note at a time, square wave) 

- J2ME / Java apps & games 

http://kittenlabs.de


Manawyrm / kittenlabs.de

Full capabilities
PNG, MIDI, MP3, etc.

- Polyphonic ringtones (MIDI files)
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Full capabilities
PNG, MIDI, MP3, etc.

- Polyphonic ringtones (MIDI files)

- PNG graphics (full color)

- MP3 / AMR audio files

- Video files (3GP, H.261/H.263)
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SMS special features
User Data Header

- optional binary header in short messages

- TLV (tag-length-value encoded)

- total length byte at the beginning

- can contain a number of 

“UDH Information Elements” (IEs)

http://kittenlabs.de
https://en.wikipedia.org/wiki/User_Data_Header
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IEI 
(hex)

Meaning Length May 
repeat

00 Concatenated short messages, 8-bit ref. number 3 no

04 Application port addressing scheme, 8 bit address 2 no

05 Application port addressing scheme, 16 bit address 4 no

08 Concatenated short message, 16-bit ref. number 4 no

0E Large Animation (16*16 times 4 = 32*4 =128 bytes) 129 yes

0F Small Animation (8*8 times 4 = 8*4 =32 bytes) 33 yes

UDH Information Element Tags
(commonly used)

http://kittenlabs.de
https://en.wikipedia.org/wiki/Concatenated_SMS
https://en.wikipedia.org/wiki/Smart_Messaging
https://en.wikipedia.org/wiki/Smart_Messaging
https://en.wikipedia.org/wiki/Concatenated_SMS
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Common UDH use case
Overlong text SMS / Concatenated SMS

- Text is split into multiple SMS, each SMS with UDH

- TP-UDHI bit is set 
Transfer Protocol User Data Header Indicator

- IE Tag 0x00
Concatenated short messages, 8-bit reference number

http://kittenlabs.de
https://en.wikipedia.org/wiki/Concatenated_SMS
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Another UDH use case
Nokia Smart Messaging

- TP-UDHI bit is set 

- IE Tag 0x05
Application port addressing scheme, 16 bit address

- 16 bit port numbers

http://kittenlabs.de
https://en.wikipedia.org/wiki/Smart_Messaging
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Nokia Smart Messaging
Ringing Tones (Rev. 3.0.0, page 34)

“The ringing tone reader is listening to on 

NBS port 5505 decimal (1581 hexadecimal).”

Payload includes: 

- Ringtone (monophonic)

- Name (ISO-8859-1)

http://kittenlabs.de
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Nokia Smart Messaging
Graphical logos (Rev. 3.0.0, page 41)

“The Operator Logo Reader is listening on 

NBS port 5506 decimal (1582 hexadecimal).”

Payload includes:

- Operator logo (1-bit black/white bitmap)

- MCC / MNC pair

http://kittenlabs.de
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Operator logo
Smart Messaging Example (SMS 1/2)

0B
Length

05 04 15 82 00 00
IE: Port addr., 16 bit

00 03 01 02 01
IE: Concat. msg 

30 09 f1 [...]
Payload 

05 Type (16 bit port)

04 Length

15 82 Destination port

00 00 Source port

00 Type (Concat. Message) 

03 Length

01 Reference number

02 Total no. of parts

01 Current part

http://kittenlabs.de
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Operator logo
Smart Messaging Example (SMS 2/2)

0B
Length

05 04 15 82 00 00
IE: Port addr., 16 bit

00 03 01 02 02
IE: Concat. msg 

ff ce 3c [...]
Payload 

05 Type (16 bit port)

04 Length

15 82 Destination port

00 00 Source port

00 Type (Concat. Message) 

03 Length

01 Reference number

02 Total no. of parts

02 Current part
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- SMS wasn’t always 8-bit binary safe! 

- Some operators couldn’t set the UDH indication bit

- Workaround: Use plain text hex encoding

//SCKL1581 024A3A6509[...]

- Very inefficient (2 characters/byte)

SCKL
More Nokia hacks!

http://kittenlabs.de
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- Text-based ringtone format

- Monophonic

- Name, Settings (duration, octave, tempo), Notes

Example:
delta:d=4,o=5,b=80:8d#6,8a#,2d#6,a#6,8f6,8a#,2f6,a
#6,8d#6,8g#,2d#6,b6,a#6,b6,a#6,16f#6,16f6

NokRing / RTTTL
Ring Tone Text Transfer Language

http://kittenlabs.de
https://en.wikipedia.org/wiki/Ring_Tone_Text_Transfer_Language
https://en.wikipedia.org/wiki/Ring_Tone_Text_Transfer_Language
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- Written by Mike Kohn in C (~2001)

- Source available, non-commercial license (not FOSS)

https://www.mikekohn.net/file_formats/ringtonetools.php

Ringtone Tools
Unix tool to encode ringtones and logos

http://kittenlabs.de
https://www.mikekohn.net/file_formats/ringtonetools.php
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Ringtone Tools
Unix tool to encode ringtones and logos
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How do we actually send these?
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From a mobile phone / GSM device: 

AT commands!

SMS transmission
Historic 80s tech

http://kittenlabs.de


Manawyrm / kittenlabs.de

From a mobile phone / GSM device: 

AT commands!
AT+CMGF=0 switches into raw SMS PDU mode

AT+CMGS=[Length]<CR>[Payload]<ctrl-Z/ESC> sends a message

Raw SMS PDUs need to include the full SMS header, including destination 

number, numbering plans, etc. 

SMS transmission
Historic 80s tech

http://kittenlabs.de
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- Standardized binary protocol

- Used over TCP/IP or X.25 (more dinosaur tech!)

Typical SMPP endpoints: 

- GSM network operators (SMSC)

- Commercial SMS providers

SMS transmission
Short Message Peer-to-Peer (SMPP)

http://kittenlabs.de
https://en.wikipedia.org/wiki/Short_Message_Peer-to-Peer
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Open-source software to the rescue
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Kannel consists of 3 main parts/applications: 

- bearerbox (core)

- smsbox

- wapbox

Still packaged in Debian!

Kannel
Open Source WAP and SMS gateway

http://kittenlabs.de
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- Supports various interfaces 

(SMPP, AT, CIMD, EMI, etc.)

- Integrated SMS queueing

- Accepts HTTP POST requests to send SMS

- Sends HTTP POST requests for incoming SMS 

(basically webhooks)

Kannel
smsbox

http://kittenlabs.de
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- ringtonetools generates UDH from bitmap and RTTTL files

- Kannel talks to a modem/provider and sends SMS

- Web interface built using: 

PHP / Twig (templating)

MariaDB (database)

ImageMagick (image handling)

bubblewrap (sandboxing)

Putting it all together

http://kittenlabs.de
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WAP?
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- Stripped down Web for mobile phones

- Regular web servers (HTTP, URLs, GET/POST requests)

- Custom XML-based language (Wireless Markup Language, WML)

WAP
Wireless Application Protocol

http://kittenlabs.de
https://de.wikipedia.org/wiki/Wireless_Application_Protocol
https://de.wikipedia.org/wiki/Wireless_Application_Protocol
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- Full TCP/IP stack + XML parsing was too heavy for early phones ->

- Proxy called “WAP Gateway” inbetween HTTP server and phone

- WAP Gateway will parse WML into a WBXML (WAP Binary XML)

WAP 1.1
Early mobile internet

Mobile phone WAP Gateway HTTP Server

HTTP

WML

WSP

WBXML

http://kittenlabs.de
https://de.wikipedia.org/wiki/Wireless_Application_Protocol
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WAP supports several different transports:

- WAP over GPRS

- WAP over CSD

- WAP over SMS (uncommon)

- WAP over USSD, DECT, CDMA, IS-136, TETRA, etc. (even more exotic)

WAP requests / responses are sent as single WDP packets.

WDP
Wireless Datagram Protocol

http://kittenlabs.de
https://en.wikipedia.org/wiki/Wireless_Datagram_Protocol
https://en.wikipedia.org/wiki/Wireless_Datagram_Protocol
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- Regular IP-based networking (packet-switched)

- WAP packets (WDP) are sent as regular (fragmented) UDP traffic

- Most commonly used transport for Blåmba!

WAP over GPRS
General Packet Radio Service

http://kittenlabs.de
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- Call-based data connections over GSM

- Introduced before packet switching (GPRS) existed

- Virtual modem calls over GSM (nothing analog involved!)

- PPP used to get TCP/IP connectivity over CSD channel

- WDP is then just transmitted as UDP again

- Used by phones without GPRS support (Nokia 3330, etc.)

WAP over CSD
Circuit Switched Data

http://kittenlabs.de
https://en.wikipedia.org/wiki/Circuit_Switched_Data
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- Mobile carriers used to provide WAP gateways
-> Those are long gone by 2024

- wapbox is a fully fledged WAP gateway!
- Accepts WDP/UDP packets on port 9200
- Sends HTTP requests to the regular internet
- Does WML -> WBXML compression/parsing as well

- Blåmba! runs Kannel as a publicly available WAP gateway

WAP gateway
Our friend Kannel again!

http://kittenlabs.de
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- Phones became more powerful

- CSD, GPRS, EDGE, UMTS, WLAN, etc.

- Regular HTTP (over TCP)

- XML-encoded WML pages

WAP 2.0
Actual mobile internet

Mobile phone HTTP Server

HTTP

WML

http://kittenlabs.de
https://de.wikipedia.org/wiki/Wireless_Application_Protocol
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- Just regular files served over HTTP

- Either directly or through WAP Gateway (WDP/UDP)

- MIDI files for polyphonic ringtones

- PNG (or GIF) files for color logos

- JAR files for J2ME apps & games

- Download can be started manually by visiting URL

Polyphonic ringtones?
Color logos?

http://kittenlabs.de
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- Small WBXML push messages to a phone

- Typically sent via Push Proxy Gateway (PPG)

3 main types:

- Service Indication (SI)

- Service Load (SL)

- Cache Operation (CO)

WAP Push
SI / SL / CO

http://kittenlabs.de
https://en.wikipedia.org/wiki/Wireless_Application_Protocol#WAP_Push
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- SMS-based (or any other WDP transport)

- Application Port Addressing -> Port 2948 (WAP Push/MMS) 

- WAP Binary XML again:

WAP Push
Service Indication (SI)

http://kittenlabs.de
https://en.wikipedia.org/wiki/Wireless_Application_Protocol#WAP_Push
https://en.wikipedia.org/wiki/Wireless_Application_Protocol#WAP_Push
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WAP Push SI
WAP Binary XML strikes again!

06
Length

05 04 0b 84 23 f0
IE: Port addr., 16 bit

01 06 04 03 ae 81 ea 02 05 6a [..]
Payload 

05 Type (16 bit port)

04 Length

0b 84 Destination port (2948 / WAP Push)

23 f0 Source port (9200 / WDP)

http://kittenlabs.de
https://en.wikipedia.org/wiki/Wireless_Application_Protocol#WAP_Push
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WAP Push SI
WAP Binary XML strikes again!

06
Length

05 04 0b 84 23 f0
IE: Port addr., 16 bit

01 06 04 03 ae 81 ea 02 05 6a [..]
Payload 

05 Type (16 bit port)

04 Length

0b 84 Destination port (2948 / WAP Push)

23 f0 Source port (9200 / WDP)
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X-Wap-Profile: "http://nds1.nds.nokia.com/uaprof/N6220r200.xml"

- MIME types / file format support

- display resolution

- color depth

- TLS/SSL support

- character encodings

- transport layers (CSD, GPRS, etc.)

User Agent Profiles
More XML!

http://kittenlabs.de
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User Agent Profiles
More XML!
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-

Do it yourself
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-

Statistics
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- Intel NUC

- ZTE 3G USB dongle

- C3GSM SIM card

- WiFi & Ethernet

- Used at Camp 2023

- i219 tso/gso offloading bug

Blamba Gateway v1

http://kittenlabs.de
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- Raspberry Pi CM4

- Same ZTE 3G USB dongle

- C3GSM SIM card

- AX200 PCIe WiFi card

- Used at 37C3 and 38C3

Blamba Gateway v2

http://kittenlabs.de
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-

User provided content
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-

User provided content
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Thanks to

- LaF0rge

- Billy549

- NikTheDusky

- Benjamin Erhart (jsPduDecoder)

- Mike Kohn (ringtonetools)

- Jennifer Graul (bwrap-seccomp)

and all the Osmocom, ImageMagick, Kannel, etc. folks!
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Questions?

Thank you for listening!
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