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Educational Purpose Only. The content of this presentation is intended 
solely for informational and educational purposes and to warn of the risks 
associated with the presented security vulnerabilities.

Responsible Disclosure. Any vulnerabilities discovered were reported to the 
appropriate parties through responsible disclosure practices.

Audience Responsibility. We do not encourage, support, or endorse the
abuse of any vulnerabilities discussed. Attendees are responsible for 
ensuring that their actions comply with all legal and ethical standards. 
The presenters are not liable for any misuse of the information shared.
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Disclaimer
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Let the research begin: once upon a time, 
we found an open street lamp in Berlin…

And there 
is this box?

Having a peek inside

We found a radio-controlled switch for the street light!
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Funkrundsteuerung is a nation-wide system 
able to control devices with longwave radio

Through internet research we found that 
Funkrundsteuerempfänger are managed 
by energy supply companies through a 
single company named EFR, controlling 
devices in multiple EU countries.

EFR broadcasting stations, covering parts of Europe

DCF49
129.1 KHz

DCF39
139 KHz

HGA22
135.6 KHz

Control messages (telegrams) are sent 
via high power (100kW) and low 
frequency transmitters, covering a good 
part of central Europe.
Two rather obscure low bitrate protocols 
are used:
• Versacom (DIN 43861-301/401)
• Semagyr-TOP (DIN 43861-302/402)

How are they controlled?

https://www.ptb.de/cms/fileadmin/internet/_processed_/csm_Empfangskarte_Langwellenfunk_616767aa0d.jpg

Devices are in: AT, CZ, DE, HU, SK

Who delivers the control signal?
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EFR longwave transmitters provide a one-way 
channel between energy suppliers and devices

Broadcast
tower

Radio ripple control receiver
(Funkrundsteuerempfänger/FRE)

EFR web app
or desktop client

Can run 
programs

Energy
supplier (EVU)

Power 
grid

Controlled device 
(source or load)

Around 300 
companies

Up to 6 
output 
signals

Power 
regulator

https://efr-smart-control.dehttps://efr-portal.de
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Besides street lights, the EFR ecosystem 
is applied to a variety of use cases

Custom devices

For example:
• Food cooling systems

Weather forecasts

• Weather stations
• Predictive heating and 

concrete core 
cooling

Time source

• Regular time and date
• Precise time

Power plant steering

• Solar
• Wind
• Biogas
• Geothermic
• Hydro generators

Tariff switching

• Day tariff
• Night tariff

Load management

• Night storage heating
• Heat pumps
• Wall boxes

https://commons.wikimedia.org/wiki/File:Economy_7_Meter_and_Teleswitcher.JPG https://www.sigidwiki.com/images/a/ab/EFR_Metering_Billing_CIS_America.pdf https://commons.wikimedia.org/wiki/File:SolarPowerPlantSerpa.jpg

https://commons.wikimedia.org/wiki/File:Car2Go_Charging_Station_Stuttgart_2013_01.jpg https://www.ptb.de/cms/en/gateways/ptb-for-the-public/news/single-news.html
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An attacker controlling power sources and 
loads could cause power grid instabilities

EFR lists several GigaWatts of both 
controlled power loads and power 
sources. 
Example figures from 2009:

Major blackouts happened in 
the US, and there are reports of 
growing instabilities in the EU 
grid

Source: efr.de

Meaningful
power at stake

Device adoption
growth

Blackout
risks

https://www.sigidwiki.com/images/a/ab/EFR_Metering_Billing_CIS_America.pdf 

Following the current worldwide political tensions and cyber 
attack strategies, how likely can this ecosystem be abused 
to cause a power outage?
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https://www.vox.com/climate/23893057/power-electricity-grid-heat-wave-record-blackout-outage-climate
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But before things get too serious… let’s combine 
this information with some creativity

Haus des Lehrers, Berlin 2001 Bibliothèque nationale de 
France/Arcade, Paris 2002

City Hall, Toronto 2008

By turning on and off lights programmatically, buildings become art exhibitionsProject Blinkenlights

What if Berlin becomes a giant screen? That would be… BlinkenCity!

We just got an idea!

https://media.ccc.de/v/camp2023-57001-project_blinkenlights
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Illustrative

Parody



Back to our investigation, radio transmissions 
can be observed with a real device or an SDR

10

Signal demodulation[1]: FSK-LSB with 170 Hz shift, 200 baud, 8E1 serial coding

[1] https://www.sigidwiki.com/images/a/ab/EFR_Metering_Billing_CIS_America.pdf 

Find an SDR station near Germany:
• http://www.websdr.org
• http://kiwisdr.com/public

Option B: An online SDR receiver

Use the EFR-FSK demod extension

Option A: Use a real receiver

1. Buy a receiver

2. Open 
the device
enclosure

3. Tap the 
data lines, 
while the 
device is 
operating 

Option C: Your own SDR

LF antenna

SDR with 
LF coverage

+

+
Custom code

https://www.bremerfunkfreunde.de/images/bilder/sdr/megaloop1.jpg
https://www.rtl-sdr.com/wp-content/uploads/2016/08/RTLSDR_Front.jpg

EFR 
telegram

http://www.websdr.org/
http://kiwisdr.com/public/
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68h L L C A Protocol  
Data

Check
sum 16h68h

Length

Repeated length EVU address (16bits)

Control

Message payload (n-bits)

C+A+PD

68 0a 0a 68 67 00 00 00 08 00 92 2a 06 18 49 16

68 06 06 68 17 d3 d1 e4 00 80 1f 16

68 08 08 68 27 b0 b0 3c 00 20 80 c0 23 16

68 13 13 68 c3 20 02 0e 00 a2 ee 1a 20 5d 84 00 0d 00 19 20 9a 84 00 78 16

68 13 13 68 d3 20 11 4a 42 cd ea 4e bc e7 28 dc dc 3c 10 0d d3 05 65 4e 16

68 08 08 68 27 b0 b0 3c 00 20 80 c0 23 16

68 09 09 68 37 b0 b0 3e 00 10 80 c0 55 7a 16

Sequence #

Protocol?
Telegrams with address zero are sent every 10 seconds with slightly changing content

Switching commands?

Unencrypted data
Retrans-
mission

Similar, but one is longer

Telegram 
structure 
(DIN 19244)

Encrypted data

Telegrams share a common header & trailer,
but inner contents follow different standards

Likely contains time info Our first target!
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The first decoded telegram carries date and 
time information, and is read by all receivers

Special EVU value, indicating 
a message for all receivers

2024-11-30 11:47:22 

68 0a 0a 68 77 00 00 00 d0 2f 0b de 0b 18 82 16

68 0a 0a 68 b7 00 00 00 80 30 0b de 0b 18 73 16

20sec 
later 1min 

later

Year: 24 (in the same century)

Month: 11

Weekday (High 3 bits): Sat (6)
Day (Low 5 bits): 30

Minute: 48

Daylight saving (High bit): No
Hour (Low 7 bits): 11 

Second (High 6 bits): 22

2024-11-30 11:48:22 

2024-11-30 11:47:42 

KiwiSDR already has a decoder for this, look inside: https://github.com/jks-prv/Beagle_SDR_GPS

Decoding a time synchronization message

68 0a 0a 68 57 00 00 00 80 2f 0b de 0b 18 12 16



Time is sent in plaintext, without 
any integrity or replay protection…
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Attack 1: Time machine
Telegrams with spoofed date/time trigger 
programmed functions

What happens if a device receives a 
telegram with a timestamp in the 
past or in the future?

Device time is updated, and time-
based functions are triggered!

So, there is a way to control lights 
(probably not power plants), but 
only all at once

Reviving the job of a “lamplighter”

https://commons.wikimedia.org/wiki/File:Lamplighter_%283770623470%29.jpg
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Illustrative
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We built our own EFR replica lab to test 
various telegrams on different receivers

Now we are ready to play with remote 
commands, but we still need to find out 
how to craft one ☺

We acquired several used receivers from eBay We created a near-field EFR emulator

P

P

P

G

GZ Z

P = Prolan, G = Landis+Gyr, Z = Langmatz Versacom Semagyr

External 
antennas ESP32

Waveform 
generator

Coil from 
a wireless 

mobile 
charger

Tuning 
capacitors
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Long wave systems have been designed as a 
cheaper alternative to ripple control over wire

The following standards describe the used protocols

Can be 
bought 
at DIN
website

Can be 
bought 
by calling
VDE

• Allows to remotely switch tariffs in 
electricity counters by adding tones 
(“ripple”) over the 50 Hz main wave 
of electricity lines 

• Multiple devices could be controlled 
by slowly sending a few bits

• Each country and vendor developed 
their own proprietary systems

Year 1900 - Ripple Control

• Two of these protocols have been 
ported to radio waves, creating a 
cheaper alternative to powerline

• Later, some protocol extensions have 
been defined to cover new use cases

Year 1990 - Radio Ripple Control

Before we deep dive into the bits, let’s understand how this technology came around

V

S
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Telegrams seem to follow the standard, but 
addressing schemes need to be investigated

Decoding a Versacom (DIN 43861-401) telegram

… 27 b0 b0 3c 00 20 80 c0 …

Just ignore this

EVU 
address

Command 
params

Target 
group

Commands: remote (de)activation of the 
device, programming of switching 
cycles, program selection, manual 
switch on/off, vendor-specific features

Addressing modes include 
per-device individual IDs 
(all bits set to zero) and 
addressing a group of 
devices

Great, but how can we 
address our device?

V
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Command argument

Group D 
(not used 
in these 
telegrams)

Addressing schemes are hierarchical: not 
all groups need to be specified at once

Group BGroup A Group C

A+B

A+B+C (subset of A+B)

Group addressing in use

68 08 08 68 27 b0 b0 3c 00 20 80 c0 23 16

68 09 09 68 37 b0 b0 3e 00 10 80 c0 55 7a 16

c

e

A device programmed as 
A=2/B=4/C=3/D=1 will also 
be selected by:
• A=2/B=4/C=3 only
• A=2/B=4 only
• A=2 only
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Publicly available PDFs disclose the relation 
between address bits and power plants

Searching the internet we found documents that describe the device addressing and use cases

Classification of power plants by type and size

EVU values for different zones and energy providers

Mapping of address bits to relay#, device type & location

Association between relay# and power reduction

German postcode
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Aside of understanding group addresses, we 
could enumerate a large number of EVUs

EVU addresses in 
received telegrams

EVU and group addressing information can be 
found in FRE installation manuals (online PDFs)

A more extensive list of EVUs 
leaked from EFR portal APIs

This sounds quite useful, let’s see if we can identify the right one for us!

1235
a1a1
a1a3
a1a7
a1ab
a1ad
a3a2
a3a3
a9a9
ac01
ac02
b040
b0a3
b0b0
b0b1
b1a0

b1a1
b1a2
b1b0
b1b1
b1b3
b1b5
b1b6
b1b8
b1c2
b2a1
b2a2
b2b2
b2b8
b3b4
b3b8
b3b9

b3bc
b4a0
b4b1
b4b2
b4b4
b4b5
b4c0
b4d0
b5a1
b5b5
...
eaea
ec10
ece1
ece5
ede1

EVU address
EVU address

This leak has been fixed
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Attack 2: Device EVU recovery
Group A addressing can be abused to 
brute-force the actual EVU of a device

Choose a 
command that 
should produce a 
measurable action

Send telegrams 
iterating over EVU IDs, 
until device reacts68 08 08 68 10 xx yy 68 fc 23 16

Switch-on 
command

Group-A 
only

Target all six
group A levels

Try collected EVUs, 
or all possible 65.535 values

Build a command targeting all levels in group A

Based on the fact that group levels are hierarchical, a telegram using 
group-A only can select all devices belonging to the specified EVU
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This attack can be used to disconnect real 
photovoltaic systems from the grid

Illustrative
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Wait… just with a Flipper Zero?

Allows selection and 
configuration of payloads

RFID reading mode 
can be misused to 
send FSK modulated 
signals, also at 139 kHz 
with a reach up to ~1m

Infrared port 
could also be 
useful (more 
on that later)

With a custom app, it can send EFR telegrams 
that are correctly received by nearby devices

https://docs.flipper.net/rfid

Flipper Zero is a flexible tool that can be programmed 
to speak various radio protocols, including 125 kHz RFID



24https://www.youtube.com/watch?v=Fn87FWqVMCY

StreetLight-B-Gone
Illustrative

Parody



Fragments include a sequence, 
header, CRC and padding:
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Moving to the second telegram standard, 
we could not easily map it to any message

Documents indicate that 
payload is split across telegrams

S

Following the Semagyr standard, we tried to identify the correct radio messages

... 43 20 1b d3 48 bf 84 22 b9 5e 73 8c 39 6a 81 f3 1d 5e 45 ...

... 53 20 1b 68 32 41 5a e3 d2 00 d5 00 00 00 00 00 00 00 00 ...

... 03 20 02 05 00 1d 9a 0a 20 7d dc 00 24 00 0b 20 32 dd 00 ...

... 13 20 02 30 00 0c 20 2c de 00 1a 00 0d 20 b8 de 00 1a 00 ...

... 23 20 02 11 20 43 df 00 74 00 00 00 00 00 00 00 00 00 00 ...

... 03 20 0a ff e7 81 75 30 59 8b 40 9e c0 e1 7a 06 46 59 72 ...

Low entropy

So we assume Semagyr payloads must be somewhere else, but where?

Seems 
unencrypted, 
but structure 
does not 
match

This could be 
Meteotime II

(out of scope)

High entropy Seems encrypted

Start

Middle

End
Only sent 
every 6 hours 
(4, 10, 16, 22h)
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To understand how telegrams are handled, 
we started looking at low level details

Among all the devices we acquired, we found only two designs, using pretty obsolete CPUs

This CPU implements 
certain security 
features to block code 
readout, but the 
external flash is easy 
to dump. Desolder it 
and use an Arduino or 
Raspberry PI to read it.

Langmatz
and
Landis+Gyr
devices

Prolan
devices

• NXP/Motorola 68HC08
• SPI flash 95128
• Optional I2C RTC
• ULN2003 relay drivers
• Infrared serial port

• Microchip PIC18F46xx
• ULN2003 relay drivers
• Infrared serial port

Code protection of 
this chip family is 
known to be broken, 
potentially allowing 
full firmware dumps. 
The difficulty depends 
on the actual security 
fuse configurations.
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Tracing communication on specific PCB lines 
enhanced further our device understanding

By monitoring a selection of CPU and flash pins, we could derive some key information

+ =
This is our 
device ID!

1. Measure voltages at multiple points
2. Check signals with an oscilloscope 
3. Connect all lines to a logic analyzer
4. Let the device run, interact with it
5. Attempt to decode captured bits to 
known protocols (SPI, I2C, serial)

The standard HW reversing procedure
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In addition to passive device observation, getting
access to the firmware can be a useful resource

By bypassing CRP[1], the 
whole chip can be read 
from the boot block

Flash memory dump

[1] https://www.meriac.com/dl/HID-iCLASS-security.pdf

Understanding the code  
can be more challenging 
than expected

Manual code analysis Chip and peripheral emulation

Another way would be to emulate the 
device to debug it, but it is also not trivial

This path requires time and resources, is there a better alternative?
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What about that infrared port?
All devices have it, so it must be important

Connecting to the infrared port

USB-IR head
Sending various strings 
based on the IEC spec
• at all possible serial 

speed and parity
configurations

Got some single bytes
back at 9600bps
• seemingly indicating 

an error condition

Trying random things

All receivers are equipped with an infrared port to “parametrize” the device before use

FRE documentation 
suggests IEC 62056-21
• but no reply using 

open source tools

Internet search reveals 
some tool names: 
TooLIC and RPT01
• but not available for 

download at vendor 
website

Choosing the protocol

Without the right tools, it’s hard to communicate to our devices over IR 
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Searching the internet, we eventually 
found the RPT01 parametrization software

We can now read some parts of the device 
configuration, that includes unique IDs

We still don’t know how to use those device IDs and addresses…

Looks like a device ID

Switching 
schedule

Time is 
synced

Another 
device 
ID

RPT01 configuration files include lists of addresses and 
commands with nice comments that explain their scope

And these symbols?

But what 
are these 
numbers?

S



31

We improved our knowledge by digging 
into help pages and old documents
S

Semagyr was proudly 
presented in 1993

RPT01’s built-in help 
pages are actually helpful

Some clear 
meaning for 
those bit 
numbers and 
+/- symbols https://www.tib.eu/en/search/id/tema:

TEMAE93071412292/Semagyr-TOP-
eine-Erweiterung-von-Rundsteuersystemen

RPT01 allows encoding and
also decoding of payloads

"Telegramme rückübersetzen" 
feature yields commands and 
their parameters

Combining all docs and features, we finally fully understood the Semagyr world ☺

Patents reveal 
other details

https://patents.google.com/
patent/EP0588006A1

Concepts and 
terminology
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Finally, received telegrams could be 
decoded and new ones can be crafted
S

Decoding a Semagyr-TOP (DIN 43861-402) telegram

EVU 
address

Device address
(24bits, 0-pad)

Command + 
arguments

In a Direktbefehl, a DoppelKommando
(DK) and its state are encoded by the 
2*n-1 (ON) and 2*n (OFF) bit position.
Bit 16 set equals to DK 8 with state = OFF

Great, we understand addresses and program arguments, but what do programs do?

… 27 b1 b8 90 98 c5 70 e0 a0 10 …

First command

Second command

… 17 d3 d1 e4 00 80 …

Program address (0, 8, 12 
bits)

Program arguments
(n-bits)

In reality, single device addressing

Multiple function components

EVU specific

Functions can (de)activate and 
manually trigger stored programs
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Programs can be found by guessing addresses; 
their behavior revealed through real-world tests 

e0 80 02 00 12 01
e0 80 02 00 12 04
e0 80 02 00 12 06
…
e0 80 08 00 10 0e
e0 80 08 00 22 01
e0 80 08 00 22 04
…
e1 20 20 00 47 06
e1 20 40 00 12 e6
…
e1 40 20 00 23 01
e1 40 20 00 23 04

We need a way to map and classify the wide variety of programs being used to identify the useful ones

Captured telegrams 
provide a nice view 
of the parameters

RPT01 contains various program definitions

Program address

Parameters

The * indicates 
which bit will 
be used in the 
IF statement

This program 
simply sets 
one output 
relay based 
on the input

Complex example Simple example

Aside of input 
bits, internal 
state is used

Telegram fuzzing can reveal programs

Through fuzzing and an electrical 
feedback loop, we could identify 
simple relay-switching programs!

Can we find 
more of 
these?
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Attack 3: Relay program discovery
Most devices store simple programs 
that can directly switch relays

LIVE 
DEMO

Relays can 
be steered 
individually 
over radio

Test program 
DK 25 can 
switch relays, 
no matter 
what address!

https://www.wireless-netcontrol.com/files/wireless-netcontrol/Produkte/Bestellunterlagen%20FRE/Datenblatt%20Telegrammgenerator%20-%20Avacon%20FRE.pdf

By sending 
these requests 
we can change 
relay states at 
will 

Finally, we have 
a way to switch 
both Versacom
and Semagyr
devices!
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So what about the BlinkenCity idea?

Feasibility

• Radio-controlling individual street lamps is possible
• To display content, one needs to know the correct 

individual ID for each lamp:
• Extract single addressing IDs from recordings
• Read out individual ID via infrared
• After finding one, enumerate consecutive IDs
• Map ID to location, potentially from a drone

Limitations
• Low “fps” (~2 pixels/regions per second and sender)
• Requires sufficient sending power to cover the city
• Requires prior mapping from street lamp to location

Could be done (within limitations and with permissions!), 
probably best as a timelapse  

https://scitechdaily.com/images/Astrophoto-Berlin-Night.jpg
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“AskTheState” how many displays there are

Ne
w Hacking Tool

Thanks to FragDenStaat, and Thomas Blinn for performing the requests!

While a few cities consider it sensitive information, others respond with more detail than asked for

https://fragdenstaat.de/anfrage/steuerung-von-straenbeleuchtung-bei-den-stadtwerken-bielefeld/#nachricht-475436

https://commons.wikimedia.org/wiki/File:Flashlight.jpg
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Hamburg has just finished migrating to the 
“future-proof” radio ripple control system

Our talk is too late for Hamburg, but maybe not for others?

In other news:
Hiccup in Hesse

https://www.hamburg.de/politik-und-verwaltung/behoerden/bvm/aktuelles/pressemeldungen/2024-08-26-bvm-beleuchtungsanlagen-959032
https://www.echo-online.de/lokales/kreis-gross-gerau/landkreis-gross-gerau/grosse-teile-des-suedkreises-versinken-in-dunkelheit-4021448

Radio ripple controlled, 
"technical defect"
(Not us!)
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Three conditions need to be met to 
cause grid instabilities

Now, radio ripple control telegrams have been reversed: is that sufficient to cause a blackout?

We are not experts, but we imagine that at least these 3 conditions have to be met:

A large enough 
amount of power 
has to be involved

• How much power 
is controlled via 
radio ripple 
receivers?

• How much power 
would need to be 
taken away to 
cause trouble?

The radio control 
signal has to be 
overcome/hijacked

Two options:
• Overpowering EFR signal with 

antennas in multiple areas. This 
seems not an easy task, but we 
will do a feasibility study on it

• Gain control of EFR’s 
transmitters, either by hacking 
their IT infrastructure, or by 
physically breaching into the 
tower sites

Optimal timing 
has to be 
chosen

Some elements can affect 
the damage produced by 
the attack:

• How utilized are the 
controlled plants?

• Is there any real-time 
information about the 
current grid status?

+ +



Controlled Power

Powerline Radio
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EVUs use radio ripple control to manage 
small and medium solar plants in Germany

Installed power

> 100kW Required by law (EEG). More advanced 
“Fernwirktechnik” needs to be installed.

< 30kW

30 – 100kW

Type of ripple control

Required by law (EEG). Almost 
exclusively implemented via ripple 
control.

Optional. Demanded by some EVUs.

Estimate based on manual research for 30 of 
the biggest power supply companies in Germany

+

Radio ripple control is widespread and legally required for a large portion of PV roof installations

But does it mean that FREs 
are not in use in this case?

Remote control

And how about very 
large solar parks? 

Estimate!
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Still today, FREs are used to control also 
massive renewable power generation plants

Each FRE 
controls 
20MW!

https://www.youtube.com/watch?v=OaaLkQ0gzZ4; Video from 2021, confirmed to still be in use today
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Ok, back to the original question, how easy 
is to generate a blackout?

https://en.wikipedia.org/wiki/Solarpark_Senftenberg/Schipkau

Enough for ~200.000 households, 
or ~8 times Berlin street lighting

By now, the 3rd largest solar park
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Several documents confirm the existence 
of >100kWp producers controlled by FREs
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Our estimate is that 40 GWp of supply and
20 GW of load are controlled with FREs

Bundesnetzagentur, Monitoring-Bericht 2024, S. 132

https://www.marktstammdatenregister.de/MaStR/Datendownload

Regional energy provider, data from 01.11.2024

Solar (<30kW):          4 GWp
Solar (30-100kW):   10 GWp
Solar (>100kW):        6 GWp (?) (extrapolating only the 5 wind production 

companies that were mentioned with numbers by 
EFR, unconfirmed if FREs are still in use)

The overall controlled load is hard to estimate exactly, but it is a significant portion.
For comparison, Germany has ~70 GW peak energy usage and 250 GW of installed production.

(This estimate does not consider energy types other than solar/wind and countries other than Germany)

We collected and correlated information from various sources to estimate FRE-controllable power

Power generation Energy loads

Estimate! Estimate! Estimate!

Wind: 20 GWp (?)
Night storage heating:   10 GW
Heat pumps:                       8 GW
Wallboxes:                           2 GW
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Much less than 60GW is needed to cause 
serious instabilities in the European grid

50

51

52

49

48

47.5

Too 
much 
power

Not 
enough 
power

[Hz]

Interventions at 49.8 Hz:
• Activation of energy reserves
• Disabling of hydro pumping
• Industrial load shedding

Stepwise load shedding, up to 50%

Power plants disconnect from grid

“49.5 Hz 
problem” solved 
in 2018 ☺
(27 GW drop)

Grid 
frequency

Interventions to reduce production

In practice, during an incident on May 17, 2021: 
49.84 Hz after a sudden loss of 3.32 GW of power
https://eepublicdownloads.entsoe.eu/clean-documentsnews/2022/220318_Final_report_Rogowiec_incident.pdf

In theory, in a fully loaded European grid at 300 GW:
1 Hz change requires 18 GW imbalance
https://netzfrequenz.info/regelleistung

Sudden regional imbalances can also cause cascade effects!
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Multiple deployment strategies can be leveraged 
to create a network of decentralized transmitters

Length Price (€)Antenna mount option

High 
floor

A tall building from 
which one can 
drop a cable

50-150m 100 Fixed 
location

Trailer 
with 
mast

Civil or military 
trailers with a 
telescopic mast

40m
10K (used)
200K (new)
60/day

Slow to 
move, 
availability

Drone
Heavy duty 
commercial or 
custom drones

Full size 
(550m) 3-30K

Short 
operational 
time

Balloon
Tethered weather 
balloons filled up 
with helium

Full size 
(550m) 1K

Helium 
refill, low 
wind

Limitations

Kite
Kite models 
designed for aerial 
photography (KAP)

Full size
(550m) 500 Requires 

wind

Our calculations (together with a 
longwave expert) suggest that with:
• 550m antenna
• 10kW radio amplifier (~500€)
• 10kWp power station (~100€/day)
• 300km distance to EFR tower
the legitimate signal can be sufficiently 
overpowered within 70-240 km

How to overpower EFR transmitters?

Legit

Rogue

Jammed Hijacked



IllustrativeIllustrative

* for a kite with 1000m line, you can check https://youtu.be/UG6QoVLoVfI?&t=510 46



Via internet recon, we identified:

• official customer portals and APIs

• information leaks on forgotten 
websites (now removed)

• outdated software, e.g. a 12-year-
old Typo3 CMS (now fixed)
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Alternatively, an attacker could attempt to 
abuse EFR’s own radio transmitters

Attack option 2: Physical accessAttack option 1: Remote access

An attacker could try to leverage the existing radio infrastructure by hacking EFR,
or getting physical access to the sending station (both not the focus of this talk)

The radio transmitter sites do not 
seem to be particularly well secured
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Illegal Instructions
Let's adopt the perspective of an attacker

https://media.ccc.de/v/32c3-7323-wie_man_einen_blackout_verursacht

Inspired by this 32c3 talk, we will now discuss how a real attack to 
the grid could look like, assuming FRE control is possible
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Step 1: Find good locations to place senders

https://www.smard.de/home/ueberblick; less visual, but more detailed and complete: https://www.marktstammdatenregister.de

Attacker transmitter

Type, size and location 
of many power plants

EFR transmitter locations

Rogue radio transmitters should be close to power plants and away from real ones

Potential attacker sending site

Illustrative
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Video Simulator
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Step 2: Choose the right time

https://www.smard.de/home

Not
good

Better

Wait for massive solar and wind production with non-renewables at a low

Non-renewable
Renewable

Illustrative
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Step 2b: Verify it’s the right time

https://www.netzampel.energy/home

Wait until many renewables are already turned off

Illustrative

When production is too 
high, some renewable 
sources are turned off 
to keep the grid stable
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Step 3: Perform the attack

• With many renewables 
off, switch all of them on

• Reduces supply from 
uncontrolled power plants
(“amplification attack”)

• Wait for return to 50 Hz

Possible optimizations:
• Time it with the change of hour
• Multiple on-off-rounds synced with 

grid’s resonance frequency
• Add an "FRE deactivation" message 

in the end and jam the frequency

?

1. Switch on all renewables 2. Switch renewables off and loads on

50 Hz

Illustrative

Grid frequency
13:00
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In our opinion, this attack scenario has 
potential to cause grid instabilities

A large enough 
amount of power 
has to be involved

The biggest unknown.

However, with our estimate 
of FRE-controlled supply 
and load, the European 
grid could experience a 
never-before-seen 
unexpected loss of power

The radio control 
signal has to be 
overcome/hijacked

The biggest obstacle.

Overpowering the signal with 
own transmitters requires a 
significant coordinated effort

For a state-sponsored attacker, 
hijacking of the actual 
transmitter might be the more 
plausible attack vector

Optimal timing 
has to be 
chosen

Comparably trivial.

Public information about 
production and loads is 
available in real-time

+ +

Note: If an attack does not cause a blackout or brownout, it could still 
have short-term effects on energy prices and/or result in a network split



"Ein Angriff in dieser Größenordnung 
könnte durchaus zum ersten 
europaweiten Stromausfall in der 
Geschichte führen"

Translation: "An attack of this magnitude could indeed 
lead to the first Europe-wide power outage in history"
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But we're not experts, so SPIEGEL asked one

Thanks to Prof. Dr. Albert Moser, 
university professor at "Institut 
für Elektrische Anlagen und 
Netze, Digitalisierung und 
Energiewirtschaft" at RWTH 
Aachen for taking the time to 
provide his assessment

© Martin Braun, https://www.iaew.rwth-aachen.de/cms/iaew/das-institut/team/uebertragungsnetze-und-energiewirtschaft/~eyhqb/albert-moser/



2024-09-12: Reported our findings to EFR via email
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EFR took our disclosure seriously

Note: EFR quickly mitigated some low-hanging internet 
perimeter issues that we stumbled upon and reported

Source: EFR "Jahresabschluss zum Geschäftsjahr" 2015

[1] https://silo.tips/download/sicherheit-in-der-rundsteuertechnik

Source: EFR lawyer‘s letter

2024-11-06: In-person meeting with EFR

• Some issues already known, reported by Prof. Dr. Christoph Ruland and Matthias Schneider from the University of 
Siegen in 2013 (mainly unencrypted/unauthenticated time stamp, our attack #1) [1]

• In 2015, an encrypted protocol 
replacement was developed, 
but "the market did not demand it"

• Use of FREs in large power plants 
was not intended and not known

2024-11-07: Filed report to BSI, which forwarded it also to BNetzA and BMWK

2024-12-05: EFR told us they will inform customers next week and warn of FRE usage in large power plants

2024-12-10: EFR sent us a letter via 
their lawyers, urging us not to proceed 
with this talk and demanding removal 
of their company name, also from the
Fahrplan talk description

2024-12-28: Public disclosure at 38C3

… and involved their lawyers
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Last Minute Update:  
EFR is now publicly denying the possibility to 
overpower their senders with a decentralized network

Source: EFR lawyer's letter

Source: https://www.spiegel.de/netzwelt/web/stromversorgung-koennten-hacker-
blackouts-ueber-funk-ausloesen-a-53c29240-425b-4603-852e-5a1c0a1e5400

2024-12-10: 

2024-12-28: 

While EFR has 
agreed with our 
assessment in their 
lawyer letter (“one 
would need many 
transmitters with 
>200m height"), 
they are now 
outright denying
this possibility 
towards media

Our offer still stands: Let us validate it in a real-world test! 
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The way forward: Implement remote 
management using a more secure alternative

StrompagerKRITIS-only
LTE 450MHz

LoraWAN
iMSys
(intelligentes
Messsystem)

This is the proposed successor technology
Currently, certified devices are produced by:
EFR, EMH, Sagemcom, Theben, Power Plus

Ethernet
Broadband 
over Power 
Lines (BPL)

TETRAPublic LTE-M 
or NB-IoT
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The rollout of iMSys started, but could speed up 
and it seems to prioritize the wrong targets

Wait… why are the fewer
most important targets 
(large plants/loads) 
onboarded at the latest?

Initially planned for 2017, iMSys gateways will “soon” really be required in Germany (probably)

We wish the regulator 
could change the plan, 
and push for those 
ones first, and fast!

https://ariadneprojekt.de/media/2024/10/Gesetzlicher-Smart-Meter-Rolloutplan.png
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Takeaways

In general, all legacy systems need scrutiny by 
security experts, so go and find the next one!

iMSys rollout should speed up to replace radio 
ripple control devices in large power plants

Compromising receivers at scale could result in 
grid instabilities and potentially blackouts

Cities with radio controllable street lights can 
be turned into cool art installations (if allowed)

Radio ripple receivers can be locally abused for 
fraud (tariff switching, no power limitations)

Our wish, if you're on the receiving side: Collaborate with 
good-faith researchers instead of threatening to sue them
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Illustrative

Parody



Thanks to:
• Jakob Lell
• Maximilian Kirchmeier
• Dr. Markus Vester
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Questions?
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