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Disclaimer
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Educational Purpose Only. The content of this presentation is intended
solely for informational and educational purposes and to warn of the risks
associated with the presented security vulnerabilities.

Responsible Disclosure. Any vulnerabilities discovered were reported to the
appropriate parties through responsible disclosure practices.

Audience Responsibility. We do not encourage, support, or endorse the
abuse of any vulnerabilities discussed. Attendees are responsible for
ensuring that their actions comply with all legal and ethical standards.
The presenters are not liable for any misuse of the information shared.



Let the research begin: once upon a time,
l we found an open street lamp in Berlin...

Having a peek inside

And there
is this box?
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We found a radio-controlled switch for the street light!
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Who delivers the control signal?

Through internet research we found that
Funkrundsteuerempfanger are managed
by energy supply companies through a
single company named EFR, controlling
devices in multiple EU countries.

How are they controlled?

Control messages (telegrams) are sent
via high power (100kW) and low
frequency transmitters, covering a good
part of central Europe.

Two rather obscure low bitrate protocols
are used:

« Versacom (DIN 43861-301/401)

« Semagyr-TOP (DIN 43861-302/402)

Funkrundsteuerung is a hation-wide system
able to control devices with longwave radio

EFR broadcasting stations, covering parts of Europe
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EFR longwave transmitters provide a one-way ’

’ channel between energy suppliers and devices

Energy
supplier (EVU)

Around 300
companies

Controlled device ,~®
(source or load) s=a=

EFR web app
or desktop client

efr @

Portal

Kundenportal

Bitte melden Sie sich an

Benutzername:

Passwort:

https://efr-portal.de

regulator :

Broadcast

Radio ripple control receiver

(Funkrundsteuerempfanger/FRE)

Power
grid

Upto6
output
signals

T

Can run
programs




Power plant steering /\\o
« Solar =
« Wind

* Biogas

 Geothermic
 Hydro generators

Tariff switching

« Day tariff
* Night tariff

Besides street lights, the EFR ecosystem
Is applied to a variety of use cases

Weather forecasts 2

* Weather stations

» Predictive heating and
concrete core
cooling

https://commons.wikimedia.org/wiki/File:SolarPowerPlantSerpa.jpg

https://commmons.wikimedia.org/wiki/File:Economy_7_Meter_and_Teleswitcher.JPG

https://www.sigidwiki.com/images/a/ab/EFR_Metering_Billing_CIS_America.pdf

Load management

* Night storage heating
« Heat pumps
«  Wall boxes

Custom devices

For example:
 Food cooling systems

EFR fiir Backer, Metzger
und fiir Gaststitten

Time source

O

»EFR-Zeit” ist jetzt auch gesetzliche Zeit
Drei Langwellensender der Européischen Funk-
Rundsteuerung GmbH liefern ihre Zeitsignale
jetzt mit aufwendiger PTB-Prufung

 Regular time and date
* Precise time

https://commons.wikimedia.org/wiki/File:Car2Go_Charging_Station_Stuttgart_2013_01.jpg

https://www.ptb.de/cms/en/gateways/ptb-for-the-public/news/single-nevshtml




An attacker controlling power sources and
loads could cause power grid instabilities y

Device adoption /‘[I Meaningful 47 Blackout &

growth power at stake B=>  risks
@-0M | Bayern EnBW EFR lists several GigaWatts of both Major blackouts happened in
ﬁMaimva C.. controlled power loads and power the US, and there are reports of
i zze €0NM|aaon | | sources. growing instabilities in the EU
) VORBYYIEG GEHEN Example figures from 2009: grid
e -O0M ‘ Hungarxa 6 I II"“‘"’!:“"‘”
WEMAG — Customer
SN ST
WENDELSTEINBARN == @-041 | Avacon
=3 g e-an‘ Hanse . (N-ERGIE WEMAG AG

COenergiequelle
e-om | Bayern
e lin.cle |

Devices

All Companies

envia
NSEG,
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Millionen

1
” - I I I I M Following the current worldwide political tensions and cyber
0 — () . . .
1994 2000 2004 2008 2012 2014 2016 (d attack strategies, how likely can this ecosystem be abused
to cause a power outage?

Source: efr.de

https://www.sigidwiki.com/images/a/ab/EFR_Metering_Billing_CIS_America.pdf
https://www.vox.com/climate/23893057/power-electricity-grid-heat-wave-record-blackout-outage-climate



But before things get too serious... let's combine y
this information with some creativity

Ml = [ UGl 114 By turning on and off lights programmatically, buildings become art exhibitions

i

77

Haus des Lehrers, Berlin 2001 Bibliotheque nationale de City Hall, Toronto 2008
France/Arcade, Paris 2002

|

We just got an idea!

What if Berlin becomes a giant screen? That would be... BlinkenCity!

https://media.ccc.de/v/camp2023-57001-project_blinkenlights
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[llustrative

Parody
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Back to our investigation, radio transmissions
can be observed with a real device or an SDR

4

Option A: Use a real receiver Option B: An online SDR receiver Option C: Your own SDR

2. Open

the device
enclosure

\ 4

3. Tap the
data lines,
while the
device is

operating

Find an SDR station near Germany:
-  http//www.websdr.org
« http://kiwisdr.com/public

EFR
telegram

Use the EFR-FSK demod extension

-y

T g |
W e

LF antenna

+

RTL-SDR.COM

GBICKSTART SETUP GUIDE: RTL-SBR COM/DSE
DYB-T+DAB-+FM+SOR
RTL28320 RB20T2 TCXO+BIAS T+HF
" ez

SDR with

LF coverage

4

Custom code

Signal demodulation[1]: FSK-LSB with 170 Hz shift, 200 baud, 8E1 serial coding

[1] https://www.sigidwiki.com/images/a/ab/EFR_Metering_Billing_CIS_America.pdf
https://www.bremerfunkfreunde.de/images/bilder/sdr/megaloopl.jpg
https://www.rtl-sdr.com/wp-content/uploads/2016/08/RTLSDR_Front.jpg
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http://www.websdr.org/
http://kiwisdr.com/public/

Telegrams share a common header & traller, /‘
but inner contents follow different standards

Repeated length EVU address (16bits) Message payload (n-bits)
Length — Control C+A+PD
Telegram
structure 68h L L 68h C A SNCEl 16h
(DIN 19244) =>um
Protocol?

Sequence # —

|7Telegrams with address zero are sent every 10 seconds with slightly changing content

68 68 00 00|00 08 00 92 2a 06 18 49 16 } Likely containstimeinfoé Our first target!
68 68 d3 dl1 e4 00 80 1f 16
Switching commands?
1*68 68 bo bo 3c 00 20 80 cO 23 16
Retrans- 68 68 20 02 Qe 00 a2 ee la 20 5d 84 00 od 00 19 20 9a 84 00 78 16} Unencrypted data
mission g 68 |d3| 20 11 4a 42 cd ea 4e bc e7 28 dc dc 3c 10 @d d3 05 65 4e 16 F Encrypted data
|—> 68 68 bo bo 3c 00 20 80 cO 23 16
Similar, but one is longer
68 68 bo bo 3e 00 10 80 cO 55 7a 16




The first decoded telegram carries date and
time information, and is read by all receivers

Decoding a time synchronization message

Special EVU value, indicating
a message for all receivers

2024-11-30 11:47:22 68 68 00 00|00 8‘@ 2f b de 0b 18 12 16 }20 -
sec
later ,

2024-11-30 11:47:42 68 68 00 00 00 |do|[l2f|ob de ob 18 82 16 - Eé?
2024-11-30 11:48:22 68 68 00 00 00 80 |30|0b de ©ob 18 73 16 .

Second (High 6 bits): 22 L Year: 24 (in the same century)

Minute: 48 Month: 11

Daylight saving (High bit): No Weekday (High 3 bits): Sat (6)

Hour (Low 7 bits): 11 Day (Low 5 bits): 30

KiwiSDR already has a decoder for this, look inside: https://github.com/jks-prv/Beagle_SDR_GPS



Attack 1: Time machine

Telegrams with spoofed date/time trigger
programmed functions y

Time is sent in plaintext, without
any integrity or replay protection...

v

What happens if a device receives a
telegram with a timestamp in the
past or in the future?

v

Device time is updated, and time-
based functions are triggered!

So, there is a way to control lights
(probably not power plants), but
only all at once

=

Reviving théjob 5f a “lamplighter”

https://comnmons.wikimedia.org/wiki/File:Lamplighter_%283770623470%29.jpg



[llustrative
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We acquired several used receivers from eBay We created a near-field EFR emulator
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We built our own EFR replica lab to test
various telegrams on different receivers

4

Waveform
211y generator

= 1
g

P = Prolan, G = Landis+QGyr, Z = Langmatz

B Vversacom [ Semagyr

Coil from |/
a wireless |
mobile

S|

=

Now we are ready to play with remote
commands, but we still need to find out
how to craft one ©

15



Long wave systems have been designed as a ’
cheaper alternative to ripple control over wire

4
y

Before we deep dive into the bits, let's understand how this technology came around

Year 1900 - Ripple Control The following standards describe the used protocols

* Allows to remotely switch tariffs in

electricity counters by adding tones DIN 43861 ,Rundsteuerempfanger” besteht aus: )
gpglzlcet’;)icoi;/;lri:\fz =0 Hz main wave —  Teil 1: fiir Einbau in Lichtmaste; HauptmaBe* .

« Multiple devices could be controlled - Telz ,,I:IauptmaBe“ - bought
by slowly sending a few bits — Teil 3: ,Ubertragungsprotokolle” 3:6?0'5'}'te

« Each country and vendor developed —  Teil 301: ,Ubertragungsprotokolle Typ A*
their own proprietary systems —  Teil 302: ,Ubertragungsprotokolle Typ B* )

Funkrundsteuerempfanger

« Two of these !orotocols have. been —  Teil 4: ,Ubertragungsprotokolle* h Can be
Ccaper altermative 16 pomerine - Teil 401: Ubertragungsprotokolle Typ A @) - pousit

« Later, some protocol extensions have —  Teil 402: ,Ubertragungsprotokolle Typ B* e . VDE

been defined to cover new use cases

16



M Telegrams seem to follow the standard, but
addressing schemes need to be investigated

Decoding a Versacom (DIN 43861-401) telegram

Adressmodushalbbyte
Code Funktion | | |
chert .
0000 |Kalenderzuordnung Lg%%?ﬁaﬁggbe gesicherter Datenblock LEEZQEEg:g:ggjggﬁ;g;ﬂpe)
0001 | Parametrierung der Schaltprogramme - Datenblock > —EEZQEEEE';teé'jfrgggirﬁ)mh)
- - 1 kait T4pit | 48 4Bt | 4Bit nx 8 Bit nx 8 Bit 8 Bit 1 Bit o
0010 | Weitere Funktionen 51 Just ig nore this I- Funk- Adngss- Fun};t:{ur;_s- Aq;s_akssﬁ lzjrngicthen Entﬂ{-
0011 |Schaltprogrammwah| T e | g Imodws | | Theoos | neooe | bods || | Addressing modes include
0100] Zeitsynchronisation |_| '_| | — per-device individual IDs
| || \ i
0101 | Schaltbefehl AUS 3c 00 20 80 O (aJlle'tS set to zero) a”?
coe coe a ressing a group o
0110 |Schaltbefehl EIN ressing a group
\ J \ J \ J devices
0111 |Herstellerspezifische Funktionen | |

1000 | Wischerbefehl EVU Command Target

1001 |Schaltzyklusart 1 address params group

1010 | Schaltzyklusart 2

1011 |Riicksetzen der Z3hlerregister

el G LA NG 6 Commands: remote (de)activation of the

1101 | Priifbefehl device, programming of switching Great, but how can we
1110 |Aktivierung des Empfangers cycles, program selection, manual address our device?
1111 |Schaltbefehl AUS und Schaltprogrammsperrung switch On/Off, vendor-specific features




Addressing schemes are hierarchical: not
all groups need to be specified at once

Command argument

Group addressing in use

1\
A+B 68 68 27 bo bo 3 00 20 [80|(co| 23 16

68 68 37 bo bo 3 eo 10 |8e|[ce|[55] 7a 16

Group A Group B Group C
| | Blyfe 1 [Tbene !i\) | Byte 1 (Ebene B) Byte 1 (Ebene C)
B B B B B B B B
" | s | A I " | A | A oo i 1 2 3 4 5 6 7 8 C1 | Cc2 | C3 | C4 | C5 | CB | C7T | C8
l— WisE foes ( \
Steuerbereich 6 . we [r[s[Ea e[ [a[w o] [s[s[2]]s] =
Sesarerech & A device prog rammed as = e
Steuerbereich 4 A:2/B:4/C:3/D:-I Wl“ a|SO e [ [e
Steuerbereich 3 be Selected by sEEE T
Steuerbereich 2 o — - — % [ E E
Steuerbereich 1 A 2/B 4/C 3 Only i’l B = Group D
- A=2/B=4only EE* : (no‘ﬁ]used
— ol 0 INn these
L] —_ e
A=2 only ol telegrams)

N



Publicly available PDFs disclose the relation
between address bits and power plants

Searching the internet we found documents that describe the device addressing and use cases

Classification of power plants by type and size Mapping of address bits to relay#, device type & location

Adressierungsebene A
Nomenklatur Unterscheidung der Energiearten:
Eindeutige Kennzeichnung der Parametrierung: X Y Z (z.B.2_lll_45134) A1 Windenergie A2 Deponiegas, Grubengas, Klargas, Biomasse
X Energieart (im Beispiel: Energieart 2 Deponiegas) A3 Wasserkraft A4 Solare Strahlungsenergie (PV)
Y Leistungsklasse (im Beispiel: Leistungsklasse 11l <5S00kW) Ad . b B
z Postleitzahl (im Beispiel: Postleitzahl 45134 Essen) ressierungsebene
Unterscheidung der Relais und Leistungsklassen:
Leist K /E ieart B1 Relais 1, Leistungsklasse | B2 Relais 2, Leistungsklasse |
CRTUNZSKIAsSCNErenzen/E1ergica B3 Relais 3, Leistungsklasse | B4 Relais 4, Leistungsklasse |
Alle Angaben in kW B9 Relais 1, Leistungsklasse Il B10 Relais 2, Leistungsklasse ||
Energieart B11 Relais 3, Leistungsklasse Il B12 Relais 4, Leistungsklasse |l
g > = = = = B17 Relais 1, Leistungsklasse Il B18 Relais 2, Leistungsklasse ll|
s Deponiegas Solare BRI B19 Relais 3, Leistungsklasse Ill B20 Relais 4, Leistungsklasse Il
_ Anlagen H
tungs- [ Windenergie Gml;zre;ag:s Wasserkraft St:g:;gs mig:g;i"g:'nb“ Geothermie Adresslerungssbene C + D -
Kasse Biomasse V) €5 B G Ol v [ o sl 4als 6] 7 g |Cermanpostcode
| > 10.000 22.000 >1.000 =500 = 1.000 >5.000 C ~
Il |=1.000und<10000] =s00und<2000 | >s00und<1.000 | =100und<soo | =100und<1.000 | =500und <5.000 1 | 45897 | 45881 | 45883 | 45884 | 45886 | 45888 | 45889 | 45891 | 45892 | 45894 | 45896 | 45897 | 45899
1] <1.000 < 500 < 500 <100 <100 <500 2 | 46236 | 46238 | 46240 | 46242 | 46244
3 | 45964 | 45966 | 45968

Association between relay# and power reduction

EVU values for different zones and energy providers

Anwenderadresse 100% keine Reduzierung (K1)

Netzgebiet Nord - BOB1 Region A und B Anwenderadresse ELE 60% Reduzierung auf maximal 60% der Leistung (K2)

Netzgebiet Siid - BFB1 Region A und B BFB9 30% Reduzierung auf maximal 30% der Leistung (K3)

Netzgebiet Siid - BFB2 Region C und D 0% Reduzierung auf 0% der Leistung — keine Einspeisung maéglich (K4)

19



Aside of understanding group addresses, we
could enumerate a large number of EVUs

EVU addresses in A more extensive list of EVUs
received telegrams leaked from EFR portal APIs

EVU and group addressing information can be

found in FRE installation manuals (online PDFs)

4 =T 1235 blal b3bc v 43047 : { :! EVU address |
Netzgebiet Nord — BOB1 alal bla2 b4a0 " heprt :
Adressierungsebenen C und D (Matrix) ZFSF]EIC ar
Unterscheidung der Einspeiseorte durch die Postleitzahl der EEG/KWK-Anlage. a]az b] bO b4b] n anzahlSF’" 1'5
Region A
: ala7 | blbl b4b2 "lastUpdateFromZR" : "Dec 13,

SN N N N N R R R R alab | b1b3 | b4b4 "funktelegramme" :{

1 |21 312| 230| 2351 | %1 | 230 200 B775| /70 04| 33’9 -

2 | 48477 | 464% 49074 49076 | 49078 | 49080 49082 49084 | 49086 49088| 49090 alad b1b5 | b4b5 g '.{'F 1

3 | 49124] 49134] 49143 49152] 49163] 49170] 40176 49170] 49186] 49191 491% 49001 | 49006 49214 48219 "inTotel """,

4| 49304 49526 4968 4936 49401 | 40406 40419 49434 | 40430 40448 49453 | 40457 49459 a3a2 blb6 b4cO "orioh 10

5 | 49477| 49479 4040 40497 40604 | 49600 40625 49636 | 40645 | 49649| 49666 | 49677 a3a3 | b1b8 | b4doO P "M

6 | 40584 49585 49593 | 49504 49506 | 495097 | 40500 49610 49626 49635 | 49637 49638 "status":-1

7 | 44500 a4504] 44536 4571|4721 | 45731 | 46739 45768 46770 | 46772 a%a9 | blc2 b5al " ’ "

8 | 4600 4eoma | 466 4635 | 46342 | 4638|4634 ] 4630 46M4 acO] b2al b5b5 anforderungsart":0,
9 | 48143 48145] 48147| 48149| 48151 | 48153| 48155 48157 | 48150 | 48161 | 48163] 48165 48167 "wdh" :false,

10 | 48249 48301 | 48308| 48317 | 48329 | 48341 | 48366 184 48507| 48585 | 4850 48507 ac02 b2a2 | .. "platzNr":9

48612] 48619 48624 48629] 48653 48683 48601 48708] 48712| 48720 48727 | 48734] 48739 "=

EE 50346 52068 50679 59657 | 59694 52699 040 | b2b2 | eaea "wochentag":0,
lesEmm| _lemion |eoieoionishien o o b0a3 | b2b8 | eclo tq1D" 10,

15_| 49608| 49800 | 49811 40804 40808 | 49832 | 49635 40608 | 49843 | 49644 4946|4947 [ 49849 bOb0 | b3b4 | ecel "sendDate": 0,

16 27230| 27245 | 27246 | 27248 | 27249 | 27251 | 27252 | 2724 | 27257 | 2729 bob.l b3b8 eces "pEFiDdTgID" :E],

bla0 | b3b9 | edel 'sendTime" :0
This leak has been fixed

This sounds quite useful, let's see if we can identify the right one for us!



Attack 2: Device EVU recovery
Group A addressing can be abused to
brute-force the actual EVU of a device

Based on the fact that group levels are hierarchical, a telegram using
group-A only can select all devices belonging to the specified EVU

Build a command targeting all levels in group A

Switch-on Group-A
Choose a command only Send telegrams
command that iterating over EVU IDs,

should produce a 68 63 68 fc 23 16 until device reacts
measurable action 7 1

Try collected EVUs, Target all six
or all possible 65.535 values group A levels

21



This attack can be used to disconnect real
photovoltaic systems from the grid




Walit... jJust with a Flipper Zero?

Flipper Zero is a flexible tool that can be programmed
to speak various radio protocols, including 125 kHz RFID

Allows selection and
configuration of payloads

1 ‘ | 4
o Dual Band RFID antenna
Infrared port
could also be h
useful (more RFID reading mode
on that later) can be misused to
send FSK modulated

signals, also at 139 kHz
with a reach up to ~Im

https://docs flipper.net/rfid




[llustrative

Parody

StreetLight-B-Gone
| a

https://www.youtube.com/watch?v=Fn87FWqVMCY 24



©Moving to the second telegram standard,
we could not easily map it to any message

Following the Semagyr standard, we tried to identify the correct radio messages

Documents indicate that
payload is split across telegrams

Fragments include a sequence,
header, CRC and padding:

Start

k Bit 4 Bit

Start- | Typ-B- LN=1
impuls| Adresse

Middle

k Bit 4 Bit

Start- | Typ-B- LN=2
impuls| Adresse

Impulsfolge 2

End

k Bit

Start- | Typ-B-
impuls| Adresse

leer

Impulsfolge m

d3 48 bf 84 22 b9 5e 73 8c 39 6a 81 f3 1d 5e 45

Low entropy High entropy D Seems encrypted

~—— N _
Seems :
unencrypted, Only sent This COL:I|d be
but structure every 6 hours Meteotime Il
does not (4,10, 16, 22h) (out of scope)
match

So we assume Semagyr payloads must be somewhere else, but where?

68 32 41 5a e3 d2 00 d5 00 00 00 0O PO 0O 00 00 ...
05 00 1d 9a ©a 20 7d dc 00 24 00 ©b 20 32 dd 09| ...
30 00 Oc 20 2c de 00 1a 00 Od 20 b8 de 00 1la 09| ...
11 20 43 df 00 74 00 00 0O 00 00O 0O PO 00 00 09|...

[ff e7 81 75 30 59 8b 40 9e c@ el 7a 06 46 59 72] ...




To understand how telegrams are handled,
l we started looking at low level details

Among all the devices we acquired, we found only two designs, using pretty obsolete CPUs

Langmatz

.7 SIR TR AL

eheoDD b e

NXP/Motorola 68HCO8
SPI flash 95128
Optional 12C RTC
ULN2003 relay drivers
Infrared serial port

This CPU implements
certain security
features to block code
readout, but the
external flash is easy
to dump. Desolder it
and use an Arduino or

Raspberry Pl to read it.

and s
Landis+Gyr
devices
Prolan

devices

Microchip PICI8F46xx
ULN2003 relay drivers
Infrared serial port

Code protection of
this chip family is
known to be broken,
potentially allowing
full firmware dumps.
The difficulty depends
on the actual security
fuse configurations.

e
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Tracing communication on specific PCB lines
enhanced further our device understanding 4

By monitoring a selection of CPU and flash pins, we could derive some key information

N SONE 5& e 3 B The standard HW reversing procedure

1. Measure voltages at multiple points
2. Check signals with an oscilloscope
3. Connect all lines to a logic analyzer
4. Let the device run, interact with it
5. Attempt to decode captured bits to
known protocols (SPI, 12C, serial)

M W oum o W oo
00 & & @
(_ FFFFFFE9CB63 |
I mm o mm oo
- OO0 0 O O O
(_ O030014FFFFFF
il X -
T OF O (__Data (3 bytes) This is our
= e { Read data (addr 0x0014, 3 bytes): e9 cb 63 device ID!

27
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Flash memory dump D Manual code analysis D

INn addition to passive device observation, getting /A
access to the firmware can be a useful resource

By bypassing CRP[1], the
whole chip can be read

Chip and peripheral emulation

Understanding the code
can be more challenging

Another way would be to emulate the
device to debug it, but it is also not trivial

from the boot block than expected .
a i LR neb Simulationmode ~ Simulation Time
Original 1st Step 2nd Step step over finish run stop reset 100000 cycles/gui update
00008h
Boot Block Boot Block Dumper
QO1FFh Quit gpsim
Block 0 Block 0 Block 0 00208h EE—
oc oc o¢ p— = [ roies ] o
= = 5 B
= - o = : ;"” 0 '
jun} aoehab 4
Block 1 Block 1 Block 1 1%":5 = =) - — Add node ' Add module ’7
- = Trace al rtraces
[=] = 1
=T s EI%F 1Aorun‘«.o 1
03FFFh gg e
04000h = =
Block 2 Block 2 Block 2 ] =
== il
O5FFFh = I=Tiee) =S
06000h !
Block 3 Block 3 Block 3 I =
Q7FFFh F
08000h =22 L = EGOO
O Protected Firmware LI | R i 801102 03 04 05 06 0708 09 0n ob o 0d e o
i 1 & = |l 80[00108 00|00{00|00|00|00|/00|00(00|00|00|00(00| 00
D Boot Block Erase IT T 10[00[00| 00| 00|00 00| 00] 00| 00| 00 00| 00| 00 00| 06 00
O Flashed Dumper firmware 1= 1T ‘ z: 2 __________

This path requires time and resources, is there a better alternative?
1] https://www.meriac.com/dI/HID-iCLASS-security.pdf 28



What about that infrared port?
l All devices have it, so It must be important

All receivers are equipped with an infrared port to “parametrize” the device before use

Connecting to the infrared port

—-—

Choosing the protocol Trying random things

FRE documentation

suggests IEC 62056-21

* but no reply using
open source tools

Internet search reveals

some tool names:

TooLIC and RPTO1

* but not available for
download at vendor
website

Sending various strings

based on the |IEC spec

« atall possible serial
speed and parity
configurations

Got some single bytes

back at 9600bps

« seemingly indicating
an error condition

Without the right tools, it's hard to communicate to our devices over IR ®

e

y
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We can now read some parts of the device

configuration, that includes unique IDs

Empféanger-Test

commands with nice comments that explain their scope

© Searching the internet, we eventually
found the RPTO1 parametrization software

e

RPTO1 configuration files include lists of addresses and

Looks like a device ID

Daten
A n Ot h er Identifik atian ’m
device

ID ROM-Mr. B

Gerateadresse 2951281
fnzahl 5FUs [ 42

Empfanger-Jhr

\/ Rundsteuer- Wochentage

15/09 16403 17/09 18/09 13/03 20403 21/03 22/03

(HHMM] | 22.28

(TTMML) [ 50324

Matiirlicher Wochentag [

Time is
synced

O
|
I
I
I
I
O
O

T eilprogramm-k.ombination

15409 16403 17/09 18/09 13/09 20403 21/03 22/03

Switching
schedule

T0

T

T2

T3

LI
LI
LI
LI
LI
LI
LI
LI

X

Schliezzan

Codierte Befehle -_StraBenbeleuchtung LANG

Name DK | EIN | AUS | Adresse Kommentar

H2RM 3 17 18 01-02] ~#-seet Munchen Halbnacht 2
H2RR 9 17 18 01-03 [ 4=ttt Ostbayern Halbnacht 2
H2RW 3 17 18 0106 —+-44-s Wurzburg Halbnacht 2
H3RB 10 19 20 01-05] -4ttt Bayreuth Halbnacht 3
H3RM 1 19 20 01-02 | 4=t Munchen Halbnacht 3
H3RR 20 01-03] -4ttt Ostbayern Halbnacht 3
H3Rw| But what 20 0106 ~+-++—+ _ Wiirzburg Halbnacht 3
H4RE | are these 22 0105 <4ttt S
H4RM | nuMbers? 22 0102 | bemrtt And these symbols™
H4RR T2l 22 01-03 | -4ttt Ostbayern Halbnacht 4 Du...
H4RW 1 21 22 01-06 | ~-4--tteeeete Wiurzburg Halbnacht 4 Du...
SBRBIL) 7 13 14 01-05 | -+-+-+--+ Bayreuth Ganznacht
SBRMI(L) 7 13 14 01-02 | -4t Munchen Ganznacht
SBRRN(L) 7 13 14 01-04 | <-4eetoeees Schwandorf Ganznacht
SBRRSIL) 7 13 14 01-03 | ~=4eeet et Eggenfelden Ganznacht
SBRWI(L) 7 13 14 01-06 | =4ttt Wurzburg Ganznacht

TSTR 7 13 14 01-01 | --deeeetpeeete T arif Strafenbeleuchtuna

We still don’t know how to use those device IDs and addresses...
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RPTO1's built-in help
pages are actually helpful

| Some clear

those bit
numbers and
+/- symbols

“{ meaning for |-

© We improved our knowledge by digging
INto help

pages and old documents

RPTO1 allows encoding and
also decoding of payloads

Telegramm riickiibersetzen =

T elegrarmm Riickiiberzetzen
E 88007 007 204 Ligechen

Direktbefehl (14) o

Sehiiessen |
/ N

"Telegramme ruckUbersetzen"
feature yields commands and
their parameters

Gesetzte Impulse: |1 5 20 32 35 42

Semagyr was proudly
presented in 1993

Semagyr-TOP -
eine Erweiterung von
Rundsteuersystemen

Von Hugo Hess, Zug/Schweiz *)

v
G

1

2

3

) 4

5

6 3
7 a
8 »
9 a
10 13
n a
12 a
13 2
" -
5 a
16 -
v -
] a
el a
20 a

https://www.tib.eu/en/search/id/tema:
TEMAE93071412292/Semagyr-TOP-
eine-Erweiterung-von-Rundsteuersystemen

other details

e

Patents reveal

@ m erfahren und Rund: fa

&) Eine Menge von Handlungen, die von Rundsteu-
erempfdngern auszufiihren sind, sind in einer Rund-
steuer-Sendezentrale in einer Liste von zeitlich fest-
gelegten Befehlen formuliert und abgespeichert. In
den Rundsteueremptingern wird je ein Abbild desje-
nigen Teils der Liste abgespeichert, der demjenigen
Teil der Handlungen entspricht, der vom betreffen-
den Rundsteuerempfinger durchzufiihren ist. Die Li-
ste ist vorzugsweise eine Sendezentrale-Zeitpro-
gramm-Liste (SZPL), deren Zeilen (Z1 bis Z23) je
eine Informations-Einheit enthalten. Das Abbild ist
dann eine Emptinger-Zeitprogramm-Liste (EZPL1

_____ 22eRK

EZPL 2

wrrrrrrrrr. Bl

1)

https://patents.google.com/
patent/EPO588006A1

27\
Concepts and
terminology

Combining all docs and features, we finally fully understood the Semagyr world ©
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©Finally, received telegrams could be
decoded and new ones can be crafted

Decoding a Semagyr-TOP (DIN 43861-402) telegram

Functions can (de)activate and
manually trigger stored programs

Multiple function components

A

Command +
arguments

. @4 00 80 ..
. @p 98 c5 70

Device address
(24bits, O-pad)

EVU

Funktion Beschreibung add ress

0000 Herstellerspezifische Funktionserweiterung ||

0001 fur Funktionserweiterung reserviert ’ \

0010 Rundsteuer-Wochentag synchronisieren

0011 Teilprogramme synchronisieren

0100 Eintrag ... vornehmen; mit Datumsbereich

0101 Eintrag ... vornehmen; ohne Datumsangabe

0110 Eintrag ... entfernen

0111 Ausfiihrung Eintrag ... sperren

1000 Ausfihrung Eintrag ... freigeben F| rst comman d

1001 fir Funktionserweiterung reserviert

1010 Timerwerte parametrieren k

1011 Flags parametrieren

1100 Ausflhrung Indexbereich A sperren und B freigeben

In reality, single device addressing

1101

Eintrag 2 Zeitzeilen mit identischem Datum vornehmen

Second command

1110

Direktbefehl

| EVU specific
~
Program address (O, 8, 12
bits)

Program arguments
(n-bits)

| |l \
60 a0 10 ..
g

In a Direktbefehl, a DoppelKommando
(DK) and its state are encoded by the
2*n-1 (ON) and 2*n (OFF) bit position.

Bit 16 set equals to DK 8 with state = OFF

1111

fir Funktionserweiterung reserviert

Great, we understand addresses and program arguments, but what do programs do?
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Programs can be found by guessing addresses;
their behavior revealed through real-world tests

We need a way to map and classify the wide variety of programs being used to identify the useful ones

RPTO1 contains various program definitions Telegram fuzzing can reveal programs
Complex example Simple example

ed 80 02 00 12 01 Programm Nr. 6 (TYP 748 Prooramm Ne. 2 (TYP X0

eO 80 B2 00 12 04 ——fm——ft—— —Fi¥IIIIl 1333335383 ——d—db————— —4:drriii:i oziziiiiiai:

FOK T (WHEMv) DK 7 Relais K1 (WTALG)
ed 80 02 00 12 06 Einlf End. \
set MNV-Flag 2

Ifnot Flag 0 The * indicates

Captured telegrams

provide a nice view
of the parameters

Aus Relais K2 This program
c0 80 08 00 10 6e  pereme | L GRCES | | Thisprogra
€@ 80 08 00 22 01 Endf be used in the Py
€0 80 08 00 22 04 “eawnvragz | IF statement L
Aus Relais K5 relay bafsed
If NV-Flag 1 on the input
el 20 20 00 47 06 'f”?ft:é?mﬂagn
el 20 40 00 12 eb If not NV-Flag 0 ~_
Ein Relais K2
Endif \
el 40 20 00 23 01 cnalf : ) Can we find Through fuzzing and an electrical
Endif Aside of input , :
el 40 20 00 23 04 Endlf bits. internal more of feedback loop, we could identify
Endlf , 2 i —CWi i [
|_ barameters  En ctate ic Lsad these” simple relay-switching programs!

Program address



Relays can
be steered
individually
over radio

7)) FER-Telegrammgenerator (fur Avacon Netz - FRSE) El_lg

Hilfe
wireless\\\
netcontrol

Parametrier Code
coms - C.

‘ Schaltbefehl konfigurieren (Mehrfachauswahl moglich) —

Datei

Relais Relais Relais Relais Relais Relais
K1 K2 K3 K4 K5 K6

Ll ( (s

Test program
DK 25 can
switch relays,
Nno matter
what address!

https://www.wireless-netcontrol.com/files/wireless-netcontrol/Produkte/Bestellunterlagen%20FRE/Datenblatt%20Telegrammgenerator%20-%20Avacon%20FRE.pdf

DK | EIN | AUS | Adresse Kommentar

\
\nhddu (14)

0310 0 19 20 ADT | -4-teeten Strassenbeleuchtung &

0510 10 19 20 ADS | -+-t-tee Strassenbeleuchtung B

Attack 3: Relay program discovery
Most devices store simple programs
that can directly switch relays

By sending
these requests
we can change
relay states at
will

Finally, we have
a way to switch
both Versacom
and Semagyr
devices!




So what about the BlinkenCity idea?

. Radlo controlllng |nd|V|duaI street Iamps IS possible
E « To display content, one needs to know the correct
individual ID for each lamp:
Extract single addressing IDs from recordings
Read out individual ID via infrared
After finding one, enumerate consecutive I1Ds
Map ID to Iocat|on poten’ually from a drone
e BT 2 v 1) Y s TR SENLTEER NG
Low “fps” (~2 plxels/reglons per second and sender)
Limitations 55 » Requires sufficient sending power to cover the city
w . Requires prior mapping from street lamp to location
B SERU D AR B S A0 Lo SRR A T S N e
Could be done (within Ilmltatlons and with permissions!),
probably best as a timelapse

Feasibility

https://scitechdaily.com/images/Astrophoto-Berlin-Night.jpg



“AskTheState” how many displays there are

While a few cities consider it sensitive information, others respond with more detail than asked for

"~ FragDenStaat

Anfragen~ Recherchen Klagen Kampagnen Uber uns Newsletter W Spenden + Anmelden

Anfragen Informationsfreiheitsanfragen

Behdrden

"Steuerung von StraBenbeleuchtung” Suchen Anfrage erfolgreich ~ x

Dokumente

Recherchen

B =  Stadtwerke Bielefeld / mobiel ¥ am 01.04.2020
Handbuch der Informationsfreiheit JInTy
Hilfe zu FragDenStaat und Informationsfreiheit Details v
Zustindigkeitsbereiche
Nordrhein-Westfalen (4) . . . ..
Niedersachsen (3) & Zeige unwichtige Anhange
Thiringen (2)
Schleswig-Holstein (2)
Bayern (2)
Rheinland-Pfalz (1) Sehr

Bremen (1)
Sachsen (1)

vielen Dank fur Ihre Anfrage. Die Bielefelder Strakenbeleuchtung wird tber eine Funk-
Rundsteueranlage ein- und wieder ausgeschaliet. Den Ein- bzw. Ausschaltimpuls erhalt die An-
lage von zwei Dammerungssensoren. Der eine Sensor ist in der Stadtmitte und der andere im
Bielefelder Siiden installiert. Dies ist den unterschiedlichen Lichtverhaltnissen in den Stadtgebie-
ten geschuldet, die durch den Kamm des Teutoburger Waldes getrennt sind. Je nachdem wel-
cher Sensor zuerst den Schaltimpuls ausgibt, wird die Anlage Uber den einen oder den anderen
Sensor geschaltet. So wird sichergestellt, dass die Stralen im gesamten Stadtgebiet zum glei-
chen Zeitpunkt ausgeleuchtet werden. Um auf die Trends der Smart City reagieren zu kénnen,
soll die Funk-Rundsteueranlage perspektivisch durch ein modernes System abgel&st werden.
Weitere Technologien sind aktuell nicht produktiv im Einsatz.

https://fragdenstaat.de/anfrage/steuerung-von-straenbeleuchtung-bei-den-stadtwerken-bielefeld/#nachricht-475436

Thanks to FragDenStaat, and Thomas Blinn for performing the requests!

https://commmons.wikimedia.org/wiki/File:Flashlight.jpg



Hamburg has just finished migrating to the
“future-proof” radio ripple control system

Zukunftsfahiges System

—— Hamburg stellt Technik far TT——
now! Hiccup in Hesse

Beleuchtungsanlagen um

Im StidKkreis
wird es dunkel

In Hamburg erfolgt die Ansteuerung der 6ffentlichen Beleuchtungsanlagen seit vielen Jahren mithilfe
der sogenannten Tonfrequenzrundsteuerung (TFR), kabelgebunden (iber das stadtische Stromnetz. Die

TFR-Technik wird seit Jahrzenten von Stromnetz Hamburg (SNH) bzw. den Vorgangerunternehmen in

/n mehreren Kommunen sind am Dienstagabend
groBfischig die StraBenlaternen ausgefallen

- Die Spekulationen iiber die

Ursachen reichten von Ein-
sparmafnahmen bis zur
leichteren Suche nach einem

- Hamburg als Steuersignal fiir verschiedenste Anwendungen zur Verfiigung gestellt. Zum Beispiel beim

FTTI LR

Ein- und Ausschalten von Nachtspeicherdfen, Beleuchtungsanlagen bei privaten Kleingartenvereinen
oder auch den 6ffentlichen Beleuchtungsanlagen. Die Technik ist in die Jahre gekommen und entspricht

B ‘. . . . nicht mehr den aktuellen Bedurfnissen. Beim bevorstehenden Netzumbau des stadtischen Stromnetzes Br&ndstifter in Ri d d
. = e wird die Technik daher nicht weiter verbaut werden. Die dazu genutzte Signaltibermittlung wird von der . € x Sta t Oder
;é 3 i’ ﬁji' | 'Fﬂ: r: * ' SNH zum 31. Dezember 2024 endgliltig abgeschaltet. Damit Hamburg zum Jahreswechsel nicht im elnem HaCkerangrlff. Wie die
‘ b ' 1 ‘ H e | 980 E 3] - Dunkeln steht, muss eine technische Alternative installiert werden. Hamburg Verkehrsanlagen installiert Pressew Aoe mirettaar_

daher seit Dezember 2021 eine neue Ansteuerungstechnik auf Basis der Europaischen ______/

Funkrundsteuerung namens EFR.

Radio ripple controlled,
"technical defect"
(Not us!)

Fir die erfolgreiche Umsetzung mussten im Hamburger Stadtgebiet insgesamt 49.000 einzelne

T
/ »

Empfanger ersetzt werden, die kiinftig tiber den Langwellenradioweg zentral von den Maststandorten

£ -J.":_’ --
RN

bei Mainflingen bei Frankfurt am Main und Burg bei Magdeburg angesteuert werden und die rund
126.000 Beleuchtungsanlagen ein- oder ausschalten. Diese Ansteuerung geschieht in Hamburg

https://t3n.de/magazin/chaos-computer-club-246437/

Our talk is too late for Hamburg, but maybe not for others?

https://www.hamburg.de/politik-und-verwaltung/behoerden/bvm/aktuelles/pressemeldungen/2024-08-26-bvm-beleuchtungsanlagen-959032 37
https://www.echo-online.de/lokales/kreis-gross-gerau/landkreis-gross-gerau/grosse-teile-des-suedkreises-versinken-in-dunkelheit-4021448



Three conditions need to be met to
cause grid instabillities

Now, radio ripple control telegrams have been reversed: is that sufficient to cause a blackout?

We are not experts, but we imagine that at least these 3 conditions have to be met:

A large enough The radio control Optimal timing
amount of power signal has to be 4 has to be
has to be involved overcome/hijacked chosen
« How much power Two options: Some elements can affect
Is controlled via « Overpowering EFR signal with the damage produced by
radio ripple antennas in multiple areas. This the attack:
receivers? seems not an easy task, but we
will do a feasibility study on it « How utilized are the
« How much power controlled plants?
would need to be « Gain control of EFR’s
taken away to transmitters, either by hacking * Isthere any real-time
cause trouble? their IT infrastructure, or by information about the
physically breaching into the current grid status?

tower sites

4
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EVUs use radio ripple control to manage ’
small and medium solar plants in Germany

4
y

Radio ripple control is widespread and legally required for a large portion of PV roof installations

Installed power Remote control Type of ripple control

Controlled Power

< 30kW Optional. Demanded by some EVUs.

Estimate!
Required by law (EEG). Almost ‘
30 - 100kW exclusively implemented via ripple +
control.

Required by law (EEG). More advanced , ,
>100kwW “Fernwirktechnik” needs to be installed. = Radio = Powerline

But does it mean that FREs And how about very
are not in use in this case? large solar parks?
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Still today, FREs are used to control also
massive renewable power generation plants

9 ' = -
' ~ ' .' s
‘ -.ﬂl'l -
3
Each FRE } { A 3
controls ' —— ' \ ‘
20MW!

a1t e B

— v i

https://www.youtube.com/watch?v=0aalLkQ0gzZ4; Video from 2021, confirmed to still be in use today




Solarpark Senftenberg/Schipkau

¥Xp 2 languages Vv

Article Talk

Enough for ~200.000 households,

Read Edit View history Tools v

From Wikipedia, the free encyclopedia or ~8 times Berlin street lighting Coordinates: (g 51°32'42'N 13°58'48'E

==

Solarpark Senftenberg/Schipkau is a 166 megawatt (MW)
photovoltaic power station located in Germany near the border of
Senftenberg and Schipkau (near the village of Meuro). The plant was
built on the now closed Meuro lignite minelll and is the country's
largest solar park.% By now, the 39 largest solar park pational solar
project of the year in 2012.[4]

The park consist of Solarpark Schipkau (72 MWp), Solarpark

Senftenberg | (12 MWp) and Solarpark Senftenberg Il & Il (78 MWp).
[5]

The PV system uses about 636,000 solar panels provided by
Canadian Solar and 20k-string inverters from REFUsol. It is also the
first solar park to use a 690VAC gridvoltage for some of REFUsol's
333k HV central inverters.

https://en.wikipedia.org/wiki/Solarpark_Senftenberg/Schipkau

Solarpark Senftenberg/Schipkau

Germany }3\



Technische Mindestanforderungen

Umsetzung des Einspeisemanagements
nach § 9 EEG fiir Erzeugungsanlagen

Netze BW

e
/.

Seite:  4/8

Strom Stand:  09/2014

Wird bei PV-Anlagen das Signal zur Reduzierung der Einspeiseleistung (iber einen FRE ibermit-
telt, kommen im Netzgebiet der Netze BW GmbH leistungsabhangig derzeit zwei unterschiedlich
parametrierte FRE zum Einsatz. Bei der Bestellung ist sicherzustellen, dass der jeweils passende
FRE bestellt und verwendet wird.

e Firalle PV-Anlagen, bis einschliefilich 100 kW, wird ein Empfanger mit einer fir das
jeweilige Netzgebiet spezifischen Parametrierung eingesetzt.

* Alle PV-Anlagen, die gemaBi § 9 Abs. 3 EEG als Anlagen mit mehr als 100 kW gelten,
werden Uber einen FRE mit einer eigenen Parametrierung angesteuert.

1 Anschlussschema und Parametrierung eines ZZM 49.1000

= Funkrundsteuerempféngers Teil - Seite 4/7

WESTN ET fir EEG/KWK-Anlagen zur Reduzierung der Einspeiseleistung Fachbereich: DRZ-O-PD

Alle Angaben in kW

Energieart
1 2 3 4 5 6
. Deponiegas Solare BHKW-/IKW-
Leis- Grubengas Strahlungs- Anieash
tungs- | Windenergie - Wasserkraft . L B 2 Geothermie
KIargas energie Energietragern
klasse ; (z.B. Erdgas, OI),
Biomasse (PV) KWK-gefordert
| >10.000 >2.000 > 1.000 =500 > 1.000 > 5.000
] > 1.000 und < 10.000 | =500 und <2.000 | =500 und < 1.000 > 100 und < 500 >100und < 1.000 [ =300 und < 35.000
1} < 1.000 <500 <500 <100 <100 <500

Several documents confirm the existence y
of >100kWp producers controlled by FREs

y,
g

ewr * netze

sicher - intelligent - innovativ

Allgemeines

Im Netzgebiet der EWR Netz GmbH wird fiir das Einspeisemanagement die Funkrundsteuertechnik
der Fa. EFR GmbH eingesetzt. Zur Umsetzung werden Funkrundsteuerempféanger (FRE) verwendet.
Hierbei handelt es sich um technische Einrichtungen zur ferngesteuerten Reduzierung

der Einspeiseleistung einer Erzeugungsanlage.

Bei einer Modulleistung von héchstens 100 kWp:
¢  Mehrstufige Leistungsreduzierung (100 % - 60 % - 30 % - 0 %)

Alternative zum FRE (zuldssig bei einer Modulleistung von héchstens 25 kWp)
¢ Dauerhafte Reduzierung, d. h. Begrenzung der Wirkleistungseinspeisung auf 70 % der installierten Leistung

Bei einer Modul- bzw. Generatorleistung von mehr als 100 kW(p):
¢ Mehrstufige Leistungsreduzierung (100 % - 60 % - 30 % - 0 %)

Die Syna GmbH realisiert das Netzsicherheitsmanagement mit Hilfe der sogenannten Funkrundsteuertechnik. Hierzu ist bei EEG- und
KWK-Anlagen mit einer installierten elektrischen Leistung > 25 kW und < 950 kW ein Funkrundsteuerempfanger zu installieren

Die Avacon Netz GmbH setzt fiir die Stadtwerke Burg die neue
Parametrierung ebenfalls unter Verwendung der alten Identifika-
tionsnummer FAE6.3143 als Typ 6_UWO031_SF43 ein.

fir Avacon Netz GmbH nach alter Parametrierung:

Einspeisemanagement Typ IV flir PV = 100 kWp ... nur Relais 4 aktiv fir 100%
Einspeisemanagement Typ Il Wind (alt PV < 100kWp) ... alle Relais deaktiviert
Einspeisemanagement Typ Il fur PV > 100 kWp ... nur Relais 4 aktiv fur 100%

42



Our estimate is that 40 GWp of supply and
20 GW of load are controlled with FREs

We collected and correlated information from various sources to estimate FRE-controllable power

* | Bundesnetzagentur u
MaStR . ="

Marktstammdatenregister

@

Datendownload

Datendownload

[B) Gesamtdatenauszug vom Vortag

© Download Daten [ZIP / 2.220.324 KB] © Beschreibung des Exports [ZIP / 2.100 KB]

From

To 'fabian@positive.security' <fabian@positive.security> @

Subject Steuerung von EE-Anlagen iiber FRE bei —

3. Wie setzt sich dieser zusammen? Also wie viele Gigawatt werden pro

Energieart und KraftwerkgroRe (<10kW, <100kW, <1MW, <10MW, >10MW) iiber

die Funkrundsteuertechnik angesprochen?

< 10 kW: ca. 500 Anlagen; Leistung ca. 1,4 MW
>10 kW — 30 kW: ca. 2.200 Anlagen; ca. 25,4 MW
>30 kW — 100 kW: 5.409 Anlagen; 294 MW

n-

1
Wirmepumpen E-Mobile

1
Nachtspeicherheizungen

sonstige  Wkeine Steuerung  © Fernwirktechnik  ® Zeltschaltung  ® Rundsteuertechnik

Abbildung 41: Steuerungstechniken der steuerbaren Verbrauchseinrichtungen

J \

|

Power generation

Estimate!

Solar (<30kW): 4 GWp
Solar (30-100kW): 10 GWp
Solar (>100kW): 6 GWp (?)

companies that were mentioned with numbers by

Estimate!

Wind: 20 GWp (?)

(extrapolating only the 5 wind production

EFR, unconfirmed if FREs are still in use)

|
Energy loads

Estimate!

Night storage heating: 10 GW
Heat pumps: 8 GW
Wallboxes: 2GW

The overall controlled load is hard to estimate exactly, but it is a significant portion.
For comparison, Germany has ~70 GW peak energy usage and 250 GW of installed production.

(This estimate does not consider energy types other than solar/wind and countries other than Germany)
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Much less than 60GW Is needed to cause
l serious Instabilities In the European grid

[HZ]
52
51 . .
= Interventions to reduce production
Grid co~ Interventions at 49.8 Hz.
frequency 7 ¢ Activation of energy reserves “495 Hz
- + Disabling of hydro pumping problem” solved
49 3 ° Industrial load shedding in 2018 ©
Stepwise load shedding, up to 50% (27 GW drop)
48

475 <« Power plants disconnect from grid

In practice, during an incident on May 17, 2021:
49.84 Hz after a sudden loss of 3.32 GW of power

In theory, in a fully loaded European grid at 300 GW:
1 Hz change requires 18 GW imbalance

https://eepublicdownloads.entsoe.eu/clean-documentsnews/2022/220318_Final_report_Rogowiec_incident.pdf

https://netzfrequenz.info/regelleistung

| |
Sudden regional imbalances can also cause cascade effects!




How to overpower EFR transmitters?

Our calculations (together with a
longwave expert) suggest that with:

Antenna mount option

A tall building from

High which one can

floor

« 550m antenna
* 10kW radio amplifier (~500€)

+  10kWp power station (~100€/day)

*+ 300km distance to EFR tower

the legitimate signal can be sufficiently
overpowered within 70-240 km

B Hijacked

Jammed

drop a cable

Kite models
designed for aerial
photography (KAP)

Tethered weather
balloons filled up
with helium

Heavy duty
commercial or
custom drones

Civil or military
trailers with a
telescopic mast

Length

50-150m

Full size
(550m)

Full size
(550m)

Full size
(550m)

40m

Multiple deployment strategies can be leveraged
to create a network of decentralized transmitters

Price (€)

100

500

1K

3-30K

10K (used)

200K (new)
60/day

Fixed
location

Requires
wind

Helium
refill, low
wind

Short
operational
time

Slow to
move,
availability

4

Limitations
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I _*for a kite with 100m line, you can check https://youtu.be/UG6QoVLoVfI?&t=510 46



Alternatively, an attacker could attempt to /-
y

abuse EFR's own radio transmitters

An attacker could try to leverage the existing radio infrastructure by hacking EFR,
or getting physical access to the sending station (both not the focus of this talk)

Attack option 1: Remote access Attack optlon 2: Phy5|c:a| access

eﬂ‘

Login WESEG-2 de

“‘%
‘/
2
by
%
i

Via internet recon, we identified:
« official customer portals and APIs

» information leaks on forgotten
websites (now removed)

« outdated software, e.g. a 12-year- The radio transmitter sites do not
old Typo3 CMS (now fixed) seem to be particularly well secured




HegaHnrstraettons

Let's adopt the perspective of an attacker

Inspired by this 32c¢3 talk, we will now discuss how a real attack to
the grid could look like, assuming FRE control is possible

Wie man einen Blackout verursacht

und warum das gar nicht so einfach ist.

| ” 7
g RO 1 b 0 TRl -~ -
s e e bl ge S e || R | e T D R
O 62 min  2015-1 Py o~

2-30

https://media.ccc.de/v/32c¢3-7323-wie_man_einen_blackout_verursacht




Rogue radio transmitters should be close to power plants and away from real ones

Unternehmen: Alle Bitte geben Sie einen Suchbegriff ein.

Type, size and location
Umkreis Bundeslend: Alle Inbetriebnahme Of many power plants

Netzbetr Alle Hilfe () Mehr
Nennleistung 5000 MW

Satelit Dagemaik [llustrative .

11 Windkraftanlagen Wind (Onshore)
1Heiz Energie GmbH Eberswalde Biomasse
2000-7317 Wind (Onshore)
Abfallentsorgungszentrum Asdonkshof Kamp-Lintfort Mineralélprodukte

Abfallheizkraftwerk Neunkirchen Neunkirchen

Abwinden-Asten Luftenberg/Asten Laufwasser

Ly Belgien it i .. *.” ) J;ff B ?
= 5o G0 oy i S
W ; 2 Y A

e

Tschechien
ADM Heizkraftwerk Hamburg Erdgas 23,73 MW

Ahrensfelde Ahrensfelde Erdgas 148,4 MW

+ 4+ 4+ + 4+ + o+ 4+ o+

alpha ventus Nordsee Wind (Offshore)

O EFR transmitter locations
O Potential attacker sending site

+

Alt-Bennebek Alt Bennebek Wind (Onshore)

https://www.smard.de/home/ueberblick; less visual, but more detailed and complete: https://www.marktstammdatenregister.de



Hijacked 4
Safe 4
Jammed 4

Attacker Radiated
Power (kW)

Attack Simulator (Illustrative)

Total Power: Hijacked=0.0 MW, Safe=0.0 MW, Jammed=0.0 MW

[ Optimize Locations

| Show Wind

[ showpV

B +3dB needed
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Step 2: Choose the right time

y: Germany

You can add more data categories in the menu and use other configuration options (filters and scaling etc). You can use the time slider under the diagram to easily change the time display. | | | ustrative

Not Better

Tuesday, September 24, 2024 3:00 PM -
Tuesday, September 24, 2024 4:00 PM

Actual consumption
): 57,983 MWh

Forecasted consumption
Total (grid load): 60,070 MWh

Forecasted generati head
32,118 MWh

Actual generation
er co

https://www.smard.de/home

Non-renewable
Renewable
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Wait until many renewables are already turned off

Helsingborg

+

Netzampel Ubersicht [llustrative
Kopenhagen Klaipéda

Hier klicken zu den Detailkarten der Netzbetreiber: Esberg
S & Odense

bayernwerk
Die Netzampel-Ubersicht zeigt, in welchen Regionen Grinstrom aktuell
nicht vollstandig ins Netz eingespeist werden kann. Erzeugungsanlagen Kallningrad
aus emeuerbaren Energien missen in ihrer Einspeisung aufgrund von 14
Netzengpassen reduziert werden, um die Netzstabilitat sicherzustellen D Barysaw
Dieser Vorgang wird als Redispatch bezeichnet
Hrodna

Durch einen Klick auf die gewiinschte Region gelangen Sie zu einer Hamburg Szezecin Grudziadz

Detailansicht
3ydg Bialystol
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keine Anlage abgeregelt alle Anlagen abgeregelt A . Norwich
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e -« | Nigh, some renewable

TelHavre Mannheim Nirnber
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: Budape Debrecen
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Mailand Venedig

bayerrnwerk Impressum  Datenschutz  Disclaimer Refresh

Gefordert durch das Bundesministerium fiir Wirtschaft und Energie

https://www.netzampel.energy/home
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Step 3: Perform the attack Q

1. Switch on all renewables

With many renewables

off, switch all of them on

 Reduces supply from
uncontrolled power plants
(“amplification attack”)

« Wait for return to 50 Hz

2. Switch renewables off and loads on

13:00

Grid frequency

50 Hz

Possible optimizations:

 Time it with the change of hour

« Multiple on-off-rounds synced with
grid’s resonance frequency

« Add an "FRE deactivation" message
in the end and jam the frequency

2
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INn our opinion, this attack scenario has
potential to cause grid instabillities

A large enough The radio control Optimal timing
amount of power 4 signal has to be 4 has to be
has to be involved overcome/hijacked chosen
The biggest unknown. The biggest obstacle. Comparably trivial.
However, with our estimate Overpowering the signal with Public information about
of FRE-controlled supply own transmitters requires a production and loads is
and load, the European significant coordinated effort available in real-time
grid could experience a
never-before-seen For a state-sponsored attacker,
unexpected loss of power hijacking of the actual

transmitter might be the more
plausible attack vector

Note: If an attack does not cause a blackout or brownout, it could still
have short-term effects on energy prices and/or result in a network split
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' But we're not experts, so SPIEGEL asked one

"Ein Angriff in dieser GroBenordnung
konnte durchaus zum ersten

europaweiten Stromausfall in der
Geschichte fdhren"

Thanks to Prof. Dr. Albert Moser,
Funr'\géigsiﬂe;gga;nlSit(;tUt lead to the first Europe-wide power outage in history"
Netze, Digitalisierung und

Energiewirtschaft" at RWTH

Aachen for taking the time to

provide his assessment

Translation: "An attack of this magnitude could indeed

Braun, https://www.iaew.rwth-aachen.de/cms/iaew/das-institut/team/uebertragungsnetze-und-energiewirtschaft/~eyhqb/albert-moser/

4
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EFR took our disclosure seriously
.. and Iinvolved their lawyers

2024-09-12: Reported our findings to EFR via email
2024-11-06: In-person meeting with EFR

« Some issues already known, reported by Prof. Dr. Christoph Ruland and Matthias Schneider from the University of
Siegen in 2013 (mainly unencrypted/unauthenticated time stamp, our attack #1) I

* |n 2015, an encrypted protocol - -
replacement was developed, Umsetzungspflicht. EFR hat im vergangenen Jahr eine Moglichkeit der Verschilsselung der
but "the market did not demand it" Langwellensignale erarbeitet, die implementiert werden kann, sobald der Markt dies fordert. Im laufenden

Jahr ist ein Schwerpunkt die Sicherheit der Kommunikation im System der EFR zu verbessern, um hier

« Use of FREs in large power plants
was not intended and not known

2024-11-07: Filed report to BSI, which forwarded it also to BNetzA and BMWK

Source: EFR "Jahresabschluss zum Geschaftsjahr" 2015

2024-12-05: EFR told us they will inform customers next week and warn of FRE usage in large power plants

2024-12-10: EFR sent us a letter via
their lawyers, urging us not to proceed
with this talk and demanding removal

§ 130a Abs. 1 StGB erfillen. Es handelt sich im buchstablichen Sinne um , lllegal In-
structions", was zwar dem Motto des diesjahrigen 38C3 entsprechen mag, fir Sie
personlich aber erhebliche nachteilige Folgen haben kann.

of their company name, also from the Source: EFR lawyer's letter
Fahrplan talk description
2024-12-28: Public disclosure at 38C3 Note: EFR quickly mitigated some low-hanging internet

perimeter issues that we stumbled upon and reported

[1] https://silo.tips/download/sicherheit-in-der-rundsteuertechnik 56



Last Minute Update:
EFR is now publicly denying the possibility to

' overpower their senders with a decentralized network

2024-12-10:

2024-12-28:

Diese Darstellung Ubergeht aber, welcher enorme technische Aufwand erforderlich
ist, um flachendeckend ein starkeres Signal als die Sendeanlagen unserer Mandan-
tin auszusenden. HierfUr waren sehr viele geeignete Sender von Uber 20o0m Hohe

erforderlich. Source: EFR lawyer's letter

Die EFR wiederum weist das Angriffsszenario mit den
selbstgebauten, fliegenden Antennen strikt zuriick. Die Firma
schreibt auf SPIEGEL-Anfrage noch deutlicher: »Die
Einschatzung, dass die Funkrundsteuerung tiber Langwelle

grofiflachig manipuliert werden kann, sei schlicht »falsch«.

Source: https:;//www.spiegel.de/netzwelt/web/stromversorgung-koennten-hacker-
blackouts-ueber-funk-ausloesen-a-53c29240-425b-4603-852e-5a1c0ale5400

Our offer still stands: Let us validate it in a real-world test!

While EFR has
agreed with our
assessment in their
lawyer letter (“one
would need many
transmitters with
>200m height"),
they are now
outright denying
this possibility
towards media
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The way forward: Implement remote
Mmanagement using a more secure alternative

This is the proposed successor technology
Currently, certified devices are produced by:

EFR, EMH, Sagemcom, Theben, Power Plus

iMSys

LU TR
12345678

o (intelligentes LoRawaN [ETE\/NN

g Messsystem)

Public LTE-M
or NB-loT

KRITIS-only

LTE 450MHz === STl Te] e

Broadband
over Power
Lines (BPL)




The rollout of IMSys started, but could speed up
and it seems to prioritize the wrong targets

Initially planned for 2017, iMSys gateways will “soon” really be required in Germany (probably)

Letztverbraucher

Unter 6.000 kWh/Jahr

| | | I | |
Wait... why are the fewer

most important targets

(large plants/loads)

0% u onboarded at the latest?

e

EEG-/KWKG-Erzeuger

1 kW bis 7 kW

7 kW bis 25 kW 2024 2025 2026 2027 2028 2029 2030 2031 2032
et e ; We wish the regulator
@\ 25 KW bis 100 ki ‘ Pflichtrollout ab 2025 o could change the plan,
lf.ll:l,:.:::,Il.;lzi:;,o.;;r:’.:;?:m:: ....................... mit (Zwischen-)Zielen, prozentualer Anteil an im Seg and push for those
g s ‘ Pilichtrollout ab 2028, zuliissig ab 2025 ones first, and fast!
PV 101 erzeuger Uber 100 ki Instalierter Laistung mit (Zwischen-)Zielen, prozentualer Anml an 9 0




Takeaways

Cities with radio controllable street lights can
be turned into cool art installations (if allowed)

Radio ripple receivers can be locally abused for
fraud (tariff switching, no power limitations)

Compromising receivers at scale could result in

grid instabilities and potentially blackouts

iMSys rollout should speed up to replace radio
ripple control devices in large power plants

In general, all legacy systems need scrutiny by
security experts, so go and find the next one!

Our wish, if you're on the receiving side: Collaborate with
good-faith researchers instead of threatening to sue them




lllustrative

\ Google Earth




Thanks to:

« Jakob Lell
 Maximilian Kirchmeier
* Dr. Markus Vester

Positive ‘l'
Security

Questions?

Contact us:
« fablan@positive.security
» l[uca@positive.security
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