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1. What is Bluetooth 
Auracast?
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What is Bluetooth Auracast?

• Bluetooth Low Energy audio broadcast
• Initially designed as hearing aid feature
• Introduced in 2019 with Bluetooth Core 

Specification 5.2
• Actual implementations start arriving 

now

• Potential applications:
• Replacement for hearing aid coils
• Audio sharing
• TVs, sports bars
• Airports & Train stations
• Sendezentrum @ 38c3
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https://www.bluetooth.com/wp-content/uploads/2024/05/2403_How_To_Auracast_Transmitter.pdf

https://www.bluetooth.com/wp-content/uploads/2024/05/2403_How_To_Auracast_Transmitter.pdf
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What is Bluetooth Auracast?

Isochronous Channels

Broadcast Isochronous 
Streams
(BIS)

LC3 Codec

Periodic Advertisements

Connected Isochronous 
Streams
(CIS)

This is broadcast audio and is, for 
us, the relevant feature that 

enables Auracast.

This is LE Audio, 
which might replace 
“Classic Bluetooth” 

audio.
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Auracast Transmitters

Broadcast Isochronous Group (BIG) - 0

Broadcast 
Isochronous 

Stream
(BIS) - 0

Broadcast 
Isochronous 

Stream
(BIS) - 1

Broadcast Isochronous Group (BIG) - 1

Broadcast 
Isochronous 

Stream
(BIS) - 0

Broadcast 
Isochronous 

Stream
(BIS) - 1

For stereo:
left and right channels

Or languages (in a BIG subgroup)
🇪🇸🏴
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Auracast on Samsung Galaxy
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Auracast on Samsung Galaxy
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BLE Advertisement Channels

Advertisement

• Broadcast Name
• SyncInfo

Advertisement

• Broadcast Name
• SyncInfo

Advertisement

• Broadcast Name
• SyncInfo

BLE Data Channels

Periodic Advertisement

• BIG Info: broadcast 
synchronization 
parameters

BIS Synchronization
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Left
(BIS 0)

Right
(BIS 1)
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2. Auracast Security
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Privacy
Broadcasts might still supposed to be private, only available to a select group of recipients.

Authenticity
Broadcast content should not be spoofable.

Availability
Broadcasts should be resilient to accidental and deliberate interference.

Security Concerns
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What security features does it have?

🔒 Encrypted Broadcasts

That’s it…
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"Auracast™ broadcast audio is capable of using broadcast codes for 
secure conversations. Managing output power and spillover alone 

does not guarantee privacy. The use of broadcast codes is 
recommended for private access."

https://www.bluetooth.com/blog/answers-to-commonly-asked-questions-about-auracast-broadcast-audio/

Encrypted Broadcasts

https://www.bluetooth.com/blog/answers-to-commonly-asked-questions-about-auracast-broadcast-audio/%E2%80%8B
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https://www.bluetooth.com/wp-content/uploads/2024/05/2403_Auracast_Overview.pdf

https://www.bluetooth.com/wp-content/uploads/2024/05/2403_Auracast_Overview.pdf
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Auracast™ Simple Transmitter Best Practices Guide – Page 19
https://www.bluetooth.com/wp-content/uploads/2022/10/Auracast-Transmitter_Recommendations.pdf

https://www.bluetooth.com/wp-content/uploads/2022/10/Auracast-Transmitter_Recommendations.pdf
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BLUETOOTH CORE SPECIFICATION Version 5.4 | Vol 3, Part C page 1253

“Børne House” - UTF8!
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Encryption

Plaintext AES-CBC-MAC

AES-CTR

Authenticated Encryption with Associated Data (AEAD) 
• AES CTR mode for confidentiality 
• CBC-MAC for authentication

AES-CCM:
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LC3???

Key Input

Encrypted BIS

AES-CCM

"Børne House"

Broadcast_Code

Something must be 
happening here.

But what exactly?
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Key Derivation
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h6 – Link Key Conversion Function
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h7 – Link Key Conversion Function
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h8 – Group Session Key Derivation Function
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h6

h8

h7

$Broadcast_Code

"BIG1"4

"BIG2"4

$GSKD16
Encryption Key16

"BIG3"4
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AES-CMAC

AES-CMAC

AES-CMAC

$Broadcast_Code

"BIG1"4

"BIG2"4

$GSKD16

AES-CMAC Encryption Key16"BIG3"4
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What security properties does the Specification 
guarantee? 
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None
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None*

*This is a bit harsh, but not entirely wrong.
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What are the security properties of encrypted 
broadcasts?
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Privacy
Broadcasts might still supposed to be private, only available to a select group of recipients.

Authenticity
Broadcast content should not be spoofable.

Availability
Broadcasts should be resilient to accidental and deliberate interference.

Security Concerns
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Encryption

Plaintext AES-CBC-MAC

AES-CTR

Authenticated Encryption with Associated Data (AEAD) 
• AES CTR mode for confidentiality 
• CBC-MAC for authentication

AES-CCM: 👍
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AES-CMAC

AES-CMAC

AES-CMAC

$Broadcast_Code

"BIG1"

"BIG2"

$GKSD

AES-CMAC Encryption Key"BIG3"

👎
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o AES-CMAC is a keyed hash function
o Suitable wherever key derivation with a PRF is suitable
o Deriving a key from a DH shared secret would be an application

o It is not suitable for "key stretching" which adds a known number 
of bits to the expected difficulty of an exhaustive search attack.

Key Derivation



40BLUETOOTH CORE SPECIFICATION Version 5.4 | Vol 3, Part C page 1253

👎
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Privacy
Broadcasts might still supposed to be private, only available to a select group of recipients.

Authenticity
Broadcast content should not be spoofable.

Availability
Broadcasts should be resilient to accidental and deliberate interference.

Security Concerns
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LC3“Key Derivation”

Key Input

Encrypted BIS

AES-CCM

"Børne House"

Broadcast_Code
Anyone that knows the 

Broadcast Code can 
do this
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Privacy
Broadcasts might still supposed to be private, only available to a select group of recipients.

Authenticity
Broadcast content should not be spoofable.

Availability
Broadcasts should be resilient to accidental and deliberate interference.

Security Concerns
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Adaptive Frequency Hopping

2.40

2.48

Timeslot

Carrier
Frequency

(GHz)

Not a security boundary
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Privacy
Broadcasts might still supposed to be private, only available to a select group of recipients.

Authenticity
Broadcast content should not be spoofable.

Availability
Broadcasts should be resilient to accidental and deliberate interference.

Security Concerns
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3. Auracast Attacks
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BISON
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BISON: Updated Channel Map
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Attacker Channel Map
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BISCrack
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Biscracker video
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AES-CMAC

AES-CMAC

AES-CMAC

$Broadcast_Code

"BIG1"4

"BIG2"4

$GSKD16

AES-CMAC Encryption Key16"BIG3"4
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BLUETOOTH CORE SPECIFICATION Version 5.4 | Vol 3, Part C page 1253
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public final String generateBroadcastCode() {
return UUID.randomUUID().toString().substring(0, 4);

}

Vendor Implementation

5d65c2e5-7fdc-4e31-8fd1-a4c767c85480→ 5d65Example
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Real-World Case

From: Vendor
To: Frieder & Dennis
Subject: Security Report
Date: Dec 27th (CCC Day 1)

Hey,

we didn’t have time to analyze 
your report yet but please 
don’t disclose our stuff.

Best regards
Vendor

Which is fair, because 
90 days are not over 

yet.
But still sad.
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Cracking speed on a mid-range Laptop:

Target ~ Time in s
rockyou.txt 10

4 Byte Hex 0.04

6 Byte Hex 7

4 Byte Alphanumeric 0.25

6 Byte Alphanumeric 2

Crackability
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4. Auracast Hacker‘s Toolkit
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Live Demo Video!
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Auracast Hacker’s Toolkit

https://www.zephyrproject.org/wp-content/uploads/2023/03/Zephyr_color-13.png https://www.nordicsemi.com/-/media/Images/Products/DevKits/nRF52-Series/nRF52840-Dongle/nRF52840-Dongle-rev2-prod-page.png

nRF52480 USB Dongle

Contains an open-
source Bluetooth 

Link Layer which is 
great for research!

https://www.zephyrproject.org/wp-content/uploads/2023/03/Zephyr_color-13.png
https://www.nordicsemi.com/-/media/Images/Products/DevKits/nRF52-Series/nRF52840-Dongle/nRF52840-Dongle-rev2-prod-page.png
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5. Conclusion
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o Users
o Set the Broadcast Code to something strong and try to exhaust all 16 

characters.
o Do not use Auracast for highly sensitive information.

o Vendors
o Generate secure default broadcast codes and educate users (e.g. 

requirements of 16 characters).
o Bluetooth Specification

o Improve key derivation so that a proper AES key is used for encryption.
o Discuss security properties of Broadcasts.

o But: Try Auracast, the thechnology is cool! Great for hearing aids!
o Unicast LE Audio is (probably) fine and as secure as other LE 

connections.

Conclusion
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o There’s much more to explore in the world of Auracast!

o If you have any questions or want to talk about the topic hit us up 
or find us at Congress!

o For very interested people we have nRF dongles to play around 
with Auracast and our tools.

o A blogpost (at insinuator.net) will follow next year.

fsteinmetz@ernw.de
dheinze@ernw.de

twillnix@infosec.exchange
ttdennis@chaos.social

www.ernw.de

www.insinuator.net

Auracast Hacker’s Toolkit:


