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INTRO

SECURITY LAB AT AMNESTY INTERNATIONAL

▸ A multi-disciplinary team focused on investigating and exposing unlawful 
surveillance and other digital threats targeting human rights defenders. 

▸ Research and investigations 

▸ Open source forensic tools  

▸ Campaigns and advocacy 





INTRO

INTELLEXA'S PREDATOR SPYWARE

▸ A form of highly-invasive 
spyware that can infect 
iPhones and Android 
devices. 

▸ Uses zero-day exploits to 
infect even fully patched 
devices. 

▸ These exploits can cost 
millions of euros.

Operator interface for the Predator spyware (source: EIC documents)



INTRO

INTELLEXA'S PREDATOR SPYWARE

▸ Predator is typically delivered as 1-
click spyware. 

▸ The target needs to click on a 
malicious Predator link to be 
infected.

Predator first identified in-the-wild 
targeting an Egyptian journalist in 2021 

 (Source: Citizen Lab)
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THE INVESTIGATION

A TWITTER USER SPREADING SPYWARE INFECTION LINKS 

Links sent to Twitter account @Thoibao_de, run by journalist Trung Khoa Lê 



THE INVESTIGATION

PHISHING OR FISHING?

Attack links referencing the EU Yellow Card system ("Tarjeta amarilla") 



THE INVESTIGATION

SENIOR POLITICIANS AND OFFICIALS TARGETED 
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THE INVESTIGATION

UNRAVELING THE ATTACKS
In 2020, Nexa Technologies signed an initial deal for 
“infection solutions” with Viet Nam's  Ministry of 
Public Security (MOPS) through the Nexa group’s 
UAE-based sales subsidiary Advanced Middle East 
Systems.

The deal was worth 5.6 million Euros.



THE INVESTIGATION

UNRAVELING THE ATTACKS
On 19 February 2021, Advanced Middle 
East Systems signed an agreement for 
spyware solutions with Delsons Hong Kong 
Ltd.



THE INVESTIGATION

VIET NAM - MINISTRY OF PUBLIC SECURITY
Department of Professional Technology (Cục Kỹ thuật nghiệp vụ)  

Technical unit of the Viet Nam Ministry of Public Security  (formerly units A70 and 
A71). Documents suggest Nexa Group has previously worked with this department.

Headquarters in Ho Chi Minh City - 258 Nguyen Trai



THE INVESTIGATION

HOW DIGITAL THREATS ENABLE PHYSICAL THREATS



INTELLEXA'S ECOSYSTEM OF 
PRODUCTS



SUBVERTING OUR TECH ECOSYSTEMS

INTELLEXA'S 1-CLICK PREDATOR SPYWARE

▸ Predator is typically delivered as 1-
click spyware. 

▸ However, customers want the 
stealthiness and reliability of zero-
click attacks. 

▸ Zero-clicks can be very expensive 

▸ Intellexa has some tricks up their 
sleeves...



SUBVERTING OUR TECH ECOSYSTEMS

NETWORK INJECTION - UPGRADE 1-CLICK TO ZERO-CLICK

▸ Enables a standard browser exploit to 
automatically infect a device without 
user interaction. 

▸ A powerful attack, as it can be difficult 
for an individual to detect that their 
phone has been silently redirected.



SUBVERTING OUR TECH ECOSYSTEMS

INTELLEXA'S MARS - ISP LEVEL NETWORK INJECTION

▸ Network hardware installed 
at mobile ISPs enable 
redirection and infection of 
targeted mobile devices. 

▸ Automatically redirect targets 
to Predator 1-click links.

Intellexa's Mars ISP network injection system



SUBVERTING OUR TECH ECOSYSTEMS

INTELLEXA'S JUPITER - ISP LEVEL NETWORK INJECTION ON ENCRYPTED TRAFFIC

▸ "Jupiter" enabled the 
infection of visitors to 
HTTPs encrypted 
websites. 

▸ Attack requires ability to 
manipulate traffic to 
hosting provider of 
target website.



SUBVERTING OUR TECH ECOSYSTEMS

INTELLEXA ALLIANCE - TACTICAL NETWORK INJECTION



SUBVERTING OUR TECH ECOSYSTEMS

WI-FI AND GSM TACTICAL NETWORK INJECTION 

▸ Long-range Wi-Fi 
hardware, drones, and 
fake base stations can 
be used to intercept 
and infect target 
devices.



SUBVERTING OUR TECH ECOSYSTEMS

INTELLEXA'S TRITON - TACTICAL BASEBAND ATTACK AGAINST SAMSUNG DEVICES 

▸ Appears to be a full zero-click attack not replying on a pivot to 
a browser exploit. 

▸ May still be a zero-day.
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THE WIDER PROBLEM

SPYWARE ABUSES THREATEN ACTIVISTS, JOURNALISTS, AND CRITICS WORLDWIDE



THE WIDER PROBLEM

INTELLEXA AND COMPETITORS SPREAD SPYWARE WORLDWIDE

Angola  
Armenia 
Egypt 
Greece 
Indonesia 
Kazakhstan 
Madagascar 
Mongolia 
Oman 
Saudi Arabia 
Serbia 
Sudan 
Trinidad and Tobago 
Vietnam

Predator customers or 
targeting activity:



THE WIDER PROBLEM

EUROPEAN COMPANIES FUEL THE CYBER-SURVEILLANCE INDUSTRY



THE WIDER PROBLEM

THE RULE-MAKERS BENEFIT FROM A LACK OF ACCOUNTABILITY 



WHAT TO DO?



SUBVERTING OUR TECH ECOSYSTEMS

DEFENDING AGAINST PREDATOR

▸ Enable any enhanced security modes on your devices. 

▸ Lockdown Mode for iOS is the gold-standard protection against zero-click and 
1-click attacks 

▸ Google's Advanced Protection program enables HTTPS-Only mode in Chrome 

▸ Firefox and many browsers support opt-in HTTPS-Only mode 

▸ Consider using an always-on-VPN if you believe you are at risk of targeted 
network injection attacks.



WHAT CAN YOU DO?

DO NOT work for the mercenary spyware industry 

This industry empowers human rights abusers, helps them control their 
critics and maintain systems of injustice and oppression.
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THANK YOU

Email: donncha.ocearbhaill@amnesty.org 

PGP: 5AD9 8B48 22EC 24D0 66F1  7D56 DA11 9656 A48F 4954 

Keybase: DonnchaC 

https://securitylab.amnesty.org

Zero-days, exploits, leaks and whistleblowers welcome!

mailto:donncha.ocearbhaill@amnesty.org
https://securitylab.amnesty.org

