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Tor Overview

Online anonymity: open source, open network

Community of devs, researchers, users, relay operators

US 501(c)(3) non-profit organization with 50ish staff

Estimated 2,000,000 to 8,000,000 daily users

Part of larger ecosystems: internet freedom, free
software, censorship resistance, anonymity research
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{What can the attacker do?}
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Anonymity isn’t Encryption
Alice Bob

...RG9uJ3QgdXNlIGJhc2U2NCBmb3IgZW5jcnlwdGlvbi4...

Gibberish!

Encryption just protects contents.
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Communications Metadata

"We Kill People Based on Metadata."

—Michael Hayden, former director, NSA
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Anonymity is different for each use case

Anonymity
Private Citizens

It’s privacy!
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Anonymity is different for each use case

Anonymity

Governments
It’s traffic-analysis

resistance!

Human Rights Activists

It’s reachability!

Private Citizens
It’s privacy!

Businesses

BP

It’s network
security!
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A Simple Design

Relay

Enc(Bob3 , ”x”)

"x"
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Equivalent to most commercial proxy/VPN providers.
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A Simple Design

Evil
Relay?

Enc(Bob3 , ”x”)

"x"

Enc(Bob1, ”y”)

"y"

Enc(Bob2, ”
z”)

"z"

16



A Simple Design
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Timing analysis lets an observer match up connections.
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The Tor Design

Anonymity Network
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Multiple relays so no single relay can link Alice to Bob.
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Transparency for Tor is key

• Open source / free software
• Public design documents and specifications
• Publicly identified developers

• Not a contradiction: privacy is about choice!
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Bridges, for IP address blocking

The Tor network is made up of 8000 public relays, but
the list is public and you can just fetch it and block
them by IP address.

So, we have unlisted relays called “bridges” and there is
a cat-and-mouse game where users try to get a bridge
that the censor didn’t already find.

23



Pluggable transports, for DPI blocking

Protocol-level arms race too: the Tor protocol looks
mostly like TLS, but only if you don’t look too carefully.

Rather than perfectly mimicking Firefox+Apache, our
“pluggable transports” design aims for modularity:

Tor’s three-hop path provides the privacy, and you can
plug in different transports that transform the first link’s
traffic into flows that your censor doesn’t block.
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obfs4 pluggable transport
obfs4 is still the core most successful transport.

It simply adds a new layer of encryption on top, so
there are no recognizable headers or formatting at the
content layer.

The idea is that automated protocol classifiers won’t
have any good guesses, so censors are forced to either
block all unclassified traffic or allow it all through.
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Snowflake pluggable transport

Snowflake makes your traffic look like a WebRTC
(zoom, jitsi, skype, signal, etc) call, and those are
allowed in many parts of the world.

People can volunteer as Snowflake proxies simply by
installing an extension in their browser.

The resulting volume and variety of volunteers gives us
more options on how to distribute them to users.
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meek pluggable transport

Domain fronting: Makes https request to a shared cloud
service (azure, fastly, etc), and tunnels traffic inside it

Outer layer says the SNI (Server Name Indicator) of a
popular site, but inner layer has a different Host: header

Have to pay cloud prices for the bandwidth :(, so not
great for proxying full traffic flows
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Matching bridges to users who need them
Divide obfs4 bridges into distribution buckets, where
each bucket relies on a different scarce resource to
rate-limit how many bridges the censor can get.

• https (get a few bridges based on your IPv4 /16)
• gmail (get a few bridges based on your username)
• moat (Tor Browser makes a domain-fronted

connection, presents a captcha in-browser, and
auto-populates your bridge settings).
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Matching bridges to users who need them

and Snowflake has a similar “broker” service that
matches up Snowflake users to Snowflake volunteers.
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Russia, December 2021

Some ISPs blocked (a) the public Tor relays, (b)
meek-azure domain fronting, (c) Tor Browser’s default
obfs4 bridges, (d) some moat-distributed obfs4 bridges,
(e) the Snowflake protocol.

A week later we got an actual legal notice that the Tor
website was evil and they were going to censor it. Then
they did.
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177k views!
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Telegram-based bridge distribution
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Insider information

<redacted>
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A popular telegram-distributed obfs4
bridge
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Challenging the censorship legally
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Challenging the censorship legally
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Censorship authority dox
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Russia censorship into 2023

Russia inconsistently crawling all three legacy
categories of obfs4 bridges (moat, https, email)

But still not instantaneous: new bridges last days to
weeks

Other obfs4 bridges still work fine

Snowflake and meek continue to work, but are slower
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Punishing credit card VPN payments
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Snowflake users under Russia censorship
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Snowflake volunteers
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Snowflake activity reported by back-end
server
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number of clients contacting the
Snowflake broker
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Reachability testing from inside Iran

Works?
Tor Browser Linux yes
Tor Browser Android yes
Orbot yes
Orbot no
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Reachability testing from inside Iran

Works?
Tor Browser Linux yes ⇐ go 1.17, AES-GCM
Tor Browser Android yes ⇐ go 1.18, AES-GCM
Tor Browser Android yes ⇐ go 1.18, no AES-GCM
Orbot yes ⇐ go 1.17, AES-GCM
Orbot no ⇐ go 1.17, no AES-GCM
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Down the road of the arms race (1/2)

Consider user impact from the censorship arms race.

Yes, we have steps to counter each step the censor
takes. But as we move down that path, users have a
higher burden to achieve a working connection.
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Down the road of the arms race (2/2)

We see this user drop-off effect already, where the
number of Tor users who switched over to bridges is
impressive, but it’s definitely not all of them.

We need to find ways to reduce that burden, and/or
slow down the arms race, else the censor wins because
the average user won’t care enough to bother.
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Blocking in Turkmenistan

They block most cloud networks by IP address (!) so
many circumvention components, such as
Hetzner/OVH/Digital Ocean obfs4 bridges, are not
reachable.

They filter most destination ports internet-wide,
including default ports of Snowflake’s STUN servers.
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Circumvention in Turkmenistan
We’ve been running a set of private port 8080 obfs4
bridges on residential addresses, reliably serving a
community of human rights defenders.

meek-azure (domain fronting) often works, but doesn’t
scale.

We set up a STUN server on port 8080 on a residential
address, and it worked. Next stumbling block:
volunteers are on censored addresses.
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Turkmenistan censorship ministry

Happy to accept high collateral damage from blocking

So if you can pay to get ‘real’ internet, you will

We can’t solve this policy issue with technical tricks

Compare to recent bandwidth overload trend in China
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Other surprises

• rt.com censored from many Tor exits, because
Europe (i.e. France, part of Germany, maybe more
now?) pledged to censor it.

• Actually, many Tor exits can’t reach sites in Russia
now, because the blocking is bidirectional?

• New groups of Russian and Ukrainian exit relays,
“hmm”
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First, a rant about sanctions

Especially about hurting internet connectivity for
people in Russia as a way to punish their government.

Compare to the effects of Trump’s “maximum pressure”
sanctions against Iran.

We will see the same outcome in Russia.
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WTF Europe?? Why u like
censoring so much??
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Internet censorship: early warning system
Notice that our Russia Tor blocking story started at the
beginning of December 2021.

From the rest of the world’s perspective, the Russia
story started in February 2022.

So (a) yeah they knew this was coming, and (b) internet
censorship often serves as an early warning system for
upcoming political events.
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Calls to action
Please run bridges!

Please run snowflakes!

Please run relays!

...How do we fix policy in these countries?

Please participate in anti-censorship research!
https://foci.community/ attached to
https://petsymposium.org (in Bristol in July).
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Calls to action

(Run bridges, snowflakes, relays! Fix policy! Research!)

Day 3 Tor spaces:
- general meetup (Saal E 16:00-18:00)
- relay operators meetup and Q&A (Saal D 20:30-22:00)
- torservers.net meetup (Saal D 00:00-01:30)
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