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Previous work
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Fault 
InjectionTesla

AMD

“One Glitch to Rule Them All” (2021)
Fault Injection Attacks Against AMD’s
Secure Encrypted Virtualization 

“faulTPM” (2022)
Exposing AMD fTPMs' Deepest Secrets

“EM-Fault It Yourself” (2022)
Building a Replicable EMFI Setup for 
Desktop and Server Hardware

This talk
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Motivation

• Controversial system
• Advanced driving assistant
• Involved in accident 

investigations
• Rumors about hidden features

(“Elon mode”)

• Mature software security 
practices on Infotainment

• Large amounts of data!
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Autopilot

System architecture
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GatewayInfotainment

Cameras
Cameras

Ethernet

CAN Bus
(Steering, Braking, ECU, …) Cameras



Autopilot
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Al Addict/YouTube”Tesla Autonomy Day”, April 2019 (YouTube)
Icon by pongsakorn from the Noun Project



InformaGon Resolution Duration Trigger Location Access

Event Data 
Recorder Misc. Async. < 30s Airbag Airbag

1,400 $ 
Hardware + Free 
Software

Logs CAN data, 
no GPS 5 Hz ∞ - Gateway SD SD Card reader,

proprietary

High 
Resolution 
Logs

CAN data, 
with GPS 50 Hz < 60s Airbag & others Gateway SD SD Card reader,

proprietary

Snapshots CAN data, 
Cameras, … highest any Airbag & others ? ?

Logging

7Francis Hoogendijk - Reverse engineering and evalua5on of Tesla vehicle logs (2021) | GitHub: NetherlandsForensicIns5tute/teslalogs



HW1 (2014) HW2 (2016) HW2.5 (2017) HW3 (2019) HW4 (2023)

Cameras 1 Front-Facing
(Backup n.c.)

8 Cameras
(3 front-facing, 2 pillar cams, 2 side-rear facing, 1 backup) -1 front-facing

Sensors Bosch radar
12 Sonars (Continental radar) Phoenix radar

Processors Mobileye EyeQ3
Nvidia Parker SoC
Nvidia Pascal GPU

Infineon TriCore CPU

2 Custom Tesla 
FSD chips

2 Custom Tesla 
FSD chips (2nd

generation)

Storage Unencrypted eMMC Encrypted UFS

Autopilot Hardware Evolution

8“Learn how Elon Musk has evolved Tesla's Autopilot hardware over the years” - Blane Erwin, Current Automotive 



Motivation
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”Tesla Autonomy Day”, April 2019 (YouTube)
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Tesla Autopilot HW3
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Tesla Autopilot Hardware 3 (Backside)

12

RT
C RTC

JTAG

JTAG



“Turbo” Architecture
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Safety System 
(SMS)

Security System 
(SCS)

Image Signal 
Processor (ISP)

H.265 Video 
Encoder

Neural 
Processing Units

ARM Cortex-A72 
Main Cores

Mali G71 
MP1

”Tesla Autonomy Day”, April 2019 (YouTube)
Annotated by WikiChip



Firmware Structure on SPI Flash
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Filesystem Table

…

Root CA

Issuing Authority

FW Signing

SMS BL
<>

A72 BL

<>
SCS BL2

<>
SCS BL1

<>
A71B BL

<>

signs



BLBL

BL

Non-volatile storage

Autopilot Recovery Boot

⏸
SMS

(Safety)

SCS
(Security)

SPI Flash

Universal Flash Storage

SCS BL1

BL1ROM BL

⏸
A72

(Main) 

BL2

Coreboot + Recovery Linux

SCS BL2 A72 (Coreboot + Recovery Linux)

Root FS
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SMS BL1

#

verifiesverifies

loaded

rejected

BLBL
⛔verifies

SSH
Serial

Recovery



BL2

Off-Chip Boot 
Loader

ROM Boot Loader

Root of Trust

Load & VerifyCompare to hashLoad

Root CA  Hash
BL1

success

error
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Load & Verify Load & Verify

Root CA Issuing Authority FW Signing BL1
<>

verifies verifies



BL2

Off-Chip Boot 
Loader

ROM Boot Loader

Root of Trust (Takeover)

Load & VerifyCompare to hashLoad

Root CA  Hash
BL1

success

error
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Load & Verify Load & Verify

Root CA Issuing Authority FW Signing BL1
<>

verifies verifies

Glitch

# # #



Fault InjecKon ALacks
Induce fault by altering the IC’s 
environment:
• Laser, electromagnetic-radiation, clock, 

supply voltage

Voltage Glitching:
• Lowering voltage shortly

18

width

rise timefall time



The Plan
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Teensy 
µController

Autopilot Board

VR

FSD Chip

SCS

SPI Flash

SMS

Monitor UART

Monitor SPI

Interrupt Power



SCS Power Supply
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VIN

VOUT

GND

Trace
Pad

TPS62090Q – Reference PCB Layout

SCS Power Supply
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https://www.ti.com/lit/ds/symlink/tps62090-q1.pdf

L1 C2
C2

C2

L1

C2
VO
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T



Step 1: Short SCS Voltage 💥

22

SCS

Teensy 
µController

VR

SPI Flash

I



Step 2: Remove Capacitors
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SCS

Teensy 
µController

VR

SPI Flash

I

I



Step 2: Remove Capacitors
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Step 2: Remove Capacitors
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SCS

Teensy 
µController

VR

SPI Flash



Step 3: Disconnect VR from Voltage Rail
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SCS

Teensy 
µController

VR

SPI Flash



Final Glitching Circuit
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VIN

VOUT

GND

Trace
Pad

TPS62090Q – Reference PCB Layout



Setup in Reality
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SPI Flash

Mosfet

10uF Ceramic 
Capacitor

Connectors for 
Teensy and flash 

programmer

L1 



Setup in Reality
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Teensy

Tigard Board 
(UART, SPI) Tigard Board (UART)

TC4427

Oscilloscope Probe



Tuning the Drop
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duration

• Determine proper duration by 
trial and error

• Watch UART log while testing 
different values

• Too short = no effect 

• Too long = always reset

SCS voltage

Gate voltage



UART & SPI Boot Trace – Unmodified Root CA
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UART & SPI Boot Trace – Modified Root CA

32

missing SPI activity



Glitch Timing
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Root CA
BL1 Header 

(missing if root ca modified)



Glitch Parameters
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Delay
Chip Select

UART: “failed to calculate hash”

UART: “check root ca failed”

UART: “root ca hash mismatch”to
o 

ea
rly

to
o 
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IntegraKon tesKng is important!
• Tried for two weeks but no success

• Tes?ng revealed a typo in the glitch script 
that was already fixed in dev branch of 
Teensy firmware

35

Teensy 
µController



Glitch script

SSH Boot log



Success Rate

• Measured only on one SoC

• AMempts: 11203

• Successes: 379

• False posiFves: 0

• Success rate: 29,56 aMempts/success

• Glitch rate: 16,67 aMempts/s

37

successful glitch every 2s!
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The Autopilot Dataflow

• There is lots of data
• 8 Cameras, CAN,

ML output, …
• Good for AP training
• Good for AP evaluation

• Small storage capacity

• Limited upload capabilties

• Solution: Upload only interesting data ‘Snapshots’

39

Side rear

Rear

Side FWD

Narrow FWD

Main FWD

Wide FWD

Image under CC-BY-SA 4.0 modified from Mliu92’s original on Wikipedia:
https://en.m.wikipedia.org/wiki/File:TeslaVision_eight-camera_system.svg



Snapshots Overview

• Live data temporarily cached
• Fixed size ringbuffers

• Live data monitored for Triggers
• E.g. did airbag deploy?

• Once a Snapshot is triggered:
• Collect live & old data
• Filter, package & store
• Upload & delete

40

ringbuffer trash

when overwritten

triggers

to cloud
take snapshot

live data



Snapshots
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ringbuffer trash

when overwritten

triggers

to cloud
take snapshot

live data



/home/telemetry/triggers/triggers.sqlite

• Holds Triggers + Metadata
• When trigger was created
• How oWen was it triggered
• ...

• Custom JSON format:
• Query for trigger events
• Selectors for data streams 

(Video/CAN/Autopilot)
• Metadata (e.g. GPS loca?on/car 

config./FSD state)

42

trigger name trigger json

Automatic Emergency Breaking

log metadata of all trips?

collect video data
for learning?

just report metadata

Elchtest?



TRIGGER IF:
@ActiveSafetyOutput.[...].threat.input_data.type
ISPEDESTRIANORBICYCLIST

AND
@ActiveSafetyOutput.[...].state == 8

AND
@ActiveSafetyOutput.[...].aeb_event == 1

43

Trigger “aeb-vru”
(Automatic Emergency Breaking – Vulnerable Road User)



“aeb-vru” Trigger 
(Automatic Emergency Breaking – Vulnerable Road User)
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“aeb-vru” Trigger 
(Automa;c Emergency Breaking – Vulnerable Road User)
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Snapshots
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ringbuffer trash

when overwritten

triggers

to cloud
take snapshot

live data



autopilotcar networkinternet

update triggers

Cloud Connection & x1 API
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x1.ap.tesla.services

ml model

x1-client

board key

tesla cloud

snapshot
trigger
client

telemetry
packager

triggers.sqlite

(and other services)

update labelweights

snapshot storage

fleet_config.yaml
(elon mode)

update

hermes

Hermes icon under CC-BY 3.0 from Adrien Coquet from the Noun Project

mutual authenGcaGon
hjps / wss



• Board key is encrypted
• Tesla-signed Cer?ficate

• Loaded into SCS for decrypFon
• Similar to a TPM

• Security goals: 
• API access bound to hardware
• Board can’t be imitated or cloned

• We extracted the Key from SCS
• API access granted!

Extracting Hermes’ Board Key

48



Snapshots
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ringbuffer trash

when overwriQen

triggers

to cloud
take snapshot

live data



Can we find any snapshot data?

• Many snapshots on our test system ...

• ... all reporting that some camera did not initialize

• Any video snapshots where uploaded and deleted

• But: What happens when you ‘delete’ a file?
• Its disk space is now available for other data
• But not yet overwritten!

• We recovered a snapshot!
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Key Takeaways

Voltage glitching is still a thing

1. It threatens Tesla’s intellectual property (Autopilot software)

2. It enables 3rd parties to independently analyze the system 
• for data privacy violations 
• for vulnerabilities, e.g., adversarial (ML) attacks
• for forensic investigations

3. The window for 3rd party analysis is closing
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Thank You, Green!

• Helped us with hardware supply

• Helped whenever we had a quesFon

• We provide an Autopilot ”Jailbreak“

• Good places for more Tesla details:
• Twieer: @greentheonly
• YouTube: @greentheonly
• Tesla Motors Club: verygreen
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