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SOFTWARE DEFINED NETWORKS TO RESCUE! 

“more than 40% of WAN edge 

infrastructure refresh initiatives will be 

based on virtualized customer 

premises equipment (vCPE) platforms 

or software-defined WAN (SD-WAN) 

software/appliances versus traditional 

routers (up from less than 5% today).”

SD-WAN Is Killing MPLS, So Prepare to 
Replace It Now - Gartner





“SD-WAN is perfectly safe for implementing 
widearea networks affordably, efficiently 
and securely.”



SD-WAN Essence 

or 

That Boring Part 
of Slides Again



SD-WAN IS SOOO SIMPLE!

Verizon sdn-nfv detailed architecture



PH@CK TH4T 5H1T! WE R H4X0R2!



DEPLOY BEFORE YOU HACK



• SDN: principle of physical 

separation of the network control 

plane from the data plane

• Orchestrator (NFVO): component 

responsible for the management of 

the NS life cycle, VNF lifecycle and 

NFV infrastructure resources

• Controller: component responsible 

for the control and management of 

a network domain

• VNM Manager (VNFM): component 

that is responsible for the 

management of the VNF lifecycle

ONE BY ONE – HIGH LEVEL



• Network Functions Virtualization(NVF): 

principle of separating network functions 

from the hardware

• Network Function (NF): functional block 

within a network infrastructure that has 

well-defined external interfaces and well-

defined functional behavior

• VNF is a software implementation of an 

NF within NVF architecture framework

• DPI/IDPS, WAF, LB, NAT, PROXY/VPN

• NFV Infrastructure (NFVI): hardware and 

software on which VNFs are deployed 

ONE BY ONE – DATA PLAN  



SERVICE CHAINING &  SECURITY

• Dynamic mesh overlay VPN 
• Security functions chaining

• Branch
• HQ
• SOC
• Cloud (MSS) 



SECURITY! 

…adopting  the SD-WAN because 

of the net benefit gains in bandwidth, 

availability, security and cost savings…

https://www.afcea.org/content/rise-sd-wan

SD-WAN … offer internet connectivity 
advantages, like reduced cost, by alleviating 

concerns about internet reliability and security

https://searchsdn.techtarget.com/answer/What-is-SD-WAN-and-should-I-consider-it

https://www.sdwanresource.com/articles/419405-four-reasons-why-sd-wan-makes-sense.htm

2. Better Security
Unlike traditional WAN solutions, which handle security through multiple appliances at 
each branch office, SD-WAN can include all of these functions in-box and at lower cost.

http://blog.silver-peak.com/sdwan-driving-new-approach-to-security





TO HACK AN NETWORK APPLIANCE… 



SD-WAN IS A VIRTUAL APPLIANCE

http://www.teldat.com/blog/en/sdn-and-nfv-new-paradigm-communication/
https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/produ
cts/vam/vmware-virtual-appliance-solutions-white-paper.pdf 
http://answersforaws.com/blog/2013/07/a-new-paradigm/

+



• grep file system 

• Local vulns

• Admin backdoors

• Remote vulns

• Patch “the box”

WHERE TO BEGIN? ROOT IT!

Jeremy Brown, Hacking Virtual Appliances, Zeronights 2015
http://2015.zeronights.org/assets/files/01-Brown.pdf



GOOGLE THIS!

http://dailydebugtechlove.blogspot.com/2016/01/python-fabric.html https://github.com/joshuap-cfy/frontier-versa-sdwan-poc-0117/blob/master/examples/addnetwork.yaml



==Subshell Breakout==

An administrative user with access to the enable 
menu of the login subshell may enter a 
hardcoded string to obtain a bash shell on the 
operating system.

GOOGLE THIS AGAIN!

https://www.exploit-db.com/exploits/38197/

Version 8.1.6.x, March 2018 (Patched 8.1.7)

Version 6.2.11, September 2015





GREP FOR PASSWORDS 

71  $password = 'talari'
Vulnerable File
.\app\Test\Case\Controller\Component\Auth\PAMA
uthenticateTest.php

68  'password' => 'T414riC4|<3'
Vulnerable File
.\app\Config\database.php

• Config

• Code 

• Logs

• …

- They're flakes!
- They're 1337! 

/etc/shadow file 
admin:aaLR8vE.jjhss:17595:0:99999:7:::
DES: admin



DO SOME FORENSICS 

# cat /root/.bash_history
ls /var/log/messages
…
cd /var/opt/tms/
ls
./scrub_aws.sh
rm -rf scrub_aws.sh
ls
shutdown
cli
exit



YOU CAN'T STOP PROGRESS!

68  'password' => 'T414riC4|<3'



• Hash in /etc/shadow

• Boot scripts

• Remote mgt configs

• Web interface  

• Linux /sbin

• … 

• Local/Remote shell

PATCH IT

The dark side of the Force is a pathway to many abilities 

some consider to be unnatural



SD-WAN SECURITY ASSESSMENT 
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PATCH LEVEL

OS Name - debian, OS Version - 7
Total found packages: 726
Vulnerable packages:

isc-dhcp-relay 4.2.2.dfsg.1-5+deb70u6 amd64
DSA-3442 - 'isc-dhcp -- security update', cvss.score - 5.7

isc-dhcp-server 4.2.2.dfsg.1-5+deb70u6 amd64
DSA-3442 - 'isc-dhcp -- security update', cvss.score - 5.7

libmysqlclient18 5.5.46+maria-1~wheezy amd64
DSA-3459 - 'mysql-5.5 -- security update', cvss.score - 7.2

mysql-common 5.5.46+maria-1~wheezy all
DSA-3459 - 'mysql-5.5 -- security update', cvss.score - 7.2

openssh-client 1:6.0p1-4+deb7u2talari1 amd64
DSA-3446 - 'openssh -- security update', cvss.score - 4.6
DSA-3550 - 'openssh -- security update', cvss.score - 7.2

openssh-server 1:6.0p1-4+deb7u2talari1 amd64
DSA-3446 - 'openssh -- security update', cvss.score - 4.6
DSA-3550 - 'openssh -- security update', cvss.score - 7.2

BusyBox 1.25.1 released October 2016
Angular 1.5.8 released July 2016
Django 1.8.6 released November 2015

Note: Support for OpenSSL 0.9.8 ended on 31st December 

2015 and is no longer receiving security updates

OpenSSL 0.9.8b released May 2006

OpenSSL 0.9.8 branch 

is NOT vulnerable

• Obsolete Linux (example: kernel 2.6.38)

• Obsolete packages

• Obsolete components 



SIEMENS SIMATIC WINCC/WINCC OA

SCADA StrangeLove, 31C3: Too Smart Grid in da Cloud 
http://www.scada.sl/2014/12/31c3-too-smart-grid-in-da-cloud.html



SUDO EVERYWHERE 

my $AuthRetStr = `sudo /home/talariuser/bin/user_management.pl ...’

https://svc.vdomresearch.com/conf/display/SDWAN/user_management.pl


SW ARCHITECT’S POINT OF VIEW
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• Node.js almost everywhere 

• Mixed with perl, java, php

• Developers confuse the client and the server

• Broken (client-side) access control 

• Information disclosure

• Slow HTTP DoS Attacks 

WEB: INTERFACES



• JSON CSRF everywhere 

Exploiting JSON Cross Site Request Forgery (CSRF) using Flash

https://www.geekboy.ninja/blog/tag/json-csrf/

• XSS is not a bug because blocked by Chrome (sic!)

WEB: CLIENT SIDE

Doesn’t happen in Chrome as it 
blocks XSS. … In any case, SD-
WAN is a hardened device and 
web UI is not open to the world 
to play with. So attack surface is 
minor.

SD-WAN vendor security team 



● CVE-2014-2045: Multiple Instances of XSS in 

Viprinet Multichannel VPN Router 300

● Viprinet AdminDesk uses ExtJS 4.2.2.1144

● ExtJS (4 to 6 before 6.6.0) is vulnerable to XSS 

(according to this report)

● So, XSS still work 

● <svg/onload=alert(ViprinetSessionId)>

● Read - Local private key

● Write – Remote Certificate Fingerprint

● Responsible disclosure - No response ;-(

Full disclosure: 

https://seclists.org/fulldisclosure/2018/Oct/41

OK, JUST XSS

https://seclists.org/fulldisclosure/2018/Jul/8


CLIENT VS SERVER…



SERVER VS CLIENT…



WGET/TELNET FROM “LOCALHOST” 

• Management interfaces 

• Databases

• Application backend 

• Rest API/Node.js endpoint

• Strange homebrew “telnet” 

• ….





• Rooted? Grab the code and…

• Analyze it with your favorite Static/Interactive Application Testing tool 

ANALYZE THIS!

Positive Technologies Application Inspector 
https://www.ptsecurity.com/ww-en/products/ai/



• CVE-2017-6316  https://www.cvedetails.com/cve/CVE-2017-6316/ 

• Citrix NetScaler SD-WAN devices through v9.1.2.26.561201 allow remote attackers to 

execute arbitrary shell commands as root via a CGISESSID cookie. On CloudBridge (the 

former name of NetScaler SD-WAN) devices, the cookie name was CAKEPHP rather than 

CGISESSID.

• CVE-2018-17445 Netscaler D-WAN 9.3.x before 9.3.6 and 10.0.x before 10.0.4

I HAVE A CODE, I HAVE A IAST….

IAST



FOLLOW YODA’S LESSONS

Fixed in 8.1.7.x



Riverbed SteelConnect
Password reset link spoofing via HTTP host header
Stored XSS via user name field
Denial of service of gateway via slow HTTP attacks

Cisco (Viptela) SD-WAN
OpenSSH leaks system version via warning message
Incorrect protection against CSRF for REST API and Web UI
Viprinet Virtual VPN Hub
Stored XSS in CLI via item names
TLS server vulnerable to ROBOT attack

Citrix NetScaler SD-WAN / Talari Networks 
Denial of Service on Web UI via Slow HTTP attacks
Multiple stored and reflected XSS
Lack of protection against CSRF for REST API and Web UI
Absence of function level access control mechanism
Multiple command injections
Multiple SQL injections
Arbitrary file reading via path traversal
Unauthorized access to Munin web UI

Versa Networks
Multi-tenancy Access Control Bypass
Hardcoded passwords 
Multiple SQL Injection
Command Proxy WebSocket Hijacking
Remote Command Execution
Information Disclosure
Client-side authentication 
Cross-Site Request Forgery
Multiple XSS
Multiple buffer overflows



• SSL/TLS

• No forward secrecy (like TLS_RSA_WITH_AES_128_CBC_SHA)

• Vulnerable to BEAST and LUCKY13

• TLS 1.0, Insecure ciphersuites (weak DH parameters, CBC mode, 3DES, RC4)

• Client-Initiated Renegotiation (can lead to DoS)

• Old libraries

• IPSec/custom

• Pre-installed certificates which can not be replaced by customers and are the 
same for all nodes in the world

• Manual installation of self-signed certificates with no chance to fast revoke 
them

• Absence of classic CRL and OCSP mechanisms

• Absence of interfaces to be integrated with customer private or public CA

CRYPTO 



• Master Control Node (MCN) protocol

• TCP 2156

• TLS - TLS_RSA_WITH_AES_256_CBC_SHA

• Certs located at /home/talariuser/certificates 

• www-data have full access

• All SD-WAN appliances use the same 
"appliance_agent_cert.pem" keys 

• Passive sniffing/MITM – decrypting and spoofing all 
control channel communications.

• MCN appliance spoofing.

• Certificate and keys read/write via Web 
management interface vulns .

CITRIX NETSCALER HARD-CODED CERTIFICATE



SURICATA REGEX DOS

http://blog.ptsecurity.com/2018/03/we-need-to-talk-about-ids-signature.html



XXXXXX4141414141414141414141414141414141414141414141414141414141414141XXXX

Feb 11 03:33:30PM 2018 INFO  infmgr_inf_handle_discover_msg:8589 RX:XSX_CTRL 
INTF_DISC inf_name AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

*** buffer overflow detected ***: /opt/replaced/bin/replaced terminated

======= Backtrace: =========

/lib/x86_64-linux-gnu/libc.so.6(+0x7329f)[0x7fa4101a929f]

/lib/x86_64-linux-gnu/libc.so.6(__fortify_fail+0x5c)[0x7fa41024487c]

/lib/x86_64-linux-gnu/libc.so.6(+0x10d750)[0x7fa410243750] 

....

DO SOME FUZZING 



WHY MARVEL SUCKS ?



Vendor 1 Vendor 2 Vendor 3 Vendor 4 Vendor 5

Hardcodes V X X X V

Broken access control V V X X V

Using vulnerable GNU/Linux ¯\_(ツ)_/¯ X X X ¯\_(ツ)_/¯

Using vulnerable 3rd party 
components

X X X X X

Broken client-side Web V X X X !

Broken server-side Web X X X X X

Secure misconfiguration ! X X X X

Memory Corruption ¯\_(ツ)_/¯ ¯\_(ツ)_/¯ X X ¯\_(ツ)_/¯

DETECTED VULNS  





ZERO TOUCH IN DA CLOUD

Management and Control

zero-touch branch ... delivering 

automatic business policy and 

firmware update

Lower WAN OPEX and CAPEX

Bringing a new branch .. can 
be done in just a few 
minutes



ZERO TOUCH DEPLOYMENT

https://docs.citrix.com/en-us/netscaler-sd-wan/9-3/zero-touch-deployment-service.html



• No/weak auth

• MITM

• Server spoofing

ZTD SERVER SHOULD BE FRIENDLY! ME – NOT! 



AWS MARKETPLACE, 7 JUNE 2018

We will be updating the AWS image with the current 

GA image of 8.1.7.x.

Anusha Vaidyanathan, Director, Security Product 

Management

My recommendation is to perform an upgrade to 

latest version 9.3.5 (released on May 2018) to make 

sure you have the latest bug fixes

Maria Guzman

Escalation Engineer

Viptela Software Release 18.1

March 30, 2018

Revision 1



UP 2 DATE STATISTICS 

Vendor Up2date AWS Census 
(unpatched/common)

Cisco 18.1 17.2.4 -

Silver Peak 8.1.7.x 8.1.5.10 97%/8.1.5

Citrix 9.3.5 9.3.0 100%/9.3.1.35

Riverbed 2.10 2.8.2.16 -

Versa 16.1R2S1 - 100%/16.1

Arista 4.20.5F 4.20.5F -

VeloCloud 2.5.2 2.4.1 -





SO… RESPONSIBLE DISCLOSURE

https://www.networkworld.com/article/3266111/sd-wan/3-security-features-to-look-for-in-sd-wan-solutions.html

The Silver Peak Product Security Incident Response Team 
(PSIRT) not only scrubs third-party code to identify and eliminate 
potential vulnerabilities, it continuously monitors multiple 
security advisory services to identify new threats as they may 
emerge



NO POOL EMAIL?!



WHEN IN DOUBT…

https://www.exploit-db.com/exploits/38197/

Security-Assessment.com

|Disclosure Timeline|

01/04/2015 - Email sent to info 
address asking for a security contact.
09/04/2015 - Email sent to info and 
security addresses asking for a
security contact.
21/04/2015 - Email sent to CEO
regarding security contact.
21/04/2015 - Response from CEO 
providing security contact details.
22/04/2015 - Email sent to security 
contact asking for PGP key.



WHEN IN DOUBT…

https://www.exploit-db.com/exploits/38197/

Security-Assessment.com

|Disclosure Timeline|

01/04/2015 - Email sent to info 
address asking for a security contact.
09/04/2015 - Email sent to info and 
security addresses asking for a
security contact.
21/04/2015 - Email sent to CEO
regarding security contact.
21/04/2015 - Response from CEO 
providing security contact details.
22/04/2015 - Email sent to security 
contact asking for PGP key.



VENDOR VS RESEARCHER 

Vendor Security
contact

PGP Patches
Tests 

CVE
Credits

Researcher 
friendly 

Cisco YES YES YES YES YES

Silver
Peak

NO NO NO NO NO

Citrix YES YES TBD YES YES

Riverbed NO NO NO NO NO

Versa NO NO YES NO NO

VeloCloud YES NO TBD YES +-



RESEARCHER FRIENDLY 



You should scan 
all these Internets 

for SD-WAN





• Shodan, Census, Google dorks 

• Version fingerprint regexp

• masscan

• nmap NSE scripts

SD-WAN INTERNET CENSUS

https://arxiv.org/ftp/arxiv/papers/1808/1808.09027.pdf





PATCH LEVEL 

● CVE-2016-10708:  OpenSSH before 7.4 allows 

remote attackers to cause a denial of service

● CVE-2017-15906: OpenSSH before 7.6 allows 

attackers to create zero-length files

● CVE-2016-10010: OpenSSH before 7.4, when 

privilege separation is not used, might allow local 

users to gain privileges

● CVE-2016-10011: OpenSSH private key leakage

● CVE-2010-5107: OpenSSH DoS

● CVE-2014-1692: OpenSSh DoS

● CVE-2016-0778: A buffer overflow on OpenSSH 

client

● CVE-2016-0777: OpenSSH client memory leak

● CVE-2016-8858: OpenSSH DoS



SD-WAN Harvester tool to automatically 

enumerate and fingerprint SD-WAN nodes on 

the Internet. Based on Shodan, massscan and 

NMAP NSE. 

TOOLKIT

https://github.com/sdnewhop/sdwan-harvester

SD-WAN Infiltrator is an NSE script to 
automatically discover SD-WAN nodes in a local 
network. It uses SD-WAN Census Database.

https://github.com/sdnewhop/sdwan-infiltrator







COINCIDENCE? I THINK NOT!



DEFAULT PASSWORDS IS BY DEFAULT ARE FOREVER

“SNMP is off by default. Users configure 

their own community string and are recommended 
to use SNMPv3.”
Anusha Vaidyanathan, Director, Security Product 
Management



SD-WAN Harvester, SD-WAN Infiltrator 

New systems, fingerprints, passwords 

https://github.com/sdnewhop/

SD-WAN Threat Landscape

https://arxiv.org/abs/1811.04583

Vulnerabilities 

https://github.com/sdnewhop/

Metasploit modules 

https://github.com/rapid7/metasploit-framework/pull/11177

CONTRIBUTE! 







• Packet processing - DPDK

• Firewall - netfilter/iptables

• Routing - Quagga

• IPsec – strongSwan

• WAF – modsecurity, OWASP 
CRS rules

• IDPS/DPI – suricata

• REST – node.js

SD-WAN – JUST A BUNCH OF OPEN SOURCE 



• Complex products, open source based 
• Problems with patch management 
• Lot of management interfaces (and bugs) 
• Weak defaults 
• Issues with patching/responsible disclosure
• …in da cloud 
...

• Hack before you buy!

SD-WAN SECURITY MATURITY 
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