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= Instruction decoding

= Fix CPU bugs

= Exception handling
= Power Management

= Complex features (Intel SGX)
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Cc3 ret

48 b8 88 77 66 55 movabs rax,0x1122334455667788
44 33 22 11

64 ff 03 inc DWORD PTR fs:[ebx]
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84

ret

movabs rax,0x1122334455667788

inc DWORD PTR fs:[ebx]
inc WORD PTR fs:[bx]
vimaddsub132ps xmmO, xmmil,

xmmword ptr cs:
[esi + edi * 4 + 0x11223344]
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load temp, [esp]

pop [ebx] store [ebx], temp

add esp, 4
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= Kernel mode

= |oad microcode update into RAM
= Write virtual address to MSR 0xC0010020

= Microcode patches not persistent
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16 northbridge ID southbridge ID
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48 match register 4 match register 5
54 match register 6 match register 7
64 triad 0, microinstruction 0

72 triad 0, microinstruction 1
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Bl Bit— | 0 31| 32 63
0 date patch ID
8 patch block | len [ init checksum
16 northbridge ID southbridge ID
24 CPUID magic value
32 match register 0 match register 1
40 match register 2 match register 3
48 match register 4 match register 5
54 match register 6 match register 7
64 triad 0, microinstruction 0
72 triad 0, microinstruction 1
80 triad 0, microinstruction 2
88 triad 0, sequence word | triad 1 ...
0 64 128 192 224
Operation 1 Operation 2 Operation 3 Se\?vuoergce
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CPUs updatable
Update drivers in Linux kernel
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Is it hackable?

= CPUs updatable

= Update drivers in Linux kernel
= Microcode updates

= Update file format

= Hints that there is no strong crypto
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Unknown Instruction Set

0000000
0000020
0000040
0000060
0000080
0000020

0000380
0000320

02062004
00000644
00fffbff
eblfelfe
9fffee3f
elbfcOlf
007f81ff
cOlfelbf
dfffeee3
007181
bfcolfel
7f81ffo0
1felbfco
007181
bfcolfel
03dfffoo
81ffeo7f
elbfcOlf
007f81ff
cOlfelbf
81ffeo7f
elbfcOlf
0003dfff
7f81ffo0
1felbfco
007181
bfcolfel
7f81ffo0
1felbfco
f0003df

00000039
00000140
£d9035¢3
ff3cf6dc
1bc3e440
fe00ff0O3
7f803fc3
07bffedd
03fe00ff
c37f803f
00ffo3fe
803fc37f
03fe00ff
c37f803f
0007bffe
f03fed0
3fc37180
fe00ff0O3
7f803fc3
f03fed0
3fc37f80
fe0007bf
00ffo3fe
803fc37f
03fe00ff
c37f803f
00ffo3fe
803fc37f
bffe0007
fe00ff0O3

00208000
FEFFFFff
a9fe7bf8
807f879f
07fcOlfe
86Ff007T
000f7ffc
fe@7fcOl
7867100
fc01fed7
007186
fe@7fcl
7867100
fc000f7f
01fe07fc
007f86ff
07fcolfe
867007 T
01fe07fc
007f86ff
7ffco00f
fc01fed7
007186
fe@7fcl
7867100
fc01fed7
007186
0f7ffco0
07fcOlfe
86Ff007T

3e331cfd
FEFFFFff
3foeffof
0266027
ff0dfe00
78001a30
03fcoff8
0offodfe
0ff803fc
0dfe00ff
03fcoff8
0offodfe
fff8001le
803fcoOf
fe00ffod
fcoff803
ff0dfe00
803fcoOf
fe00ffod
1lefff800
0ff803fc
0dfe00ff
03fcoff8
0offodfe
0ff803fc
0dfe00ff
001efff8
fcoff803
ff0dfe00
803fcof

00000000
FEFFFFff
c7ffdffe
18feld74
ebe00035
f007f81f
fcOlfelb
811007
felbfcOl
f007f81f
fcolfelb
3dfffoe0
1ffe07f8
1bfcOlfe
07f81ff0
01felbfc
1ffe07f8
1bfcOlfe
003dfffo
811007
felbfcOl
f007f81f
fcOlfelb
811007
felbfcOl
0003dff
07f81ff0
01felbfc
1ffe07f8
1bfcOlfe

00000000
fEFfFffff
3c03bcle
6abd2000
3fe00ff0
37f803fc
0ffo3fed
03fc37f8
3fe00ff0
37f803fc
007bffed
f03fe00f
fc371803
e00ffo3f
f803fc37
f03fe00f
fc371803
e0007bff
0ffo3fed
03fc37f8
3fe00ff0
37f803fc
0ffo3fed
03fc37f8
ffe0007b
e00ffo3f
f803fc37
f03fe00f
fc377803
e00ffo3f

00000048
FIFFFFff
00d57a80
e7fffbcf
8671007
c01fed7f
0071861
e@7fcolf
8671007
cOOOF7ff
1fe@7fcO
0718670
7fcolfed
6ff007f8
1fe@7fcO
0718670
ffco00f7
c01fed7f
0071861
e@7fcolf
867007
c01fed7f
0071861
f7ffc000
7fcolfed
6ff007f8
1fe@7fcO
0718670
7fcolfed
6ff007f8

aaaaaadd
TIEFffff
fffffeld
offof3fo
f803fcO
dfe00ffo
3fcoff80
offodfed
ff800lef
803fcoff
e00ffodf
coff8e3f
fodfe00f
803fcoff
e00ffodf
efff8001
ff803fcO
dfe00ffo
3fcoff80
offodfed
ff803fcO
dfe00ffo
0lefff80
coff8e3f
fodfe00f
803fcoff
e00ffodf
coff8e3f
fodfe00f
800lefff
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Unknown Instruction Set

00003a0

02062004
00000644
00fffbff
eblfelfe
9fffee3f
elbfcOlf
007f81ff
colfelbf
dfffee03
007181
bfcolfel
7f81ff00
1felbfcO
007181
bfcolfel
03dfffo0
81ffoe7f
elbfcOlf
007f81ff
colfelbf
81ffoe7f
elbfcOlf
0003dfff
7f81ff00
1felbfcO
007181
bfcolfel
7f81ff00
1felbfcO
f0003df

00000039
00000140
£d9035c3
ff3cfedc
1bc3e440
fe00ff03
7f503fc3
07bffedd
03fe00ff
c37f303f
00ffo3fe
3fc37f
03fe00ff
c37f303f
0007bffe
ff03fe00
3fc37f
fe00ff03
7f503fc3
ff03fe00
3fc37f
fe0007bf
00ffo3fe
3fc37f
03fe00ff
c37f303f
00ffo3fe
3fc37f
bffe0007
fe00ff03

00208000
fEFFFfff
a9fe7bf8

7f879F
07fcolfe
86ff007f
000f7ffc
fe07fcol
786700
fcolfed7
007186
fe07fcol
786700
fc000f7f
01fe07fc
00786 f
07fcolfe
86ff007f
01fe07fc
00786 f
7ffco00f
fcolfed7
007186
fe07fcol
786700
fcolfed7
007186
0f7ffco0
07fcolfe
86ff007f

3e331cfd
FREFFFFf
3feeffof
10266027
ffodfe00
70001230
03fcoff8
ooffodfe
offao3fc
0dfe@0ff
03fcoff8
ooffodfe
fffooole
foo3fcof
feo0ffod
fcoffso3
ffodfe00
foo3fcof
fe00ffod
lefffooo
offao3fc
odfe@0ff
03fcoff8
ooffodfe
offao3fc
odfe@0ff
00lefff8
fcoffso3
ffodfe00
foo3fcof

00000000
FRFFFFFf
c7ffdffe
18feld74
ebe00035
007f81f
fcolfelb
f81ff007
felbfcOl
007f81f
fcolfelb
3dfffoe0
1ff007f8
1bfcOlfe
0778110
01felbfc
1ff007f8
1bfcolfe
003dfffo
81ff007
felbfcOl
007f81f
fcolfelb
f81ff007
felbfcOl
f0003dff
0778110
01lfelbfc
1ff007f8
1bfcolfe

00000000
FEFFFfff
3c03bcle
6abd2000
3fe00ffo
37fo03fc
0ff03fed
03fc37f8
3fe00ffo
37fo03fc
007bffed
fo3fe00f
fc37f503
e00ffo3f
f503fc37
fo3fe00f
fc37f503
e0007bff
0ff03fed
03fc37f8
3fe00ffo
37fo03fc
0ff03fed
03fc37f8
ffe0007b
e00ffo3f
f503fc37
fo3fe00f
fc37f503
e00ffo3f

00000048
FEFFFfff
00d57a

e7fffbcf
86007
c01fe07f
0077861
e07fcolf
86007
c000f7ff
1fe07fcO
07f867f0
7fc01fed
6ff007f8
1fe07fcO
07f867f0
ffco00f7
c01fe07f
0077861
e07fcolf
861007
c01fe07f
0077861
f7ffc000
7fc01fed
6ff007f8
1fe07fcO
07f867f0
7fc01fed
6ff007f8

aaaaaadd
FEEFFFFf
fffffeld
offof3fo
ffo03fco
dfe00ffo

e00ffodf
cOffo03f
fodfe00f

3fcoff
e00ffodf
efffooel
ffo03fco
dfe00ffo

fodfe00f
3fcoff
e00ffodf
cOffo03f
fodfe0df
0lefff
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Unknown Instruction Set

02062004
00000644
00fffbff
eblfelfe
9fffee3f
elbfcoOlf
007f81ff
colfelbf
dfffe003
T 8l
bfcolfel
7f81ff00
1felbfcO
T 8l
bfcolfel
03dfffo0
81f f
elbfcoOlf
007f81ff
colfelbf
81f f
elbfcoOlf
0003dfff
7f81ff00
1felbfcO
T 8l
bfcolfel
7f81ff00
1felbfcO
Tf0003df

00000039
00000140
£d9035¢3
ff3cfédc
1bc3e440
fe00ff03
7fo03fc3
07bffe00
03fe00ff
c37f503f
00ffo3fe
3fc37f
03fe00ff
c37f303f
0007bffe
ff03fe00
3fc37f
fe00ff03
7fo03fc3
ff03fe00
3fc37f
e0007bf
00ffo3fe
3fc37f
03fe00ff
c37f503f
00ffo3fe
3fc37f
bffe0007
fe00ff0O3

00208000
FEFFFFff
a9fe7bf8
7f879f
07fcolfe
86f f
000f7ffc
fed7fcol
7f867f00
fc01lfed7
86
fed7fcol
7867100
fc000f7f
01fed7fc
00786 f
07fcolfe
86f f
01fed7fc
00786 f
7ffcoo0f
fc01lfed7
86
fed7fcol
7f867f00
fc01lfed7
86
0f7ffco0
07fcolfe
86f f

3e331cfd
FEFFFFff
3feoffof
10266027
ffodfe00
75001a30
03fcoff8
00ffodfe
0ffo03fc
0dfe00ff
03fcoff8
0offodfe
fffooole
fo03fcof
fe00ffod
fcOffao3
ffodfe00
fo03fcof
fe00ffod
lefffaoo
0ffoo3fc
0dfe00ff
03fcoff8
00ffodfe
0ffo03fc
0dfe00ff
001efff8
fcOffao3
ffodfe00
fo03fcof

00000000
FEFFFFff
c7ffdffe
18feld74
ebe00035
f81f
fcolfelb
f81f
felbfcOl
f81f
fcolfelb
3dfffee0
1f 78
1bfcOlfe
07f81ff0
01felbfc
1f 78
1bfcOlfe
003dfffo
f81f
felbfcOl
f81f
fcolfelb
f81f
felbfcOl
f0003dff
07f81ff0
01felbfc
1f 78
1bfcOlfe

00000000
TIEFffff
3c03bcle
6abd2000
3fe00ffo
37fs03fc
0ffo3fed
03fc37f8
3fe00ffo
37fs03fc
007bffed
fo3fe00f
fc37f503
e00ffo3f
f203fc37
fo3fe00f
fc37f503
€0007bff
0ffo3fed
03fc37f8
3fe00ffo
37fs03fc
0ffo3fed
03fc37f8
ffe0007b
e00ffo3f
f203fc37
fo3fe00f
fc37f503
e00ffo3f

00000048
TEEFffff
00d57a
e7fffbcf
f86f
c0lfe@7f
f86f
e07fcolf
f86f
cO00f7ff
1fe07fcO
0718610
7fcolfed
6f 8
1fe07fcO
0718610
ffco00f7
colfe@7f
f86f
e07fcolf
f86f
colfe@7f
f86f
f7ffc000
7fcolfed
6T 8
1fe07fcO
0718610
7fcolfed
6T f8

aaaaaadd
TEFfffff
fffffeld
offof3fo
ffo03fco
dfe00ffo
3fcoff
offodfed
ffooolef
3fcoff
eooffodf
cOffs0o3f
fodfe00f
3fcoff
eooffodf
efffaool
ffoo3fco
dfe00ff0
3fcoff
offodfed
ffoo3fco
dfe00ffo
0lefff
cOffso3f
fodfe00f
3fcoff
eooffodf
cOffso3f
fodfe00f
0lefff

RUHR
UNIVERSITAT
BOCHUM

RUB

16



. - RUHR U
Is it hackable? ggé:EUR;ITAT R B

= Update drivers in Linux kernel

= Microcode updates
= Update file format

= Hints that there is no strong crypto

17



. - RUHR U
Is it hackable? ggé:EUR;ITAT R B

= Update drivers in Linux kernel

= Microcode updates
= Update file format
= Hints that there is no strong crypto

= CPU accepts modified updates

17



. - RUHR U
Is it hackable? ggé:EUR;ITAT R B

= Update drivers in Linux kernel

= Microcode updates

= Update file format

= Hints that there is no strong crypto
= CPU accepts modified updates

= Yes!
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Raspberry Pi &
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A A A
Serial GPIO 'SSH
Nodel H Laptop A
Node2 H Development
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Heatmaps

ROM Address

vector instruction

9x900 - 8x913
9x900 - 8x913
0x914 - @x917
0x918 - @x95f

0x960
0x961
@x962
©9x963
0x964
2x965
0x966
0x967
2x968
0x969
@x972
0x974
2x976
0x978
@x979
0x97b
@x9a8
9x9a9
@x9ae
ox9af

8x971
@x973
8x975
0x977

8x97a
exga7

@x9ad

e9ff

rep_cmps_mem8
mul_mem16
idiv
mul_regl6
imul_mem16
bound
imul_regl6

bts_imm
;iv
;d1v
;dlv
gtr,1mm

mfence
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= Unknown instruction set analysis

= Black box model with oracle
= Feed inputs, filter and observe outputs

= Infer structure, encoding, meaning
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x86 Instructions

CPU
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| 86 Instructi ‘ | State at t | Microcode Update
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| 86 Instructi ‘ | State at t | Microcode Update
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CPU
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Input:

RUB

eax 00000101 ebx 00000101 ecx 00000102 edx 00000103
esi 00000104 edi 00000105 ebp 00000106 esp 0013b477

0000000000000111110100000001111011000000000000000000000011010101
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eax 00000101 ebx 00000101 ecx 00000102 edx 00000103
esi 00000104 edi 00000105 ebp 00000106 esp 0013b477

0000000000000111110100000001111011000000000000000000000011010101

Output:

eax 000001d6 ebx 00000101 ecx 00000102 edx 00000103
esi 00000104 edi 00000105 ebp 00000106 esp 0013b477?
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eax 00000101 ebx 00000101 ecx 00000102 edx 00000103
esi 00000104 edi 00000105 ebp 00000106 esp 0013b477?

0000000000000111110100000001111011000000000000000000000001010101
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eax 00000101 ebx 00000101 ecx 00000102 edx 00000103
esi 00000104 edi 00000105 ebp 00000106 esp 0013b477?

0000000000000111110100000001111011000000000000000000000001010101

Output:

eax 00000156 ebx 00000101 ecx 00000102 edx 00000103
esi 00000104 edi 00000105 ebp 00000106 esp 0013b477?
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Input:

RUB

eax 00000101 ebx 00000101 ecx 00000102 edx 00000103
esi 00000104 edi 00000105 ebp 00000106 esp 0013b477?

0000000000000111110100000001111011000000000000000000000001010101

Output:

eax 00000156 ebx 00000101 ecx 00000102 edx 00000103
esi 00000104 edi 00000105 ebp 00000106 esp 0013b477?

eax = eax + 0x55
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Early attempts e RIUB

Input:

eax 00000101 ebx 00000101 ecx 00000102 edx 00000103
esi 00000104 edi 00000105 ebp 00000106 esp 0013b477?

0000000000000111110100000001111011000000000000000000000001010101

Output:

eax 00000156 ebx 00000101 ecx 00000102 edx 00000103
esi 00000104 edi 00000105 ebp 00000106 esp 0013b477?

eax = eax + 0x55

Imm
000000000000011111010000000111101100000000000000 0000000001010101
0x55
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Input:

RUB

eax 00000101 ebx 00000101 ecx 00000102 edx 00000103
esi 00000104 edi 00000105 ebp 00000106 esp 0013b477

0000000110000111110100000001111011000000000000000000000011010101
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Input:

RUB

eax 00000101 ebx 00000101 ecx 00000102 edx 00000103
esi 00000104 edi 00000105 ebp 00000106 esp 0013b477

0000000110000111110100000001111011000000000000000000000011010101

Output:

eax 000001d4 ebx 00000101 ecx 00000102 edx 00000103
esi 00000104 edi 00000105 ebp 00000106 esp 0013b477?
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Input:

RUB

eax 00000101 ebx 00000101 ecx 00000102 edx 00000103
esi 00000104 edi 00000105 ebp 00000106 esp 0013b477?

0000000110000111110100000001111011000000000000000000000001010101
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Input:

RUB

eax 00000101 ebx 00000101 ecx 00000102 edx 00000103
esi 00000104 edi 00000105 ebp 00000106 esp 0013b477?

0000000110000111110100000001111011000000000000000000000001010101

Output:

eax 00000154 ebx 00000101 ecx 00000102 edx 00000103
esi 00000104 edi 00000105 ebp 00000106 esp 0013b477?
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Input:

RUB

eax 00000101 ebx 00000101 ecx 00000102 edx 00000103
esi 00000104 edi 00000105 ebp 00000106 esp 0013b477?

0000000110000111110100000001111011000000000000000000000001010101

Output:

eax 00000154 ebx 00000101 ecx 00000102 edx 00000103
esi 00000104 edi 00000105 ebp 00000106 esp 0013b477?

eax = eax @ 0x55
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Early attempts

Input:

RUB

eax 00000101 ebx 00000101 ecx 00000102 edx 00000103
esi 00000104 edi 00000105 ebp 00000106 esp 0013b477?

0000000110000111110100000001111011000000000000000000000001010101

Output:

eax 00000154 ebx 00000101 ecx 00000102 edx 00000103
esi 00000104 edi 00000105 ebp 00000106 esp 0013b477?

eax = eax @ 0x55

Ukl Operation

Imm
0 000000110 00011111010000000111101100000000000000 0000000001010101
xor 0x55
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Micro Op Encoding ‘EE‘E‘%&S”‘T RUB

Ukl Operation SwapOps OpMode Opl  Uk2 PZSFlags CFlag Uk3 OpClass SegReg Size Op2  RegMode Uk4  Uk5Imm Imm

U 000000000 X n 111111 uuu £ £ u cce ssss  zzz 222222 T uuuuuu u [EEEEEEEEEEEEEEEY
0 001111100 0 1 011111 010 0 0 0 000 1111 011 010110 0 000000 0 0000000011010101
div2 t24q reg os4  64b ti5q 0xd5

Ukl Operation SwapOps OpMode Opl  Uk2 PZSFlags CFlag Uk3 OpClass SegReg Size Op2  RegMode Uk4  UkSReg Op3  Uk6Reg

U 000000000 X m 111111 uuu f f u cce ssss zzz 222222 r uuuuuu uu 333333 uuuuuuuuu
[ 001111111 1 0 101001 100 O 0 0 001 0111 010 101010 1 010000 00 010000 000000000
1d regmd5 1d rs 32b t35d t9d

Ukl ShortOprn Condition SwapOps OpMode Opi  Uk2 PZSFlags CFlag Uk3 OpClass SegReg Size Op2  RegMode Uk4  RomAddr

u 0000 cceee x m 111111 uuu £ £ u ccc ssss  zzz 222222 r uuuuuu aaaaaaaaaaaaaaaaa
[ 0101 00100 1 1 111001 101 O 0 0 000 1111 011 111011 0 000000 00000000000000011
jee EZF £50q reg os4  64b t52q 0x3
Ukl Action Uk2 RomAddr
uuuuUUUULUUULLY 000 uu  aaaaaaaaaaaa
111111111111110 010 10 010110100101
branch 0x5ab
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Infer Logic of ROM Triads ONVERSITAT RUB

BOCHUM

Microcode ROM Microcode RAM
0X96E OXFEO
0Xx96F OXFE1
0x970 OXFE2
0x971 OxFE3
MRO 0x972 OXFE4
0x973 OXFE5
MR1 0x974 OXFE6
0x975 OXFE7
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g RUHR
Hardware Analysis SNWERSITAT RUB
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20.01.17 Det. HV WD Pressure 50.0pm:
16:13 _LFD12.5kV12.0 mm0.20_mbar AMD_uCODE_ROM _ROI3 1
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= Heatmaps
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= Heatmaps

= 29 Micro Ops

= Logic, arithmetic, load, store
= Write x86 program counter

= Conditional microcode branch
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= Heatmaps

= 29 Micro Ops

= Logic, arithmetic, load, store

= Write x86 program counter

= Conditional microcode branch
= Sequence word

= Next triad, sequence complete, unconditional branch
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Heatmaps

29 Micro Ops

= Logic, arithmetic, load, store
= Write x86 program counter
= Conditional microcode branch
Sequence word
= Next triad, sequence complete, unconditional branch

Substitution engine
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RUB
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Augment x86 instructions UNVErsiTiT RUB

BOCHUM

= Jump back to ROM

= DIV

= Emulate instruction logic

= IMUL, SHRD, CMPXCHG, ENTER

30
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= |nstrumentation
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= |nstrumentation

= Remote microcode attacks
= Control flow hijack in browsers induced by microcode

= Triggered remotely with ASM.JS, WebAssembly
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= |nstrumentation

= Remote microcode attacks
= Control flow hijack in browsers induced by microcode
= Triggered remotely with ASM.JS, WebAssembly
= Cryptographic microcode Trojans
= Introduce timing side-channels in constant-time ECC implementation

= Inject faults to enable fault attacks

31



Sample Microprog
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sub.Z tid
jcc EZF,
or ti2d,

, eax
0x2

eax,

0x8

RUB
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Sample Microprogram (simplified)
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sub.Z tild, eax
jcc EZF, 0x2
or t12d, eax, 0x8

div2 t15q, t24q, 0xd5
srl t13w, ax, 0x8
divi.C t19d, t12d, t56d

RUB
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Sample Microprogram (simplified)
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sub.Z tild, eax
jcc EZF, 0x2
or t12d, eax, 0x8

div2 t15q, t24q, 0xd5
srl t13w, ax, 0x8
divi.C t19d, t12d, t56d

mov t9d, t9d, regmd4
add.EP t56d, edx, tb56d
jcc True, -0x800

RUB
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Sample Microprogram (simplified)

RUHR
UNIVERSITAT
BOCHUM

sub.Z tild, eax
jcc EZF, 0x2
or t12d, eax, 0x8

div2 t15q, t24q, 0xd5
srl t13w, ax, 0x8
divi.C t19d, t12d, t56d

mov t9d, t9d, regmd4
add.EP t56d, edx, tb56d
jcc True, -0x800

mov eax, eax
add tild, pcd, 1
writePC ti1d

RUB
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Demo
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Demo - Bug Attack Overview

= attack on implementation of otherwise secure crypto
= introduces error into calculation
= enables reconstruction of key material

= bug implemented via microcode update
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= No signature, any update accepted
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No signature, any update accepted

Backdoors are possible
Not really fixable (well, hardware recall...)
Hacky fix: load update to brick update mechanism

But: requires strong attacker and old CPUs
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= Microcode can be reversed and changed

= visit us at CCL 0, Multipurpose area ("Binary Security" in c3nav)!

= sample updates available on Github

https://github.com/RUB-SysSec/Microcode

Horst Gortz Institute for IT-Security emproof
Ruhr-Universitat Bochum www.emproof.de
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