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Web SSO: Basic Principle

Relying Party |dentity Provider
Browser e.g., rp.com e.g., facebook.com

< 1. "Login with IdP." >
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< 2. user authentication, issue token >
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Web SSO: Basic Principle

Relying Party |dentity Provider
Browser e.g., rp.com e.g., facebook.com

< 1. "Login with IdP." >

2. user authentication, issue token >

3. send token
Authorization:

Access user data or

act on behalf of the user.

< 4. retrieve data / - (E.g., post to facebook timeline.)
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Web SSO: Basic Principle

Relying Party |dentity Provider
Browser e.g., rp.com e.g., facebook.com

1. "Login with IdP." >

2. user authentication, issue token >

<
<
)
<

< 4. retrieve data >

5. logged in
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Web SSO: Basic Principle

Relying Party |dentity Provider
Browser e.g., rp.com e.g., facebook.com

1. "Login with IdP." >

2. user authentication, issue token >

<
<
)
<

< 4. retrieve data >

Authentication:
rp.com is convinced of the user's identity.
(E.g., logged in as user@facebook.com.)

5. logged in

33C3 Daniel Fett, Guido Schmitz
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Web SSO: Why should(n't) | use it?

For users
+ ease-of-use - lack of privacy
+ harder to forget passwords - IdP account is single point of failure
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Web SSO: Why should(n't) | use it?

For users
+ ease-of-use - lack of privacy
+ harder to forget passwords - IdP account is single point of failure

For Relying Parties

+ less data to store - less control over user's accounts

+ no password recovery, etc. - IdP account is single point of failure
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Web SSO: Why should(n't) | use it?

For users
+ ease-of-use - lack of privacy
+ harder to forget passwords - IdP account is single point of failure

For Relying Parties

+ less data to store - less control over user's accounts

+ no password recovery, etc. - IdP account is single point of failure

For Identity Providers

+ more user data (for advertising, etc.) - more user data

+ service for users - implementation overhead
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Not-so-Modern SSO Systems

old! (2006)
Many flaws

Not in widespread use any longer (exception: twitter)

Do not use!

OAuth 1.0
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Not-so-Modern SSO Systems

« 0Old! (2006)
e Many flaws

* Not in widespread use any longer (exception: twitter)
* Do not use!

OAuth 1.0
 Old! (2007)
* Not user-friendly
 Super-flexible (read: not developer-friendly)
OpenlID * Do not use!
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Modern Single-Sign On Systems

Modern (2011) authorization protocol

Completely incompatible to OAuth < 2.0

Bearer token approach, no crypto (except transport layer)

Used everywhere (almost!)

OAuth 2.0

Not for authentication. Repeat: Not for authentication!
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Say OAuth is an Authentication
standard again.
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Modern Single-Sign On Systems

Modern (2011) authorization protocol

Completely incompatible to OAuth < 2.0

Bearer token approach, no crypto (except transport layer)

Used everywhere (almost!)

OAuth 2.0

Not for authentication. Repeat: Not for authentication!

Nonetheless used for authorization and authentication

Many flaws (mostly fixed)
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Modern Single-Sign On Systems

OAuth 2.0

OpenlID Connect

33C3

Modern (2011) authorization protocol

Completely incompatible to OAuth < 2.0

Bearer token approach, no crypto (except transport layer)
Used everywhere (almost!)

Not for authentication. Repeat: Not for authentication!
Nonetheless used for authorization and authentication
Many flaws (mostly fixed)

e Very modern (2014)!
e Authentication layer on top of OAuth

Completely incompatible to OpeniD
|dP Discovery and dynamic RP Registration

Daniel Fett, Guido Schmitz
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Web SSO: The Chart of Confusion

Authorization

OAuth 1.0
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Authorization

marketing predecessor of

_———

OAuth 1.0 OAuth 2.0
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Web SSO: The Chart of Confusion

Authorization

marketing predecessor of

not compatible to

OAuth 1.0 OAuth 2.0

Authentication foundation for

n Log in with Facebook

marketing predecessor of

—_— e

not compatible to
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Web SSO: The Chart of Confusion

Authorization

marketing predecessor of

not compatible to

OAuth 1.0 OAuth 2.0

Authentication foundation for

n Log in with Facebook
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—
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<IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIRIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII>

OpenlD OpenlD Connect
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Modern Single-Sign On Systems

-

Mozilla Persona
aka. BrowserID
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Modern Single-Sign On Systems

Different approach: E-Mail providers as Identity Providers (IdPs)

Privacy goal: IdPs do not learn where you log in (see later)

-

Developed by Mozilla

Mozilla Persona Target: Integrate into browsers

aka. BrowserID ... which never happened.
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Modern Single-Sign On Systems

Different approach: E-Mail providers as Identity Providers (IdPs)

Privacy goal: IdPs do not learn where you log in (see later)

-

Developed by Mozilla

Mozilla Persona Target: Integrate into browsers

aka. BrowserID ... which never happened.
New target: Pure web implementation using HTML5 & stuff

... with "bridges" to OpenlD and OAuth
Failed, but interesting approach!
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What else?

e SAML

e Shibboleth
* WebAuth

* CAS




So what is this all about?



Our Goal

We analyze whether web mechanisms
(here: Web SSO protocols)
are secure
when implemented correctly
(i.e., following the standards and all best practices).




Our Goal

In other words:
Are the standards and protocols secure?

Daniel Fett, Guido Schmitz
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Our Approach: Formal Analysis

(part of our PhD research)
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Our Approach: Formal Analysis

(part of our PhD research)

1. Create a Model of the Web Infrastructure and Web Applications

Algorithm 10 Relation of LPO RFPO -

T i (Models are incomplete by
| nature, but useful, see TLS 1.3)

mnid]
“on
13: remove the element with key sessionid from the dictionary s’.sessions
14 stop {},s’
15 end if
16 end if
17: nd if
L
1 dif
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1. Create a Model of the Web Infrastructure and Web Applications

Algorithm 10 Relation of LPO RFPO -

T i (Models are incomplete by
| nature, but useful, see TLS 1.3)

mnid]
“on
13: remove the element with key sessionid from the dictionary s’.sessions
14 stop {},s’
15 end if
16 end if
17: nd if
L
E nd if
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Our Approach: Formal Analysis

(part of our PhD research)

1. Create a Model of the Web Infrastructure and Web Applications

N | (Models are incomplete by
A nature, but useful, see TLS 1.3)

end if

2.777

3. Proofs of Security!
A j _lB TN

4
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None of our business ...

* Phishing

* Clickjacking

 Stupid Users (cf. phishing)
 Compromised Browsers/OSs

 Compromised Databases, etc.




What is security? What is privacy?



Authentication Properties

(A) An attacker (having full control over the network) should not be able to use a service
of a relying party as an honest user.
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Authentication Properties

(A) An attacker (having full control over the network) should not be able to use a service
of a relying party as an honest user.

(B) An attacker should not be able to authenticate an honest browser
to a relying party as the attacker.

Browser

https://google.com

e.g., session fixation/swapping

Daniel Fett, Guido Schmitz



Session Integrity

Browser Relying Party Identity Provider

1. "Login with IdP.."

< 2. usé ication >
< 3. Redirq rp.com AT
< 4./5. retrieve URI, send AT

5. retrieve data using AT

33C3 Daniel Fett, Guido Schmitz 53




Privacy

Privacy in Web SSO (IdP Privacy):
A malicious identity provider should not be able to distinguish whether Alice logs in
at relying party A or B.

There are also other notions
of Privacy for SSO!

Daniel Fett, Guido Schmitz



Ok, let's start with OAuth (2.0!) ....



OAuth 2.0

OAuth 2.0: RFC 6749 (and others)

Four modes of Interaction:

Implicit Mode

> MOoSt common

Authorization Code Mode -
Resource Owner Password Credentials Mode
Client Credentials Mode

... and many other options.

Daniel Fett, Guido Schmitz



Implicit Mode

Browser rp.com Facebook

< 1. "Login with Facebook." >
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Implicit Mode

Browser rp.com Facebook

< 1. "Login with Facebook." >
< 2. user authentication >
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Implicit Mode

Browser rp.com Facebook

< 1. "Login with Facebook." >
< 2. user authentication >
<s

. Redirect to rp.com with Access Token AT in URI fragment (# AT ...))

< 4. retrieve URI (w/o token) >
5.send AT >
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Implicit Mode

Browser rp.com Facebook

< 1. "Login with Facebook." >
< 2. user authentication >
<s

. Redirect to rp.com with Access Token AT in URI fragment (# AT ...))

< 4. retrieve URI (w/o token) >
5.send AT >

< 6. retrieve data using AT >
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Implicit Mode

Browser rp.com Facebook

< 1. "Login with Facebook." >
< 2. user authentication >
<s

. Redirect to rp.com with Access Token AT in URI fragment (# AT ...))

< 4. retrieve URI (w/o token) >
5.send AT >

4 7. logged in
A

—

< 6. retrieve data using AT >
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Authorization Code Mode

Browser rp.com Facebook

< 1. "Login with Facebook." >
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Authorization Code Mode

Browser rp.com Facebook

< 1. "Login with Facebook." >
< 2. user authentication >
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Authorization Code Mode

Browser rp.com Facebook

< 1. "Login with Facebook." >

< 2. user authentication >
< 3. Redirect to rp.com with Authorization Code AC in URI

4. Request URI with AC >
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Authorization Code Mode

Browser rp.com Facebook

< 1. "Login with Facebook." >

< 2. user authentication >
< 3. Redirect to rp.com with Authorization Code AC in URI

4. Request URI with AC >
é retrieve access token AT using A(>
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Authorization Code Mode

Browser rp.com Facebook

< 1. "Login with Facebook." >

< 2. user authentication >
< 3. Redirect to rp.com with Authorization Code AC in URI

4. Request URI with AC >
é retrieve access token AT using A(>
< 6. retrieve data using AT >
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Authorization Code Mode

Browser rp.com Facebook

< 1. "Login with Facebook." >

< 2. user authentication >
< 3. Redirect to rp.com with Authorization Code AC in URI

4. Request URI with AC >
é retrieve access token AT using A(>
< 6. retrieve data using AT >
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(Selected) Attacks on OAuth 2.0



Known Attacks...
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Known Attacks...

EA(naN

99
‘ " Recy:le! "

- Cut‘n‘paste attack
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Known Attacks...

EA(naN

_ € € " "We
Cut‘n‘paste attack Y ;Regde!”
— Lack of HTTPS Sharing is caring!

#
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Known Attacks...

EA(naN

99
Q " Recy:le! "

- Cut‘n‘paste attack

— Lack of HTTPS Sharing is caring!

#

-

- Setting Cookies via HTTP
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307 Redirect Attack

Browser rp.com Some IdP

1. "Login with IdP." >

< 2. user authentication >
< 3. Redirect to rp.com with AT or AC

4. retrieve URI >

< 5. retrieve data using AT >
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307 Redirect Attack

Browser rp.com Some IdP

1. "Login with IdP."

2. user authentication

3. Redirect to rp.com with AT or AC

4. retrieve URI >

< 5. retrieve data using AT >
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307 Redirect Attack

Browser rp.com Some IdP

2.a Request user authentication
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307 Redirect Attack

33C3

Browser rp.com Some IdP

2.a Request user authentication

2.b Request user login

Daniel Fett, Guido Schmitz
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307 Redirect Attack

33C3

Browser rp.com Some IdP

2.a Request user authentication

2.b Request user login

2.c Send username & password

Daniel Fett, Guido Schmitz
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307 Redirect Attack

33C3

Browser

rp.com Some IdP

2.a Request user authentication >

2.b Request user login

2.c Send username & password >

3. 307 Redirect to rp.com with AT or AC

HTTP Status Code 307:
Redirect repeats POST data
In new request

Daniel Fett, Guido Schmitz
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307 Redirect Attack

Browser rp.com Some IdP

2.a Request user authentication >
< 2.b Request user login

2.c Send username & password >

< 3. 307 Redirect to rp.com with AT or AC

4.a Request URI
+ username & password

HTTP Status Code 307:
Redirect repeats POST data
In new request
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307 Redirect Attack

33C3

Browser

rp.com Some IdP

2.a Request user authentication >

2.b Request user login

<

2.c Send username & password >

3. 307 Redirect to rp.com with AT or AC

<

4.a Request URI
+ username & password

HTTP Status Code 307:
Redirect repeats POST data
In new request

Daniel Fett, Guido Schmitz
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307 Redirect Attack

OAuth standard says:

1.7. HTTP Redirections

This specification makes extensive use of HTTP redirections, in which
the client or the authorization server directs the resource owner's
user-agent to another destination. While the examples in this
specification show the use of the HTTP 302 status code, any other
method available via the user-agent to accomplish this redirection is
allowed and is considered to be an implementation detail.

Mitigation:

Make 303 or any other method that does not forward POST data.
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IdP Mix-U P Attackin Implicit Mode

Browser rp.com Facebook

1. "Login with Facebook." >

<

< 2. user authentication >
< 3. Redirect to rp.com with Access Token AT in URI fragment

< 4. retrieve URI (w/o token) >
5.send AT >

< 6. retrieve data using AT >

33C3 Daniel Fett, Guido Schmitz 82




Often unencrypted or

vulnerable to TLS stripping Id P M iX'U p AttaCk in Implicit Mode

since no confidential
data is transfered.

rowser rp.com Facebook

— \
2. user authentication / >

< 3. Redirect to rp.com with Access Token AT in URI fragment

4. retrieve URI (w/o token) >
5.send AT >

< 6. retrieve data using AT >
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IdP Mix-U P Attackin Implicit Mode

Browser rp.com Facebook

1. "Login with Facebook." >

<

< 2. user authentication >
< 3. Redirect to rp.com with Access Token AT in URI fragment

< 4. retrieve URI (w/o token) >
5.send AT >

< 6. retrieve data using AT >
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IdP Mix-U P Attackin Implicit Mode

Browser rp.com Facebook

2. user authentication >

< 3. Redirect to rp.com with Access Token AT in URI fragment

4. retrieve URI (w/o token) >
5.send AT >

< 6. retrieve data using AT >
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IdP Mix-U P Attackin Implicit Mode

Browser rp.com Facebook

1.a "Login with Facebook" >
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IdP Mjx-U P Attackin Implicit Mode

Browser rp.com Facebook

1.a "Login with Facebook" >
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IdP Mjx-U P Attackin Implicit Mode

Browser rp.com Facebook

1.a "Login with WA\1EIe<E >
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IdP Mjx-U P Attackin Implicit Mode

Browser Facebook

r COm 1" A
D User will now

log in using
1.a "Login with @AiE=16 XC]g > 5 Attacker as |dP"
L5
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IdP Mjx-U P Attackin Implicit Mode

Browser Facebook

r COm 1" A
D User will now

log in using
1.a "Login with @AiE=16 XC]g > 5 Attacker as |dP"
L5

<1.b OK, Authenticate at Attacker
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IdP Mjx-U P Attackin Implicit Mode

Browser Facebook

r COm 1" A
D User will now

log in using
1.a "Login with @AiE=16 XC]g > 5 Attacker as |dP"
L5

<1.b OK, Authenticate at

33C3 Daniel Fett, Guido Schmitz 91




IdP Mjx-U P Attackin Implicit Mode

Browser Facebook

r COm 1" A
D User will now

log in using
1.a "Login with A\iE16 XC]) > 5 Attacker as |dP"
L5

1.b OK, Authenticate at

2. user authentication >

< 3. Redirect to rp.com with Access Token AT in URI fragment

4. retrieve URI >
5.send AT >

6. retrieve data using AT
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IdP Mjx-U P Attackin Implicit Mode

Browser Facebook

r COm 1" A
D User will now

log in using
1.a "Login with A\iE16 XC]) > 5 Attacker as |dP"
L5

1.b OK, Authenticate at

2. user authentication >

< 3. Redirect to rp.com with Access Token AT in URI fragment

4. retrieve URI >
5.send AT >

I 6. use AT

Daniel Fetl, Guido Schmitz



IdP Mix-Up Attack

More details have to be taken care of: + Variants

» Breaking authentication instead of authorization
(some additional steps)

 Client Identifiers (i.e., RPs identify themselves to 1dPs)
« Client Credentials (i.e., RPs authenticate to IdPs)
* In OpenlID Connect: Message signing, "ID Token", endpoint discovery, etc.

- Sucessfully attacked real-world implementation.

Multiple/malicious IdPs.
Related problems:

[Bansal et al. 2012]
[Mladenov et al. 2015]
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IdP Mix-Up Attack: Mitigation

Browser rp.com Facebook

"User will now

log in using
1.a "Login with gAiET8 ] > Attacker as IdP"
Lo
1.b OK, Authenticate at

2. user authentication >

< 3. Redirect to rp.com with Access Token AT in URI fragment

4. retrieve URI >
5.send AT >
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IdP Mix-Up Attack: Mitigation

33C3

Browser rp.com Facebook

"User will now

log in using
1.a "Login with gAiET8 ] > Attacker as IdP"
Lo
1.b OK, Authenticate at

2. user authentication

< 3. Redirect to rp.com with Access Token AT in URI fragment
< btw: I'm Facebook

4. retrieve URI >

5.send AT

btw: IdP is Facebook

Daniel Fett, Guido Schmitz
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IdP Mix-Up Attack: Mitigation

Browser rp.com Facebook

"User will now

log in using
1.a "Login with g@AiET8(E]] > Attacker as IdP"
Lo
1.b OK, Authenticate at

2. user authentication

< 3. Redirect to rp.com with Access Token AT in URI fragment
btw: I'm Facebook
< 4. retrieve URI >

5.send AT

"l thought IdP
was Attacker!" ~

btw: IdP is Facebook

Daniel Fett, Guido Schmitz



Impact

 Emergency meeting of the IETF OAuth Working Group
* Public disclosure of the attacks

 Triggered OAuth Security Workshop

 New RFC In preparation ':\/\/V\:'

e Interest in formal analysis E E I E



OAuth 2.0

attacks + fix

Security B

formally proven Y

Privacy NONE
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First Attempt with Privacy Feature:
BrowserID a.k.a. Mozilla Persona



Browserl|D (a.k.a. Mozilla Persona)

- Web-based Single Sign-On system

- Design goals: *

e No central authority

e Better privacy

33C3 Daniel Fett, Guido Schmitz 101




BrowserlID Overview

alice@mailprovider.com

Phase 1: Provisioning
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BrowserlID Overview

alice@mailprovider.com
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BrowserlID Overview

alice@mailprovider.com

=
o

|dentity Provider J

\%’

mailprovider.com
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BrowserlID Overview

alice@mailprovider.com

mailprovider.com
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BrowserlID Overview

mailprovider.com
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BrowserlID Overview

mailprovider.com

Daniel Fett, Guido Schmitz



BrowserlID Overview

mailprovider.com
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BrowserlID Overview

mailprovider.com
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BrowserlID Overview

alice@mailprovider.com

User Certificate }

mailprovider.com
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BrowserlID Overview

mailprovider.com
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BrowserlID Overview

mailprovider.com
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BrowserlID Overview

alice@mailprovider.com

Phase 2: Authentication

& |

mailprovider.com
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BrowserlID Overview

alice@mailprovider.com

mailprovider.com
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BrowserlID Overview

alice@mailprovider.com

{ Relying Party L
ST

mailprovider.com wikipedia.org
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BrowserlID Overview

alice@mailprovider.com

mailprovider.com wikipedia.org
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BrowserlID Overview

alice@mailprovider.com

|dentity Assertion J

mailprovider.com wikipedia.org
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BrowserlID Overview

alice@mailprovider.com

mailprovider.com wikipedia.org

Daniel Fett, Guido Schmitz



BrowserlID Overview

alice@mailprovider.com

mailprovider.com wikipedia.org
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BrowserlID Overview

alice@mailprovider.com

mailprovider.com wikipedia.org
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BrowserlID Overview

alice@mailprovider.com

mailprovider.com wikipedia.org
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BrowserlID Implementatlon

33C3

_Alice’s Browser

.........................................................................................................................................................................................................................................................................................................................................................................................

Wikipedia ‘

https://wikipedia.org

Login Dialog

m https://login.persona.org/sign_in

iframe

iframe
iframe

.........................................................................................................................................................................................................................................................................................................................................................................................

Daniel Fett, Guido Schmitz
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BrowserlID Implementatlon

.........................................................................................................................................................................................................................................................................................................................................................................................

Wikipedia ‘

Relying Party

https://wikipedia.org

Login Dialog
https://login.persona.org/sign_in

iframe <\>

_Alice’s Browser

iframe <

.........................................................................................................................................................................................................................................................................................................................................................................................
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BrowserlID Implementatlon

Wikipedia ‘ tR |

https://wikipedia.org

Login Dialog
https://login.persona.org/sign_in

iframe <\>

_Alice’s Browser
\
\

e HTTP Requests
e postMessages

.........................................................................................................................................................................................................................................................................................................................................................................................
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BrowserlID Implementatlon

.........................................................................................................................................................................................................................................................................................................................................................................................

Wikipedia Relying Party
| |https://wikipedia.org
Login Dialog
m https://login.persona.org/sign_in >
.
D
‘£ <
& Voo
O iframe e ———
\'/ .
iframe /'7
L e HTTP Requests
e postMessages
e XMLHTTPRequests

.........................................................................................................................................................................................................................................................................................................................................................................................
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BrowserlID Implementatlon

Wikipedia ‘ tR

https://wikipedia.org

Login Dialog
https://login.persona.org/sign_in

iframe <\>

_Alice’s Browser
\
\

e HTTP Requests
e postMessages
e XMLHTTPRequests

.........................................................................................................................................................................................................................................................................................................................................................................................
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ldentity Bridge

Gmail.com / Yahoo.com (used to) support OpenlID authentication (only)

New party: Bridging Server

- Sideshow (for Gmail.com)

- BigTent (for Yahoo.com)

User authenticates to bridging server via OpenlD

Bridging server provides BrowserID interface

Problem: OpenlD identities are not email addresses
Solution: additional email attribute (OpenlD AX)
- /

33C3

Y

Daniel Fett, Guido Schmitz
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ldentity Bridge

Sideshow Gmail.com

Alice’s Browser
https://sideshows...

Authentication
Dialog
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ldentity Bridge

Sideshow Gmail.com

Alice’s Browser
https://sideshows...

Authentication Request

»

Authentication
Dialog
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ldentity Bridge

Sideshow Gmail.com

Alice’s Browser
https://sideshows...

Authentication Request

4
) gL

Authentication
Dialog
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ldentity Bridge

Sideshow Gmail.com
Alice’s Browser | ]
https://sideshows... E-

Authentication ;( OpenlD request with email attribute

Authentication
Dialog
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ldentity Bridge

Sideshow Gmail.com

Alice’s Browser
https://sideshows...

Authentication Request

4
) gL

Authentication
Dialog
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ldentity Bridge

33C3

Alice’s Browser

https://sideshows...

Sideshow Gmail.com

Authentication Request

<

4

Authenticatio
Dialog

n

Daniel Fett, Guido Schmitz
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ldentity Bridge

Sideshow Gmail.com

Alice’s Browser
https://sideshows...

Authentication Request

) gL

<

< Credentials?

Authentication
Dialog
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ldentity Bridge

Sideshow Gmail.com

Alice’s Browser
https://sideshows...

Authentication Request

) gL

<

< Credentials?

00000000 >

Authentication
Dialog

33C3 Daniel Fett, Guido Schmitz 135




ldentity Bridge

Sideshow Gmail.com

Alice’s Browser
https://sideshows...

Authentication Request

) gL

<

<
< Credentials?
00000000 >
©
« N
1% unc
Authentication

Dialog
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ldentity Bridge

Sideshow Gmail.com

Alice’s Browser
https://sideshows...

Authentication Request

4
) gL

@ E@? ,

OpenlD assertion with email attribute

< J
0000000 -

Authentication
Dialog
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ldentity Bridge

Sideshow Gmail.com

Alice’s Browser
https://sideshows...

Authentication Request

) gL

<

<
< Credentials?
00000000 >
©
« N
1% unc
Authentication

Dialog
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ldentity Bridge

Sideshow Gmail.com

Alice’s Browser
https://sideshows...

Authentication Request

) gL

< Credentials?

00000000 >

7

Authentication
Dialog
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ldentity Bridge

Sideshow Gmail.com

Alice’s Browser
https://sideshows...

Authentication Request

) gL

< Credentials?

00000000 >

(510 —
% % E Zl © ,

Authentication —
Dialog
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ldentity Bridge

Sideshow Gmail.com

Alice’s Browser
https://sideshows...

Authentication Request

) gL

< Credentials?

00000000 >

(510 —

Authentication —

4 oG
Dialog - Ej“’
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ldentity Bridge

Sideshow Gmail.com

Alice’s Browser
https://sideshows...

Authentication Request

) gL

>
< Credentials?
« L%
- ~“MAC

@ E]ﬁc > % .
Authentication _ EjMAC

> _
Dialog < - Ej‘?
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ldentity Bridge

Sideshow Gmail.com

Alice’s Browser
https://sideshows...

Authentication Request

) gL

< Credentials?

00000000 >

'(Eiﬁc > % =
Authenticati — _E’jMA > D
woud I Y
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ldentity Bridge

Sideshow Gmail.com

Alice’s Browser
https://sideshows...

Authentication Request

) gL

>
< Credentials?
oooooooo )
< : ©
MAC
L%
| 1
« AC

Authentication \ _Ejﬁc > ©
Dialog V- Ej“’
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ldentity Bridge

Sideshow Gmail.com

Alice’s Browser
https://sideshows...

Authentication Request

) gL

>
< Credentials?
00000000 }
< ®
@ — 2 Smac
£OAC —
" Sideshow issues UCs % .\
for alice@mailprovider.com —LB >

L to the owner of this cookie

T

—
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Selected Attacks on BrowserID a.k.a. Mozilla Persona



ldentity Forgery (l)

33C3

Attacker’s Browser

https://sideshows...

Authentication
Dialog

Sideshow

Daniel Fett, Guido Schmitz
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ldentity Forgery (1)

Sideshow Gmail.com

Attacker’s Browser
https://sideshows...

Authentication Request

»

Authentication
Dialog

33C3 Daniel Fett, Guido Schmitz 148




ldentity Forgery (1)

Sideshow Gmail.com

Attacker’s Browser
https://sideshows...

Authentication Request

»

) gL

Authentication
Dialog
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ldentity Forgery (l)

33C3

Attacker’s Browser

https://sideshows...

Sideshow

Authentication Request

»

§<

@r?_

Authentication
Dialog

Gmail.com
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ldentity Forgery (l)

33C3

Attacker’s Browser

https://sideshows...

Sideshow

Authentication Request 0

»
(7 o _[I\/Iodified OpenlD request}

§<

Y,

Authentication
Dialog

Gmail.com
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ldentity Forgery (l)

33C3

Attacker’s Browser

https://sideshows...

Sideshow

Authentication Request

»

§<

@r?_

Authentication
Dialog

Gmail.com
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ldentity Forgery (1)

Sideshow Gmail.com

Attacker’s Browser
https://sideshows...

Authentication Request

»

po =T

< Credentials?

Authentication
Dialog
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ldentity Forgery (1)

Sideshow Gmail.com

Attacker’s Browser
https://sideshows...

Authentication Request

»

po =T

< Credentials?

Authentication
Dialog
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ldentity Forgery (1)

Sideshow Gmail.com

Attacker’s Browser
https://sideshows...

Authentication Request

»

@r?_

>
< Credentials?
Authentication

Dialog
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ldentity Forgery (1)

Sideshow Gmail.com

Attacker’s Browser
https://sideshows...

Authentication Request

»

@r?_

< Credentials?
y (TYIYYTYY) )
©
) MAC
’ >
MAC
Authentication
Dialog

33C3 Daniel Fett, Guido Schmitz 156




ldentity Forgery (1)

Sideshow Gmail.com

Attacker’s Browser
https://sideshows...

Authentication Request

»

po =T

>
< Credentials?
M‘.‘.‘.‘.‘.‘u }
Randomly choosen email attribute | ¢
— = | MAC
(%
= “MAC
Authentication
Dialog
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ldentity Forgery (1)

Sideshow Gmail.com

Attacker’s Browser
https://sideshows...

Authentication Request

»

@r?_

< Credentials?
y (TYIYYTYY) )
©
) MAC
’ >
MAC
Authentication
Dialog
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ldentity Forgery (1)

Sideshow Gmail.com

Attacker’s Browser
https://sideshows...

Authentication Request

»

@r?_

< Credentials?

Authentication
Dialog
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ldentity Forgery (1)

Sideshow Gmail.com

Attacker’s Browser
https://sideshows...

Authentication Request

»

@r?_

< Credentials?

Authentication
Dialog
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ldentity Forgery (1)

Sideshow Gmail.com

Attacker’s Browser
https://sideshows...

Authentication Request

»

@r?_

< Credentials?

©

{MACed part of assertion is checked}

=

Authentication — LB
Dialog
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ldentity Forgery (1)

Sideshow Gmail.com

Attacker’s Browser
https://sideshows...

Authentication Request

»

@r?_

< Credentials?

Authentication
Dialog
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ldentity Forgery (l)

33C3

Attacker’s Browser

https://sideshows...

Sideshow

Authentication Request

»

@r?_

Gmail.com

>
Credentials?
>
©
MAC

Authentication
Dialog
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ldentity Forgery (1)

Sideshow Gmail.com

Attacker’s Browser
https://sideshows...

Authentication Request

»

@r?_

< Credentials?

'q;%@j\c ’ %

Authentication \ - E jﬁc_’ €
Dialog I > M@
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ldentity Forgery (l)

33C3

Attacker’s Browser

https://sideshows...

Sideshow

Authentication Request

»

@r?_

Gmail.com

Credentials?

Authentication
Dialog
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ldentity Forgery (1)

Sideshow Gmail.com

Attacker’s Browser
https://sideshows...

Authentication Request

»

@r?_

< Credentials?

~~ MAC

.( ( .(, ,

2 MMAC
Cookie allows attacker to get
UCs for choosen email address
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ldentity Forgery (lI)

Sideshow Gmail.com

Attacker’s Browser
https://sideshows...

Authentication
Dialog

33C3 Daniel Fett, Guido Schmitz 167




ldentity Forgery (lI)

Sideshow Gmail.com

Attacker’s Browser
https://sideshows...

Authentication Request

»

Authentication
Dialog
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ldentity Forgery (lI)

Sideshow Gmail.com
Attacker’s Browser
https://sideshows...
Authentication Request >
€
T ? -
Authentication
Dialog
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ldentity Forgery (lI)

Sideshow Gmail.com

Attacker’s Browser
https://sideshows...

Authentication Request

DR ? =
&

Authentication
Dialog

33C3 Daniel Fett, Guido Schmitz 170




ldentity Forgery (lI)

Sideshow Gmail.com

Attacker’s Browser
https://sideshows...

Authentication Request

DR ? =
&

< Credentials?

Authentication
Dialog
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ldentity Forgery (lI)

Sideshow Gmail.com

Attacker’s Browser
https://sideshows...

Authentication Request

DR ? =
&

< Credentials?

Authentication
Dialog
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ldentity Forgery (lI)

Sideshow Gmail.com

Attacker’s Browser
https://sideshows...

Authentication Request

DR ? =
&

< Credentials?

' %

Authentication
Dialog
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ldentity Forgery (lI)

33C3
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Y‘
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Privacy

Unique claim:

“... the BrowserID protocol never leaks tracking information back to the
Identity Provider.”
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Privacy

Unique claim:

“... the BrowserID protocol neye pack to the

Identity Provider.
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Privacy Attacks

Information is leaked by the window structure in the user's browser:

L L L L L L L L L L L L L L L L

Identity Provider
| https://identityprovider.com

_Alice’s Browser =

LR R RR LU O ERR UL O R ER RO R R OO R OO U R R
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Privacy Attacks
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Privacy Attacks

Information is leaked by the window structure in the user's browser:
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Can we build an SSO that provides security and privacy?



SPRESSO: Basic Principle
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Why Forwarder?

https://attacker.com
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code with
Subresource Integrity
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SPRESSO

Secure, Privacy-Respecting Single Sign-On
Features:
e Strong privacy
 Strong authentication
* Open and decentralized

HTML

* Web standards compliant, native HTML5 E

Formal proofs:

Privacy and authentication

> https://spresso.me
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What's the takeaway?



Various SSO Sytems

— OAuth 2.0 + OpenlID Connect:

* Formally proven

* OK, if implemented correctly and no privacy works for you
— OAuth 1.0, OpenID: don‘t use
- BrowserlID / Mozilla Persona: dead, broken privacy
- SPRESSO:

* Formally proven

* Currently just a Proof-of-Concept
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Developers, Developers, Developers:

* Use libraries (e.g., pyoidc)

* never implement your own OAuth/etc.

* RFCs hard to read, information spread across several documents,
not written clearly, not always up to date
- yet still important reference
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Thank You!

M
Find us at the Maschinendeck assembly in Hall 3 ... ( w
\-‘j

Maschinendeck.org

... or at the next Pi and More, January 14, in Krefeld ...

Tk

PiAndMore.de
... or at the University of Stuttgart (starting January) ::3 Universitat Stuttgart
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