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HTTPS

The “S" stands for Secure



HTTPS = HTTP + Security

Transport Layer Security (TLS)
Data encryption and integrity
Server authentication

Negotiation of keys happens in the "handshake”



A bit of history

SSL version 1

Kipp E.B. Hickman at Netscape in 1993-1994



A bit of history

“Marc Andressen presented it to about six of us. John Klensin,
Tim Berners-Lee, Alan Schiffman and myself were the only
ones | can remember, but there were two other seats filled.”

- Phillip Hallam-Baker



A bit of history

“The original protocol had no authenticity checks in
whatsoever.”

- Phillip Hallam-Baker



How does it work?

Public-key crypto: establish shared keys, server identity

Data encapsulation: encrypt and HMAC with shared keys



SSL Handshake (Diffie-Hellman)

Handshake

Certificate :
Validation

Website
\ seSmeeseseassasseaseeses \
| | | -
‘ o _» . o - ' X |
: o Visitor sends hello, client random, and cipher suites supported > - m Client random '
| | |
_____________________ | \ !
\
[ g
|
:‘ Server sends server random and public key certificate
: (also sent is a session ID for session resumption) @
| The key signs for client
| random, server random,
4 and public key certificate
. \
| |
| I i
| S Server DH parameter |
| | |
| | |
| | |
:_ X : " Signature from key server :< Server sends the server DH parameter and a signature
| |
| |
O A S S S 7
T T e e e e e e e A N S e e T o o \
| |
| 3 | Visitor sends the client DH parameter
I Client DH parameter r——-o +
| |
B A A S S SN SRR e |
S e )
| | Both the visitor and CloudFlare derive identical
| Premaster secret | premaster secrets from the server DH parameter
: : and client DH parameter.

\
| | Both the visitor and CloudFlare derive identical
: m Session key : session keys from the client random, server random,
I i and premaster secret. The visitor can request content
! ! from CloudFlare, and the request will be encrypted.
------------------ (also sent is a session ticket for session resumption)




How does TLS provide authenticity?

Why the Public Key Infrastructure (PKI) of course...
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The anatomy of a certificate

Common Name
and Organziation

DNS name : SSL Certificate

Dates valid Issuer Name
and Organziation

18



Certificate chain of trust

5] — 5 - 5

Online
Offline Root Intermediate Root

Om On

Offline Private key
private key

Application
Certificate

Private key

19



Implementation bugs
Intentional flaws

Issues of trust



Client Logic

Phase 1: Validate certificate
1. Parse the certificate
2. Find the parent certificate
3. Validate signature against parent’s public key
4. If parentis in trust store, accept

5. If not, repeat



Client Logic

Phase 2: Tie certificate to channel
For RSA:
 Encrypt the key material with public key
e Verity shared key using final message
For Diffie-Hellman:

e Server signs the key derivation parameters
(Server DH Parameter, Client Random, Server Random)

o Verify signature with certificate public key



Man-in-the-middle attack

Phase 1 (trust verification fail);
e Use untrusted cert
Phase 2 (channel verification fail):

e Use areal certificate, but fake the signature



/*

* F ok * *

*/

check if ca

Checks 1f the issuer of a certificate is a
Certificate Authority, or if the certificate is the same
as the issuer (and therefore it doesn't need to be a Ca).

Returns true or false, 1f the issuer is a CA,
or not.

static int
check if ca (gnutls x509 crt t cert, gnutls x509 crt t issuer,

{

unsigned int flags)

int result;
result =
_gnutls x509 get signed data (issuer->cert, "tbsCertificate"
&lssuer signed data) ;
if (result < 0)
{
gnutls assert ();
goto cleanup;

}

result = 0;

cleanup:

// cleanup type stuff
return result;



SSLVerifySignedServerKeyExchange

static OSStatus SSLVerifySignedServerKeyExchange (

SSLContext *ctx, bool isRsa, SSLBuffer signedParams, uint8 t *signature, UIntlé signaturelen)

{
OSStatus err;

if ((err = SSLHashSHAl.update (&hashCtx,
goto fail;

if ((err = SSLHashSHAl.update (&hashCtx,
goto fail;

if ((err = SSLHashSHAl .update (&hashCtx,
goto fail;
goto fail;

if ((err = SSLHashSHAl.final (&hashCtx,
goto fail;

fail:
SSLFreeBuffer (&signedHashes) ;
SSLFreeBuffer (&hashCtx) ;
return err;

&clientRandom) )

&serverRandom) )

&signedParams))

&hashOut))

1= 0)

1= 0)
1= 0)

1= 0)
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PKCS #1 v1.5

RSA Signature Format

Encrypted with private key

Digestinfo: ASN-1 data containing Digest Type



Bleichenbacher 2006

RSA Signature Verification allows:

Pick garbage so that:
Digestinfo + MessageDigest + Garbage =

Cube of forged message



BERserk (2014)

RSA Signature Format:

Bug in NSS: Integer overflow in ASN-1 length:

initial bytes of length are ignored

DigestIinfo (with garbage length) + MessageDigest =

Cube of forged message

28



BERserk

Fx berserk.filippo.io

Key Size 2048 bits
Key Usage Encrypt, Verify, Wrap, Derive

Signature 256 bytes : 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00000000000000000000000000O0OOOOOO
00 00000000000000000000000000O0OOOGOOO
0000000000000000000000000000O0O0OO0OOO
0000000000000000000000000000O0OO0OOO
0000000000000000000000000000O0OCOOOO
000000000000000000000000000000OO0OQOO
0000000000000000000000000000O00OO0OOO
00 00000000000000000000000000OO0OOOOOO
0000000000000000000000000000O00O0OOO
00 00 00 00 28 53 D6 60 00 00 00 00 00 00 00 00 B7
19 F9 00 00 00 00 00 00 OO0 00O 0O 0O 0O OO 0O 0000
0000000000000000000C000000000O00OO0OOQOO
CE 3C C8 E5 33 83 36 E4 27 3F 2E 1B 8D 39 10 77 E1
98 BAF23A4D AECOF6 06 96 F4 18 71 25 74 7B EF
3F 5C 30 47

29



Issues of Trust



How many CAs do you trust?

How many countries have a valid CA?



How many CAs do you trust?

How many countries have a valid CA?

46

(EFF's SSL Observatory)




Superfish and friends

Local man-in-the-middle proxy installed by your

OEM
anti-virus software
corporate IT department

country-level inspection proxy



Superfish and friends

Some proxies don't validate certificates correctly.

Oops!

Bonus: Locally installed roots bypass key pinning!



The TLS software ecosystem

Client

NSS/ g .
Chrome BoringSSL. Native
Firefox NSS  mozilla::pkix

....................................................................................................................

Common Common
Crypto ~ Crypto

....................................................................................................................

Safari

Internet

schannel  schannel
Explorer

Windows schannel

OS X/iOS Common Crypto

35



Server Problems




Developer

Apache
Microsoft
nginx

Google

October 2015

303,234,897
267,012,522
146,229,307
19,931,862

Percent

34.53%
30.40%
16.65%
2:27%

Server Libraries

Server

Microsoft IIS Schannel

37
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numbe




Dual EC DRBG




Heartbleed (2014)
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SSLv3
SSLv2

SSLv1 TLSV1 TLSV1.1

TLSv1.2
TLSv1.3

1994 1998 2002 2006 2010 2014 2018



HTTP is great for crypto attacks

“repeated plaintext” = Cookies, passwords, CSRF tokens
“chosen plaintext” = URI

GET /<chosen plaintext>
Cookie: <repeated plaintext>



. Get bank.comAnieceolL R

Cookie: a845e6f3373%356 | Truncated Request
rddo’.‘a.i:i"-f‘dh/' }‘)::ﬁ l':l ::()h"- —
’ Authenticate MAC

Client "™ - l ~  bank.com

Packet Sniffer

‘njected

JavaScript .

Attacker

Attacker on the local network
ARP spoofing to get MiTM position
Inject random JS to make cross-origin request
TLS errors can trigger browsers to re-send request

44



Compression
Oracles




CRIME

&
BREACH

Guess <cookie> by altering uncompressed message

Message

GET /index.htm|?<padding><guess> HTTP/1.1 <cookie>

\—I—l

Gzip

16 bytes | 16 bytes | 16 bytes | 16 bytes | 16 bytes

46



Choose <padding> to align compressed bytes on 16-byte boundary

CRIME ...

B R EA‘ H Guess all potential bytes In <cookie>
- 16bytes 16 by[ES 16 bytes 16 bY[ 16 bytes
- es
2 CO(T]p."E’SSE‘d IOCKS yt

4 Compressed BIOcksS

47



Padding Oracles

CBC mode
MAC-then-Encrypt



Cipher Block Chaining

CBC Mode Encryption

Plaintext Block

Initialization Vector

Block to Encrypt

Plaintext Block

Ciphertext Block

Block to Encrypt

Plaintext Block

Ciphertext Block

Block to Encrypt

Ciphertext Block

49



Cipher Block Chaining

CBC Mode Decryption

Ciphertext Block

Ciphertext Block

Ciphertext Block

Decrypted Block

Initialization Vector =

Decrypted Block

Plaintext

Decrypted Block

Plaintext

Plaintext

50



Encrypted

Hashed

MAC-then-encrypt

8 bytes 5 bytes 44 pytes - [padding length] 20 bytes [variable]

57



MAC-then-encrypt

Valid padding SSLv3:
0x00
OxXX, 0x01
OxXX, OxXX, 0x02

etc.



MAC-then-encrypt

Valid padding TLS:
0x00
0x01, Ox01
0x02, 0x02, 0x02

etc.



Padding
Oracle

Step 1

CBC Mode Decryption (Normal Operation)

Previous Ciphertext Block X

Ciphertext Block to Decrypt

Ow

v

Decrypted Block

d=X®Mm
Plaintext Block m
M= X @ 4
Padding Oracle (Guess #1)
Altered Ciphertext Block C Ciphertext Block to Decrypt
v
Decrypted Block a
>
a=c & 0x00
Altered Plaintext Block 0x00
m=Xx & c ® 0x00

54



Padding
Oracle

Step 2

CBC Mode Decryption (Normal Operation)

Previous Ciphertext Block y | X Ciphertext Block to Decrypt
v
Decrypted Block b | a
*
b=y @en
Plaintext Block n | m
N=y ®&D
Padding Oracle (Guess #2)
Altered Ciphertext Block e | d Ciphertext Block to Decrypt
v
Decrypted Block b | a
d=a ® Ox01 R
b=e ® 0x01
Altered Plaintext Block | Ox01 | Ox01
N=y ® e ® 0x01

55



Padding Oracle History

Error code as a side channel
Timing as a side channel

Timing redux: Lucky 13



Error code side channel

Incorrect guess:

bad padding

correct guess:

bad HMAC



Timing side-channel

Incorrect guess:

no HMAC computation (fast)

correct guess:

HMAC computation (slow)



Lucky 13

Potential Outcomes

Bad Guess
of Padding

Slow hash

Good Guess
of Last Byte

Slow hash

Good Guess
of Last 2 Bytes

Fast hash

8 bytes 5 bytes

44 bytes

20 bytes

| )
|

8 bytes 5 bytes

57 bytes

43 bytes

| J
|

8 bytes 5 bytes

|

56 bytes

43 bytes

55 bytes

20 bytes

20 bytes 1 byte

1 byte 1 byte



Lucky 13

A “‘M

%A

- agh M“‘A‘ At A

HMAC timings

o

A
A A A, AA A A Ada  aapta
P M‘M#‘l‘:‘h “*wh“‘»:‘“‘ MA‘A‘““\“\‘” A A4 A

A A a A A M AAA LA
A‘¢ A“M‘& Aﬂ“: A“‘“MA‘M \“5 Alt* A A\“w“:“ A

2400 —

2000 —

=

ns

x
St " 00 X, 3 . g

x X, X X X X X x x x x x X X
1600 —| X5 AT s L g Spesatssar Ior A o0 ot e s SRS e N * S e,

| J | L | ' |
160 240 . . 320 400
First Write() bytes
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Downgrade
attacks



Downgrade attacks

If you support something old,

someone’s going to trick you into using it.



Cipher Suites

» Complicated string describing the type of crypto used
 Check your ciphers with $ openssl ciphers

Example:

ECDHE-RSA-AES128-GCM-SHAZ256:
ECDHE-ECDSA-AES128-GCM-SHA256:
ECDHE-RSA-AES256-GCM-SHA384 :
ECDHE-ECDSA-AES256-GCM-SHA384:
DHE-RSA-AES128-GCM-SHA256:



Cipher Suites

ECDHE-RSA-AES256-GCM-SHA584

Key Exchange - Certificate Key - Transport Cipher - Integrity/KDF



Cipher Suite Negotiation

AES256-GCM-SHA384: ECDHE-RSA-AES256-GCM-SHA384:

ECDHE-RSACAES128-GCM-SHAZ256: ECDHE-RYA-AES256-SHA:
ECDHE -RSA-AES256-GCM-SHA384: ECDHE-RSA-AES128-SHA256:

\N AES256/GCM-SHA384 :

ECDHE-RSA-AES256-GCM-SHA384
AES256-GCM-SHA384

ECDHE -RSA-AES256-GCM-SHA384

65



Export Ciphers

RSA-EXPORT-WITH-RC4-40-MD5
RSA-EXPORT-WITH-DES40-CBC-SHA
DHE -DSS -EXPORT-WITH-RC4-56-SHA



Enter FREAK,
Logjam, WeakDH




SSL Handshake (Diffie-Hellman)

Handshake

\
|
|
|
I
|
|
I
|
7
\
I |
I !
I |
I ﬁ Server DH parameter |
I |
| |
I |
| ® . |
| ' Signature from key server  i¢
| |
I |
N e e e e e — 7
e e e F e e e ey e e T e e e e e e o e W v \

-— - e as ens’

|
Visitor sends hello, client random, and cipher suites supported ' .o
> ! :s

|

|

Server sends server random and public key certificate

(also sent is a session ID for session resumption)

Server sends the server DH parameter and a signature

Both the visitor and CloudFlare derive identical
premaster secrets from the server DH parameter
and client DH parameter.

Both the visitor and CloudFlare derive identical
session keys from the client random, server random,
and premaster secret. The visitor can request content

from CloudFlare, and the request will be encrypted.
(also sent is a session ticket for session resumption)

Only the key generation
material is signed, not
the negotiation

Website

- . wm

The key signs for client
random, server random,
and public key certificate




Downgrade Attacks (FREAK)

Client

Middle Man

’ .

Phase 1 Phase 1

Client Random
Export Cipher (40-Bit Key)

Client Random
Supported Ciphers

Supported Curves Support Curves
Phase 2 . Phase 2
Server Random Server Random
Export Cipher Export Cipher
— Certificate Certificate
ient Generates
Weak Shared Key Server Key E?(change Server Key E?(change
Signature Signature
. Phase 3 . Phase 3
Client Key Exchange Client Key Exchange

Change Cipher Spec Change Cipher Spec

Finished Message (Modified)
On

Brute force
i 240 4o
olf 27 Kkeys

Finished Message (Original
ini ge (Origi )o“

Encrypted with weak key Encrypted with weak key

. ‘

Phase 4 Phase 4

Change Cipher Spec Change Cipher Spec

Finished Message (Original Finished M Maodified
ge (Orig )O“ inished Message (Modifie )o“

Encrypted with weak key Encrypted with weak key

All traffic beyond this paint is encrypted with the weak shared keys.
The middle mon can read or modify all messoges between client and server.,

Server

= Swap Supported

Ciphers with
Export Ciphers

Crack Export
Key

—
On

Server Generates
Weak Shared Key

69



Downgrade Attacks (LogJam)

Client

Phase 1

Client Random
Supported Ciphers
Supported Curves

Phase 2
. ‘
Server Random

DHE_export Cipher

Certificate

Client Generates Server Kev Exchange
Shared Key ! : -
Signature

with (g°°, P)

. Phase 3 Phase 3 ' ’
. . ==

(gb, P) with weak P = Client Key Exchange
Change Cipher Spec

Finished Message (Original) Om
Encrypted with weak key

Phase 4
<
Change Cipher Spec

Finished Message (Original
ge (Orig )o“

Encrypted with weak key

Middle Man

Solve g° for a

Compute g°° to
derive shared
keys

. Phase 4 .’
“ =

Server

Phase 1 .’

Client Random
DHE_export Cipher
Support Curves

Swap Supported
Ciphers with DHE
Export Ciphers

Phase 2 .’

‘ —

Server Random
DHE_export Cipher

Certificate
Server Key Exchange = (g, P) with weak P

Crack Export
DH Param

Client Key Exchange

Change Cipher Spec °'|'|
Finished Message (Modified) Server Generates
On .
: Shared Key with
Encrypted with weak key b
(g”", P)

Change Cipher Spec
Finished Message (Modiﬁed)o'|
Encrypted with weak key

All traffic beyond this point is encrypted with the compromised keys.

The middle mon can read or modify all messoges between client and server.
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Client

Downgrade Attacks (WeakDH)

Middle Man

. Phase 1

Server

Phase 1
Client Random Client Random
Supported Ciphers DHE Cipher
Supported Curves Support Curves
Phase 2 . Phase 2 —
. ‘ ‘ —
Server Random Server Random
DHE Cipher DHE Cipher
. Use precomputed .
S Certificate I Certificate
ient Generates - i 3
Shared Key Server Key Exchange . ..o o fa Server Key Exchange = (g”, P) with precomputed g
Signature Signature
- - Crack DH

. Phase 3
>

(g®, P) = Client Key Exchange

. Phase 3 "
. ==

Client Key Exchange

Param

. Compute g°° to ,
Change Cipher Spec derive shared Change Cipher Spec 0'|
Finished Message (Original) Om keys Finished Message (Modified) Server Generates

Shared Key with

(g%, P)

Encrypted with weak key Encrypted with weak key

. Phase 4 .’
* ==

Change Cipher Spec

. Phase 4
<
Change Cipher Spec

Finished Message (Original
ge (Original) Om

Finished Message (Modified
ge ( [ )o“

Encrypted with weak key Encrypted with weak key

All traffic beyond this point is encrypted with the compromised keys.
The middle mon can read or modify all messoges between client and server. /1



LogJam, WeakDH, FREAK

Unauthenticated protocol data in handshake

More to come on this...



POODLE

Padding oracle and a downgrade attack

Downgrade dance (thanks browsers!)

Line things up so that padding is in last block
Swap target block with padding block
Around 256 guesses per byte



TLS POODLE

Padding oracle,
Downgrade attack,

Implementation bug






MD5 Collision

Serial Number

Validity Period Chosen Prefix

(Difference)
Real Certificate

Domain Name

Real Certificate Collisicn Bits
RSA Key (Computed)

X.509 Extensions Identical Bits
(Copied)

Signature

Serial Number
Validity Period

Rogue Certificate
Domain Name

Real Certificate
RSA Key

X.509 Extensions

Signature

/76



real certificate

rogue CA certificate

VeSO ImbE] : n ~_1G b : —-header
SHELALTILULDDEL " R“Na SsSUU1S \ . A
signature algorithm "MD5 with RSA” ;‘; % signature algorithm “MD5 with RSA”
country “US” [™\I5; block 1 =51~"| country “us”
o organization 44 42 organization -
% “Equifax Secure Inc.” - o4 A “"Equifax Secure Inc.” §
8 common name common name @
“Equifax Secure Global block 2 “"Equifax Secure Global
eBusiness CA-1" eBusiness CA-1"
{121] 119 —
validity “from 3 Nov. 2008 7:52:02 2—@ validity “£rom 31 Jul. 2004 0:00:00
to 4 Nov. 2009 7:52:02" | rezz 151 to 2 Sep. 2004 0:00:00”
country ~US” —{757 block 3 153 T common name =
= 170 ot L,
organization MD5 Collisions Inc. Scz_
“ji.broke.the.internet.and {1az2: (httf‘ / /vwww .phreedom.org/ 3
.all.i.got.was.this.t- 213 md5)
- " - -
shirt.phreedom.org block 4 216 public key algorithm “RSA”
21— header
organizational Ut | 1242 ik 2381 | modulus (1024 bits)
" ” lﬁ, N
oraanizational unit BAA659C92C28D62A BOFBEDIF4GA4A43T 2
= 9 ; EEOE196859D18303 9951D6169A5E3768 o
@ “See www.rapidssl.com/ block 5 15EQ0E4BF58464F8 A3DB416F35D59815 =3
o) reaources/cps (c) 08” 1FDBC43852708197 SES8FAOBSFT7E39F0 =
2 = 32AC1EAD44D2B3FA 48C3CE919BECF49C &
a4l
T L fapet 7CE15AF5CB376B9A B3DEE7CA20973142
organizational unit 73159168F4B8AFF9 2828C5ES0F73B017
“Domain Control Validated 4B134C9975D044E6 TEOBECIAF24F1B41
- RapidSSL(R)” block 6 “
366 370 2
common name {:l 'ﬁ'}__, HHW
“i.broke.the.internet.and E— key usage “...”
Af u b BRe B got .was.this.t- 396 baSIC constraints “CA = TRUE”
shirt.phreedom.org” 413 - = =
P g block 7 subject key identifier *...”
441
- = [Zaal 344} - - -
public key algorithm “RSA” :*:ﬁ e authority key identifier »...”
its) header —%l
| modulus (2048 bits) 477
" B2D3 2581AA2BE87SB1ES block 8 header
OAD53COF36576EA9 5F06410E68B4CBO7 [  [BOO] tumor (Netscape comment)
17000000 SBFDEBLCTRICESA9 blrthdts (96) " 33000000 275239E089610F4E
[512]
A3C54508368B01D1 53AAC30B8FEFFE4F A3C5450836BR0101_53AAC3088F6FFBAF
3E87874411DC60E0 DF9255F988731B5 block 9 3E87874411DC60E0 DFIZ5SFIRB731854
93C59FD046C460B6 3562coamr1 1%t near collision block 93C59FD046C46086 3562CDBIAFICH g
1AC9583C9637COED 67EFBBFECOBBICSD 1AC95B3C9637COED 67EFBBFECOBBICSD
§ mims
o 2F29BDB3229EBE08 FAAC1370A2587F62 2F29BDB3229E8E08 FAAC1370A2587F62
o 628A11F789F6DFB6 67597316FB63168A block 10 62B8A11F789F6DFRE G759 8a
=2 B49138CE2EFSB6BE 4CA49449E46 2™ near collision block B49138CE2EFSBEBE 4CA49449 DA =
4215C9C130E269D5 457DAS26BBBIG1EC 4215C9C130E269D5 457DA526BBBIGLEC =
bac 2
6264F03921E7BC68 D850519E1D60D3D1 62 68 D850519E1D60D3D1 g'
A3A70AF80320A170 011791364F027031 block 11 A3A70AFB0320A17 13647027031 7
8683DDF70FDB071D 11831304 3" near collision block 8683DDF70FDB071D 1183130 CROAE
50B81280E63692A0C 826F8F4733DF6CA2 50B1280E63692A0C B826F8F4733DF6CA2
|=7val
0692F14F45BED930 36A32B8CD67TAE3S Eak)
637F4E4CIA934836 DIIF " | 4730 0692F14F45BED930 36A32B8CDE7TAE3S
OB SXpORERI 765537 {735 block 12 637F4E4CIA934836 DISF0203010001A3
key usage ~..” [ jal danfcal) i i 1R e T W i
757
subject key identifier *...” Geal
) y fran
I _ (788) CDAGB3FAAS6037F7 96371729DE4178F1
crl distribution points “...” block 13 878955E730380603 551D1F0434303230
@ (identical) 30A02EA02CB62A68 7474703A2F2F6372
o 6C2E67656F747275 73742E636F6D2F63
w
S fe32}
5 - - yr—a—— {843] 726C732F676C6F62 616C6361312E6372
authority key identifier ™... block 14 6C301F0603551D23 041830168014BEAS
(identical) A07472506844B7C9 23DBFBASFFB35768
686C301D0603551D 2504163014060828
extended key usage “...” 5551
block 15 0601050507030106 0828060105050703
basic constraints “CA = FALSE” {813] (identical) 02300C0603551D13 0101FF04023000
2277

signature algorithm “MD5 with RSA”

A721028DD10EA280
EF9047D484421526
BEDFABS577591DAES
3F8ADS50FAEDSB6C
T63BF5000EBE45CE
B48F62DOFEB7C526
D1S5F5DA0BBEGB46
94F1AAS37BA245AE

signature

T725FD4360158FEC
111CCDC23C1029A9
2BB390451C306356
CO65AC6657DELICCE
TF4CY90EC2BC6CDB3
T244EDF6985BAECB
B175C8EC1DBF1ETA
S4EAD19SET4C87667

"

(identical)

signature algorithm “MD5 with RSA”

signature

AT721028DD10EA280
EF9047D484421526
BE6DFAB577591DAES
3FBAD950FAEDS86C
T63BF5000EBE45CE
B4BF62DOFEBTC526
D195F5DAOBBE6846
94F1AAS3TBA245AE

"

7725FD4360158FEC
111CCDC23C1029A9
2BB390451C306356
CO65AC6657DELICCE
TF4CI0EC2BCECDB3
T244EDF6985BAECB
B175CBECLDBF1ETA
54EAD19E74CB7667

77



How do these fit
on a timeline?




SSLv3
SSLv2

SSLv1 TLSV1 TLSV1.1

TLSv1.2
TLSv1.3

1994 1998 2002 2006 2010 2014 2018



BEAST

Vaudenay Bleichenbacher CRIME
Padding Oracle e=3 BREACH VI;/ogJ;[r)nH
RC4 cd
Boney/Brumley MD5
>5Lv2 Padding Oracle CA Lucky 13 PREAK
Broken Heartbleed
BERserk 55'I<V3
Broken
SSLv3 (POODLE)
S|y TLSv1.2
TLSv1.3
SSLVT TLSv1 TLSv1.1

1994 1998 2002 2006 2010 2014 2018



BEAST
CRIME

Bleichenbacher

Vaud
Pad(ajiungeg?;/cle e=3 BREACH Vbogjsg;_l
ea
Boney/Brumley MD5 RC4
>5Lv2 Padding Oracle CA Lucky 13 PREAK
Broken BaCkrOnym Heartbleed
. SSLv3
c<| 3 Trend Begins BERgrk >
’ TLSV1.2 TR
SSLv2 '
TLSv1.3
SSLV1 TLSv1 TLSv1.1
Logo Trend

Begins

1994 1998 2002 2006 2010 2014 2018



Protocol Support Protocol Support Protocol Support

TOROE: soossamsamomilEli - . .. cocunmsamoosmomans T Rummam———
80% ------------- oo B BN
i e | M [
AOOL. winininvnos BN - TN vttt
20% ‘TN e
0 e —
SSL SSL TLS TLS s SSL SSL TLS TLS TLS 3L 3sL TLS TLS TLS
v2.0 v3.0 v1.0 vi.i vi.2 v2.0 v3.0 v1.0 vi.i vi.2

v2.0 v3.0 v1.0 vi.1 vi.2

May 2012 Feb 2014 Dec 2015

Data: SSL Pulse



TLS 1.2 Client Support

* Chrome 30 and later
» Google Android Browser for Android 5.0 and later

Mozilla:
» Firefox 27 and and later

Microsoft:

* Internet Explorer 11 and later

* Internet Explorer Mobile 11 and later
* Microsoft Edge all versions

Ap D le TLS protocol distribution by volume of data
» Safari on OS X 10.9 and later @ TLSV1.2 P @ TLSV1
77.26% 1.32% 21.42%

« Safari oniOS 5 and later



Lessons Learned?

If an attacker can identify one bit of information, it's over
Copious side channels

Trusting unauthenticated data is a bad idea

Don’'t MAC-then-encrypt - use AEADS

X.509 and ASN-1 are hard to implement correctly

Support insecure crypto/protocols for backwards
compatibility at your own risk



Issues Skipped

BEAST
Blechenbacher RSA Decryption oracle
Schannel RCE
Triple Handshake
CA problems (DigiNotar, Comodo, Symantec)
RC4 weaknesses
Bignum vulnerabilities
Forward Secrecy

More...



One more thing...



Other unauthenticated negotiations
In the handshake

NPN/ALPN

Supported elliptic curves



Other unauthenticated negotiations
In the handshake

NPN/ALPN

Supported elliptic curves



Introducing:

CurveSwap




Downgrade Attacks (Curve Swap)

Client

Phase 1
>
Client Random
Supported Ciphers
Supported Curves
Phase 2

. ‘
Server Random
ECDHE Cipher

Certificate

Client Generates Server Kev Exchange
Shared Key g - -

with (abP! Signature

. Phase 3
¥

(bP) with weak curve = Client Key Exchange
Change Cipher Spec

Finished Message (Original) Om
Encrypted with weak key

. 4

Phase 4

Change Cipher Spec

Finished Message (Original
ge (Orig )o"

Encrypred with weak key

Middle Man

Phase 1

Client Random
ECDHE Cipher
Weak Curve List

. ‘

Use weok curve
o solve for o

Phase 2

Server Random
ECDHE Cipher
Certificate

Server Key Exchange =
Signature

Client Key Exchange
Change Cipher Spec
Finished Message (Modified)

Compute 0bP
to derive
shored keys

Encrypted with weak key

. ‘

Phase 4

Change Cipher Spec
Finished Message (Modified) Om
Encrypted with weak key

All traffic beyond this point is encrypted with the compromised keys.
The middle mon can read or modify all messoges between client and server.

» i
On

Server

Swap Supported
Curves with
Small Curves

(aP) with weak curve

Solve DLP

Server Generates
Shared Key
with (abP)

90



Practicality

What is the weakest curve supported by clients and servers

sect163k?

Client support: 4.3%
Alexa top 100,000: 0.13%



The good news

Nobody has publicly broken DLP for ~160bit curves

But...

There's a reason we don’t use binary curves



The Future

TLS 1.37
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