
Stylometry	  and	  Machine	  Learning	  
in	  28C3,	  29C3,	  31C3	  …	  	  

•  32C3	  –	  alterna<ve	  non-‐stylometric	  keynote	  	  
– by	  Rachel	  	  

•  32C3:	  stylometry	  and	  machine	  learning	  
con<nued	  
– by	  Aylin	  
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What	  happened	  since	  31C3?	  
De-‐anonymiza<on	  became	  easier	  

≈	  
More	  privacy	  concerns	  for	  programmers	  
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32C3:	  stylometry	  and	  	  
machine	  learning	  con<nued	  

•  Paper	  released	  today	  
•  Check	  our	  blog 	  	  

– hMps://freedom-‐to-‐<nker.com	  
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Stylis<c	  fingerprints	  
•  Stylometry	  has	  been	  applied	  to:	  

– Fine-‐art	  
– Music	  
– Unconven<onal	  text	  
– Translated	  text	  
– Source	  code	  
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“Style	  expressed	  in	  code	  
	  	  can	  be	  	  

quan5fied	  and	  characterized.”	  

≈	  

Research	  ✔	  
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Supervised	  stylometry 	  	  
•  Given	  a	  set	  of	  documents	  of	  known	  authorship,	  classify	  
a	  document	  of	  unknown	  authorship	  
–  Classifier	  trained	  on	  undisputed	  text	  

•  Scenario:	  Alice	  the	  Anonymous	  Blogger	  vs.	  Bob	  the	  
Abusive	  Employer	  
–  Alice	  blogs	  about	  abuses	  in	  Bob’s	  company	  

•  Blog	  posted	  anonymously	  (Tor,	  pseudonym,	  etc)	  
–  Bob	  obtains	  5,000	  words	  of	  each	  employee’s	  wri<ng	  

•  Bob	  uses	  stylometry	  to	  iden<fy	  Alice	  as	  the	  blogger	  
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channel	  partner	  advocate	  for	  Cisco	  Alert	  

Dec 29, 2015 

7 of 60 



•  Stylis)c	  fingerprints	  
	  

	  
–  Use	  stylometric	  fingerprints	  to	  find	  who	  “theconnor”	  is.	  
–  Collect	  the	  rest	  of	  the	  tweets	  in	  the	  <meline,	  compare	  to	  the	  cover	  

leMers	  submiMed	  to	  Cisco	  and	  iden<fy	  theconnor.	  

	   	  	  
	  

Frequency	  of	  func<on	  words	  

Frequency	  of	  punctua<on	  

Fingerprints in textual data 

tweets  
of 

theconnor 
 

Cisco 
cover letter      

from Person A 
 

B C D … 
model	  
for	  

A,	  B,	  C,	  
…	  

Who is 
 

theconnor?  
extract features 

extract features 
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theconnor made her Twitter profile private  
and deleted all information on her homepage 
right after the event  
but it was too late  
since search engines cache search results which can lead to old information. 
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	   	   	  	  theconnor	  !	  Connor	  Riley	  !	  
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What	  about	  fingerprints	  in	  source	  code?	  
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DE-‐ANONYMIZING	  PROGRAMMERS	  	  
VIA	  

CODE	  STYLOMETRY	  	  
	  

De-anonymizing Programmers via Code Stylometry.   
Aylin Caliskan-Islam, Richard Harang, Andrew Liu, Arvind Narayanan, Clare Voss, 
Fabian Yamaguchi, and Rachel Greenstadt. 
Usenix Security Symposium, 2015 



Source	  code	  stylometry	  

•  Everyone	  learns	  coding	  on	  an	  individual	  basis,	  as	  a	  result	  code	  in	  a	  
unique	  style,	  which	  makes	  de-‐anonymiza<on	  possible.	  

•  Sogware	  engineering	  insights	  	  
–  programmer	  style	  changes	  while	  implemen<ng	  sophis<cated	  

func<onality	  	  
–  differences	  in	  coding	  styles	  of	  programmers	  with	  different	  skill	  sets	  

•  Iden<fy	  malicious	  programmers.	  
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Source	  code	  stylometry:	  
Who	  wrote	  this	  code?	  

•  Scenario 1: 
Alice analyzes a library with 
malicious source code. 
Bob has a source code 
collection with known authors. 
Bob will search his collection 
to find Alice’s adversary. 
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Source	  code	  stylometry:	  
Who	  wrote	  this	  code?	  

•  Scenario 2: 
Alice got an extension for her 
programming assignment.  
Bob, the professor has  
everyone else’s code.  
Bob wants to see if Alice 
plagiarized. 
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Source	  code	  stylometry	  
Iran	  confirms	  death	  sentence	  for	  'porn	  site'	  web	  programmer	  

No technical difference between security-enhancing and privacy-infringing… 
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Comparison	  to	  related	  work	  
Related	  
Work	  

Author	  
Size	  

Instances	   Average	  
LOC	  

Language	   Fetaures	   Method	   Result	  

MacDonell	  
et	  al.	  

7	   351	   148	   C++	   lexical	  &	  
layout	  

Case-‐based	  
reasoning	  

	  	  	  	  	  88.0%	  

Frantzeskou	  et	  al.	   8	   107	   145	   Java	   lexical	  &	  
layout	  

Nearest	  
neighbor	  

	  	  	  	  100.0%	  

Elenbogen	  and	  
Seliya	  

12	   83	   100	   C++	   lexical	  &	  
layout	  

C4.5	  decision	  
tree	  

	  	  	  	  	  	  74.7%	  

Shevertalov	  et.	  al.	   20	   N/A	   N/A	   Java	   lexical	  &	  
layout	  

Gene<c	  	  
algorithm	  

	  	  	  	  	  	  	  	  	  80%	  

Frantzeskou	  et	  al.	   30	   333	   172	   Java	   lexical	  &	  
layout	  

Nearest	  	  
neighbor	  

	  	  	  	  	  	  96.9%	  

Ding	  and	  
Samadzadeh	  

46	   225	   N/A	   Java	   lexical	  &	  
layout	  

Nearest	  	  
neighbor	  

	  	  	  	  	  	  75.2%	  

Ours	   35	   315	   68	   C++	  
	  

lexical	  &	  
layout	  &	  
syntac)c	  
	  

	  
Random	  
forest	  

100.0%	  

Ours	   250	   2,250	   77	   C++	   	  	  98.0%	  

Ours	   1,600	   14,400	   70	   C++	  
	  	  93.6%	  
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Comparison	  to	  related	  work	  
Related	  
Work	  

Author	  
Size	  

Instances	   Average	  
LOC	  

Language	   Fetaures	   Method	   Result	  

Frantzeskou	  
et	  al.	  

30	   333	   172	   Java	   lexical	  &	  
layout	  

Nearest	  	  
neighbor	  

96.9%	  

Ding	  and	  
Samadzadeh	  

46	   225	   N/A	   Java	   lexical	  &	  
layout	  

Nearest	  	  
neighbor	  

75.2%	  

Ours	   35	   315	   68	   C++	   	  
lexical	  &	  
layout	  &	  
syntac)c	  
	  

	  
Random	  
forest	  

100.0%	  

Ours	   250	   2,250	   77	   C++	   	  	  98.0%	  
Ours	   1,600	   14,400	   70	   C++	  

	  	  93.6%	  
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Comparison	  to	  related	  work	  

Related	  
Work	  

Author	  
Size	  

Instance
s	  

Average	  
LOC	  

Language	   Fetaures	   Method	   Result	  
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Nearest	  	  
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Nearest	  	  
neighbor	  

75.2%	  

Ours	   35	   315	   68	   C++	   	  
lexical	  &	  
layout	  &	  
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Random	  
forest	  

100.0%	  
Ours	   250	   2,250	   77	   C++	   	  	  98.0%	  
Ours	   1,600	   14,400	   70	   C++	  

	  	  93.6%	  
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Source	  code	  stylometry	  
Machine	  learning	  workflow	  

Dataset in CPP ~100,000 users 

preprocessing 

Fuzzy AST parser 

Extract features 

Random Forest 

classification 
majority 

vote 

 A               B               C               D 
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•  2008-‐2014	  
•  Same	  problems	  
•  Limited	  <me	  
•  Problems	  get	  harder	  
•  C++	  most	  common	  
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Source	  code	  stylometry	  

•  Stylometry	  can	  be	  used	  in	  source	  code	  to	  iden<fy	  the	  author	  of	  a	  
program.	  	  

•  Extract	  layout	  and	  lexical	  features	  from	  source	  code.	  

        
•  Abstract	  syntax	  trees	  (AST)	  in	  code	  represent	  the	  

structure	  of	  the	  program.	  	  	  	  

•  Preprocess	  source	  code	  to	  obtain	  AST.	  

•  Parse	  AST	  to	  extract	  coding	  style	  features.	  
	  

Source Code 

                       AST 
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Source	  code	  stylometry	  
Method	  
① Use	  random	  forest	  as	  the	  machine	  learning	  classifier,	  	  

① avoid	  over-‐fisng	  
② mul<-‐class	  classifier	  by	  nature	  

② K-‐fold	  cross	  valida<on	  
③ Validate	  method	  on	  a	  different	  dataset	  
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Case	  1:	  Authorship	  aMribu<on	  
•  Who	  is	  this	  anonymous	  programmer?	  
•  Who	  is	  Satoshi?	  
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Case	  1:	  Authorship	  aMribu<on	  

Train on 1,600 authors 
to identify the authors of  

14,400 files  
train 

test 

94% accuracy 

•  94%	  accuracy	  in	  iden<fying	  1,600	  authors	  of	  14,400	  
anonymous	  program	  files.	  
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Case	  1:	  Authorship	  aMribu<on	  

Train on the suspect set 
to de-anonymize the 
initial Bitcoin author 

train 

test 

Satoshi = git contributor 

•  If	  only	  we	  had	  a	  suspect	  set	  for	  Satoshi…	  
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Case	  2:	  Obfusca<on	  
•  Who	  is	  the	  programmer	  of	  this	  obfuscated	  
source	  code?	  

•  Code	  is	  obfuscated	  to	  become	  unrecognizable.	  
•  Our	  authorship	  aMribu<on	  technique	  is	  
impervious	  to	  common	  off-‐the-‐shelf	  source	  
code	  obfuscators.	  
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Case	  2:	  C++	  Obfusca<on	  -‐	  STUNNIX	  
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Case	  2:	  C++	  Obfusca<on	  -‐	  STUNNIX	  
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Case	  2:	  C++	  Obfusca<on	  -‐	  STUNNIX	  
	  

Same	  set	  of	  20	  authors	  
with	  180	  program	  files	  

Classifica)on	  
Accuracy	  

Original	  source	  code	   99%	  
STUNNIX-‐Obfuscated	  source	  code	   99%	  
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Case	  2:	  C	  Obfusca<on	  -‐	  TIGRESS	  
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Case	  2:	  C	  Obfusca<on	  -‐	  TIGRESS	  
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Case	  2:	  C	  Obfusca<on	  -‐	  TIGRESS	  
	  

Same	  set	  of	  20	  authors	  
with	  180	  program	  files	  

Classifica)on	  
Accuracy	  

Original	  C	  source	  code	   96%	  
TIGRESS-‐Obfuscated	  source	  code	   67%	  
Random	  chance	  of	  correct	  de-‐anonymiza<on	   5%	  

Dec 29, 2015 

33 of 60 



Case	  3:	  Coding	  style	  throughout	  years	  
•  Is	  programming	  style	  consistent?	  
•  If	  yes,	  we	  can	  use	  code	  from	  different	  years	  for	  
authorship	  aMribu<on.	  
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Case	  3:	  Coding	  style	  throughout	  years	  
•  Coding	  style	  is	  preserved	  up	  to	  some	  degree	  
throughout	  years.	  

	  
train 

Train on 25 authors from 2012 
to identify the author of  

25 files in 2014 
test 

96% accuracy 
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Case	  3:	  Coding	  style	  throughout	  years	  
•  98%	  accuracy,	  train	  and	  test	  in	  2014	  
•  96%	  accuracy,	  train	  on	  2012,	  test	  on	  2014	  

train 

Train on 25 authors from 2012 
to identify the author of  

25 files in 2014 
test 

96% accuracy 
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Feature set: Using ‘only’ the Python equivalents of syntactic features 
 
 
 
 
 
 
 
 
 
 
 

	  Applica)on	   Programmers	   Instances	   Result	  

Python	  programmer	  de-‐anonymiza<on	   229	   2,061	   	  	  53.9%	  

Top-‐5	  relaxed	  classifica<on	   229	   2,061	   	  	  75.7%	  

Python	  programmer	  de-‐anonymiza<on	   23	   	  	  	  207	   	  	  87.9%	  

Top-‐5	  relaxed	  classifica<on	   23	   	  	  	  207	   	  	  99.5%	  

Case	  4:	  Generalizing	  the	  approach	  -‐	  python	  
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Results	  

	  Applica)on	   Classes	   Instances	   Accuracy	  

Stylometric	  plagiarism	  detec<on	   250	  class	   	  	  2,250	   	  	  98.0%	  

Large	  scale	  de-‐anonymiza<on	   1,600	  class	   14,400	   	  	  93.6%	  

Copyright	  inves<ga<on	   Two-‐class	   	  	  1,080	   100.0%	  

Authorship	  verifica<on	   Two-‐class/One-‐class	   	  	  2,240	   	  	  91.0%	  

Open	  world	  problem	   Mul<-‐class	   	  	  	  	  	  420	   	  	  96.0%	  

A new principled method with a  
robust syntactic feature set for  
de-anonymizing programmers. 
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Future	  work 	  	  
•  Mul<ple	  authorship	  detec<on	  
•  Mul<ple	  author	  iden<fica<on	  

•  Anonymizing	  source	  code	  	  
–  obfusca<on	  is	  not	  the	  answer	  

•  Stylometry	  in	  executable	  binaries	  
– Authorship	  aMribu<on	  
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What	  about	  executable	  binaries?	  
Compiled	  code	  looks	  cryp<c	  

	  00100000	  00000000	  00001000	  00000000	  00101000	  00000000	  	  	  	  
	  00000000	  00000000	  00110100	  00000000	  00000000	  00000000	  	  	  
	  00000100	  00001000	  00000000	  00000001	  00000000	  00000000	  	  	  
	  00000000	  00000001	  00000000	  00000000	  00000101	  00000000	  	  	  
	  00000000	  00000000	  00000100	  00000000	  00000000	  00000000	  	  	  
	  00000011	  00000000	  00000000	  00000000	  00110100	  00000001	  	  	  
	  00000000	  00000000	  00110100	  10000001	  00000100	  00001000	  	  	  
	  00000000	  00000000	  00010011	  00000000	  00000000	  00000000	  	  	  
	  00000100	  00000000	  00000000	  00000000	  00000001	  00000000	  	  	  
	  00000000	  00000000	  00000001	  00000000	  00000000	  00000000	  	  	  
	  00000000	  00000000	  00000000	  00000000	  00000000	  10000000	  	  	  
	  00000100	  00001000	  00000000	  10000000	  00000100	  00001000	  	  	  
	  11001000	  00010111	  00000000	  00000000	  11001000	  00010111	  	  	  
	  00000000	  00000000	  00000101	  00000000	  00000000	  00000000	  	  	  
	  00000000	  00010000	  00000000	  00000000	  00000001	  00000000	  	  	  
	  00000000	  00000000	  11001000	  00010111	  00000000	  00000000	  	  	  
	  11001000	  10100111	  00000100	  00001000	  11001000	  10100111	  	  	  
	  00000100	  00001000	  00101100	  00000001	  00000000	  00000000	  	  	  
	  00000000	  00000000	  00000000	  00010000	  00000000	  00000000	  	  	  
00000010	  00000000	  00000000	  00000000	  11011100	  00010111	  	  	  

	  

Source	  Code	  
#include	  <cstdio>	  
#include	  <algorithm>	  
using	  namespace	  std;	  
#define	  For(i,a,b)	  for(int	  i	  =	  a;	  i	  <	  b;	  i++)	  
#define	  FOR(i,a,b)	  for(int	  i	  =	  b-‐1;	  i	  >=	  a;	  i-‐-‐)	  
double	  nextDouble()	  {	  

	  double	  x;	  
	  scanf("%lf",	  &x);	  
	  return	  x;}	  

int	  nextInt()	  {	  
	  int	  x;	  
	  scanf("%d",	  &x);	  
	  return	  x;	  }	  

int	  n;	  
double	  a1[1001],	  a2[1001];	  
int	  main()	  {	  

	  freopen("D-‐small-‐aMempt0.in",	  "r",	  stdin);	  
	  freopen("D-‐small.out",	  "w",	  stdout); 	  	  
	  int	  M	  =	  nextInt();	  
	  For(t,1,M+1)	  {	  
	   	  int	  n	  =	  nextInt();	  	  	  	  	  	  	  	  	   . . . 

 
. . . 
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Can	  we	  iden<fy	  the	  author	  of	  this	  binary?	  
00100000	  00000000	  00001000	  00000000	  00101000	  00000000	  	  	  	  

	  	  	  00000000	  00000000	  00110100	  00000000	  00000000	  00000000	  	  	  
	  	  	  00000100	  00001000	  00000000	  00000001	  00000000	  00000000	  	  	  
	  	  	  00000000	  00000001	  00000000	  00000000	  00000101	  00000000	  	  	  
	  	  	  00000000	  00000000	  00000100	  00000000	  00000000	  00000000	  	  	  
	  	  	  00000011	  00000000	  00000000	  00000000	  00110100	  00000001	  	  	  
	  	  	  00000000	  00000000	  00110100	  10000001	  00000100	  00001000	  	  	  
	  	  	  00000000	  00000000	  00010011	  00000000	  00000000	  00000000	  	  	  
	  	  	  00000100	  00000000	  00000000	  00000000	  00000001	  00000000	  	  	  
	  	  	  00000000	  00000000	  00000001	  00000000	  00000000	  00000000	  	  	  
	  	  	  00000000	  00000000	  00000000	  00000000	  00000000	  10000000	  	  	  
	  	  	  00000100	  00001000	  00000000	  10000000	  00000100	  00001000	  	  	  
	  	  	  11001000	  00010111	  00000000	  00000000	  11001000	  00010111	  	  	  
	  	  	  00000000	  00000000	  00000101	  00000000	  00000000	  00000000	  	  	  
	  	  	  00000000	  00010000	  00000000	  00000000	  00000001	  00000000	  	  	  
	  	  	  00000000	  00000000	  11001000	  00010111	  00000000	  00000000	  	  	  
	  	  	  11001000	  10100111	  00000100	  00001000	  11001000	  10100111	  	  	  
	  	  	  00000100	  00001000	  00101100	  00000001	  00000000	  00000000	  	  	  
	  	  	  00000000	  00000000	  00000000	  00010000	  00000000	  00000000	  	  	  
	  	  	  00000010	  00000000	  00000000	  00000000	  11011100	  00010111	  	  	  

.	  .	  .	  
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WHEN	  CODING	  STYLE	  SURVIVES	  COMPILATION:	  
DE-‐ANONYMIZING	  PROGRAMMERS	  FROM	  

EXECUTABLE	  BINARIES	  

When Coding Style Survives Compilation: De-anonymizing Programmers from Executable Binaries 
Aylin Caliskan-Islam, Fabian Yamaguchi, Edwin Dauber, Richard Harang, Konrad Rieck, Rachel 
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Finding	  the	  author	  of	  an	  executable	  binary?	  

•  Coding	  style	  in	  compiled	  code	  

•  Threat	  to	  privacy	  and	  anonymity	  

•  Malware	  classifica<on?	  

Dec 29, 2015 

43 of 60 



Related	  work	  
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Our	  workflow	  
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Features	  
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Feature	  set	  from	  100	  programmers	  
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Compiler	  Op<miza<on	  

The drop in accuracy is not tragic!  
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Reconstruc<ng	  original	  features	  

•  Original	  vs	  predicted	  
features	  
– Average	  cos	  distance:	  0.81	  

	  
•  Original	  vs	  decompiled	  
features	  
– Average	  cos	  distance:	  0.35	  
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Reconstruc<ng	  original	  features	  
•  Original	  vs	  predicted	  
features	  
–  Average	  cos	  distance:	  0.81	  
	  

•  This	  suggests	  that	  original	  
features	  are	  transformed	  
but	  not	  en3rely	  lost	  in	  
compila3on.	  
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Insights	  

More	  advanced	  programmers	  are	  easier	  to	  de-‐anonymize	  
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Programmer	  De-‐anonymiza<on	  in	  the	  wild	  
ü  Single authored GitHub repositories 
ü  The repository has at least 500 lines of code 
 
 

 Compile  
repositories 
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Future	  work	  
•  Anonymizing	  executable	  binaries	  

– op<miza<ons	  is	  not	  the	  answer	  

•  De-‐anonymizing	  collabora<ve	  binaries	  
•  Malware	  family	  classifica<on	  
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Available	  tools 	  	  
•  Programmer	  de-‐anonymiza<on	  

–  hMps://github.com/calaylin	  
	  

•  Jstylo	  	  	  	  	  
–  prose	  authorship	  aMribu<on	  framework	  

	  
•  Anonymouth	  	  

–  wri<ng	  anonymiza<on	  
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934	  important	  features	  of	  code	  stylometry	  	  
by	  informa<on	  gain	  
OUT	  OF	  120,000	  FEATURES	  
Feature	  Type	   Percentage	   Count	  

Word	  Unigram	  Frequency	   55%	   517	  

AST	  Node-‐Bigram	  Frequency	   31%	   291	  

AST	  Node	  Average	  Depth	   5%	   48	  

AST	  Node	  Frequency	   4%	   38	  

AST	  Node	  TFIDF	   2%	   19	  

C++	  Keywords	   2%	   15	  

Layout	  Features	   1%	   6	  
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EXTRA	  Case:	  Copyright	  inves<ga<on	  
•  Copyleg	  programs	  are	  free	  but	  licensed	  
•  Did	  this	  programmer	  take	  a	  copyleg	  code	  and	  
distribute	  it	  commercially?	  
–  Jacobsen	  vs	  Katzer	  (Java	  Model	  Railroad	  Interface)	  

•  Two-‐class	  machine	  learning	  classifica<on	  task	  
–  Class	  1:	  the	  copyleg	  programmer	  
–  Class	  2:	  the	  copyright	  programmer	  
–  Test:	  both	  the	  copyleg	  and	  copyright	  code	  
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EXTRA	  Case:	  Copyright	  inves<ga<on	  

60	  pairs	  of	  authors	  each	  with	  9	  program	  files	   Classifica)on	  Accuracy	  

Two-‐class	  task	   100%	  

Jacobsen Katzer 
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EXTRA	  Case:	  Authorship	  verifica<on	  

•  Is	  this	  source	  code	  really	  wriMen	  by	  this	  
programmer?	   Train on 8 files from Mallory and one file from 

authors A, B, C, D, E, F, G, and H. 

Test on 6 files that belong to Mallory 
and 6 files that belong 6 random authors. 

Mallory M M M M M M M 

A B C D E F G H 

X1 

M M M M M M 

X2 X3 X4 X5 X6 

91% accuracy in 80 sets of experiments 

Dec 29, 2015 



•  Insights	  about	  programmers	  and	  coding	  style:	  
•  Implemen<ng	  harder	  func<onality	  makes	  
programming	  style	  more	  unique	  

Extra	  Case:	  Difficult	  tasks	  &	  advanced	  coders	  

Same	  set	  of	  62	  authors	   Classifica)on	  
Accuracy	  

Solving	  7	  easy	  problems	   98%	  

Solving	  7	  more	  difficult	  problems	   99%	  
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•  Insights	  about	  programmers	  and	  coding	  style.	  
•  BeMer	  programmers	  have	  more	  dis<nct	  coding	  
style	  

Two	  sets	  of	  62	  authors	   Classifica)on	  
Accuracy	  

Less	  advanced	  programmers	   97%	  

More	  advanced	  programmers	   98%	  

Extra	  Case:	  Difficult	  tasks	  &	  advanced	  coders	  
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