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2015 in a nutshell

 Jan 7th
        Charlie Hebdo, Hyper Casher attacks
 March
        Bill on Intelligence
 September
        Bill on International surveillance
 Nov 13th
        Paris attacks
        State of emergency (SoE)
 Nov 19th
        New law on SoE
        Emergency extended
 Dec 23rd
        Constitutional reform announced
        New bills on terrorism and organized crime



It's not just 2015



Military Planning Act (Dec 2013)

First Post-Snowden revelations move
Administrative access in real time

> Police given direct access to ISP metadata



Anti-terrorism law (Sep-Nov 2014)

Almost no debate
> Urgency is the new rule

Non-judiciary censorship of websites for
    apologia/glorification of terrorism 



Anti-terrorism law (Sep-Nov 2014)

Glorification of terrorism removed from 
"freedom of press" law to be added into Penal Code

> Glorifying terrorism is judged like an act of terrorism

Increased sanctions if Internet involved



Intelligence Law (Mar-Jul)

Prepared since 2 years
January attacks opened a window

Internet is shown as responsible for
    radicalisation/terrorism

Big debate on the need for a French Patriot Act





Intelligence Law, Arguments 

Framing the work of Intel. services
Fear of ECHR condemnation
 



Intelligence Law, Arguments 

Replace the only law on the matter (91)
Extend surveilllance to Internet and
        mobile comms



Intelligence Law, Arguments 

Legalizing existing practices
        considered "a-legal" (grey zone)
Legalizing daily used and illegal practices



Intelligence Law, Arguments 

Having an "independent" control
Prime Minister has control
 



Intelligence Law, Arguments 

Giving to the citizen a way
        to challenge illegal surveillance
Defense Secret can be opposed 
at each step of citizen's challenges



Intelligence Law, Scope

        Terrorism
        "Collective violence" likely to 
            seriously harm public peace
        Strategic interests
        International commitments

> Covers pretty much everyone



Intelligence Law, What's inside

Targeted surveillance
        > Keyloggers, Geolocalisation
        > Microphones, Camera
IMSI catchers
"Black boxes" into ISP networks
        > Algorithmic surveillance
        > Pattern learning
        > Weak signals



Intelligence Law, Against



sous-surveillance.fr



Intelligence Law, Against

Broad mobilisation
Not just hacktivists
Human Rights NGOs
Lawyers, judges, journalists
Sex workers, Ecologists
Digital economy
…



Intelligence Law, In the Parliament

At the beginning, very few MPs against

Very large citizen mobilisation through
        use of LQDN tools, like PiPhone

LQDN, pivotal for on/off-line coordination

After 2 months of campaign, 20% of MPs against



Intelligence Law, Legal action

Wonderful amicus curiæ 
before the Constitutional Council



lqdn.fr/recours#english



Amicus curiæ

Written by a team made of
    La Quadrature du Net
    Fédération FDN
    Association FDN
Reviewed by people online
Hackers and lawyers working together



Amicus curiæ, Outcome (Jul)

Only a small part invalidated

                International surveillance

Reintroduced through a new law in September



International Surveillance (Sep-Oct)

3 weeks of no debate
LQDN was alone, no NGO

Tapping cables going in and out of France
No prior control, only after collection
Massive collection by DGSE

DGSE: Foreign intelligence service





Battle lost, still a world to change

Net neutrality
Data protection
Copyright reform
…

                                And then …



Paris attacks (Nov 13th)

State of emergency immediately declared
3 months extension announced

6 days later, extension law
    both in perimeter and duration



State of emergency?

Separation of powers is suspended
Police searches 24/7 without judiciary control
Electronic search is allowed into any system accessible
House arrests
Websites can be blocked at will
Dissolution of formal groups or organizations



Until now

As of Dec 17th
2764 police searches
368 house arrests
0 websites blocked

Numbers growing as we speak





Who are the targets

"Terrorists"?

Muslims
Anarchists
Climate Conference activists (COP21)
…



Who's next
https://www.laquadrature.net/en/police-state-in-france



Constitutional reform

Announced
State of emergency written in the Constitution
Deprivation of nationality

What we foresee
Extension of the SoE
New powers for the police
Crackdown on crypto tools



What is at stake

"Shock doctrine" to implement 
a permanent state of exception 

Circumventing judiciary powers in favor of
police and intelligence services

As always, pressure on Internet



Counter Strategy

Digital freedom is a lie
There is just freedom.

Refusing to succumb to the shock:
   > Systematic public campaigns
   > Counter story telling
   > Legal actions
   > Document the disaster
   > Coalitions



In your country

Even the "Country of Human Rights" 
    can turn into a police state

Stay safe, help others

ENCRYPT ALL THE THINGS



 Next? 
Hall A.1 @ 6:30PM
« France : going beyond the state of emergency »

            lqdn.fr/en
            Join us at the Teahouse


