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~not everyone understands hardware



static MACHINE_CONFIG_START( tokio, bublbobl_state )

/* basic machine harduware */

MCFG_CPU_ADD("maincpu™”, Z8@, MAIN_XTAL/4) // 6 MHz
MCFG_CPU_PROGRAM_MAP(tokio_map)

MCFG_CPU_VBLANK_INT_DRIVER("screen”, bublbobl_state, irg8_line_hold)

MCFG_CPU_ADD("slave”, 780, MAIN_XTAL/Z) // 6 MHz
MCFG_CPU_PROGRAM_MAP(tokio_slave_map)
MCFG_CPU_VBLANK_INT_DRIVER("screen”, bublbobl_state, irg8_line_hold)

MCFG_CPU_ADD("audiocpu”, Z8@, MAIN_XTAL/Z) // 3 MHz
MCFG_CPU_PROGRAM_MAP(tokio_sound_map)

MCFG_QUANTUM_TIME(attotime::from_hz(6000))

MCFG_MACHINE_START OVERRIDE(bublbobl_state, tokio)
MCFG_MACHINE_RESET_OVERRIDE(bublbobl_state,tokio)

/* video harduware */

MCFG_SCREEN_ADD("screen”, RASTER)
HCFG_SCREEN_RHH_PHRHHS(HﬁIN_XTﬁLIi, 384, B, 256, 264, 16, 248)
MCFG_SCREEN_UPDATE_DRIVER(bublbobl_state, screen_update_bublbobl)

MCFG_GFXDECODE(bublbobl)
MCFG_PALETTE_LENGTH(256)

/* sound hardware */
MCFG_SPEAKER_STANDARD_MONO( “mono™)

HCFG_SOUND_HDD(”gmsnd”, YM2203, HﬁIN_XTﬁL/S)

MCFG_SOUND_CONFIG(ym2203_config)

HCFG_SOUND_ROUTE(G, “mono™, 0.68

MCFG_SOUND_ROUTE(1, “mono", 0.08

HCFG_SOUND_ROUTE(Z, “mono™, 0.68

MCFG_SOUND_ROUTE(3, "mono", 1.8)
MACHINE_CONFIG_END

not everyone understands software
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but everyone understand that it's a (good) game!
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that's the cool part of emulation: n M E s
it brings games to everyone'!
)

(games that might be lost forever




This talk is about arcade games,

the games where you put money to play.

That money would go in the operator's pocket,

no share to the arcade manufacturer.

To be successfull, they had to be awesome.

"Dedicated" (hardware, controls...) is the key to their success.
T,




YOUR SCORE

Let's go back in time:
This is Night Driver (Atari 1976)...
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It's based on the first racing %@

Nurburgring

(1975) made of 28 PCBs.



Berzerk was one of the first game with digitized speech.
It cost 1000 USD / word to be digitized
(it contained 16 words!)...
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"Wie komman wir
aus diesem Ding
bloss wieder heraus?” ¥

“Bring den
Humanoiden
2ur Strecke!”

"Der Humanoide
darf nicht
entwischen!”

—

'Die Antwort steht auf der Rickseite”

“Invasionsalarm/”

...they also made a german version !
same price per word ? ;)

“Angsthase,
kampt doch wie
gin Roboter!”

;'Schnapp den
Humanosden!”

“Eindringling
darf nicht
antwischen!”

Wenn Sie glauben,
dass wir bai der
Entwicklung von
Barzerk aus dem
Hauschen geraten
sind, dann haben Sie
recht! Wir haben hier
orstmals unsere

3 bsolut
susser Rand und Band
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die Gewinno

den Operatoren
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1 bewegan
B Nach Spulende
arschainen die ba
dato erziolten 10
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Battlezone, the first FPS, in 1980...

SUPER TANX

Z

MO POINTS

INSTRUCTIONS SAMICER

« INSERT COINS + PRESS START
* YOU LOSE A TANK EACH TIME YOU ARE HIT

Nt

* USETHE
* KEEP MOVING - DON'T STAY IN PLACE OR
YOU WILL BE HIT
® USE THE CUBES AND PYRAMIDS AS SHIELDS
S000 POINTS * LISTEN FOR THE ENEMY'S TANK SHOTS

2000 POINTS
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__ ...was turned into a military trainer.
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Dragon's Lair, an ‘interactive’ cartoon in 1983,
at a time where HDs were 10 Mb and graphics in 16 colors.
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Outrun (Sega 1986), awesome racing game!
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- “Hard Drivin (1989), a 3d simulation way before modern GPUs existed...
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...used 3 PCBs.

They made a triple screen version of the sequel:
6 PCBs, 4 CPUs, 9 DSPs !l

It's emulated since last month (November 14) !




gliding, bike, car... ass poking ?!?
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Sega's R360 rotates the player on all axis, even upside down !
B 2y -




Sometimes, the screen was the awesome part: almost half spherical...
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...and with awesome games came awesome piracy!
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- With awesome plracy came awesome protections.
2415 o “once again, dedicated stuff, sometimes
tightly integrated with the game internals



In Bee Storm, if ot U is_missi
the game works( @ﬁ@-@j%ymore
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ang-on, if the 2nd CPU (sometimes encrypted) is missin ’J
" then roads are straight. %
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without it, you can't hurt and cannot be hurt.
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yet all. games will eventually die once all batteries are empty.

‘J—Iackin J these games is the only way to preserve them.
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GAMES &
SYSTEMS

SIGN IN &
CONNECT

INSIDE
PLAYSTATION®

L

Platform: PS3™

NINJA MASTERS

Download Price: $9.99

Genre: Fighting. Head-to-Head Out Now

Fiahtina

Sony
Entertainment
Network

hn ! Darkstalkers® Resurrection

com U.S.A,, Inc

,,-A}{ PSN Game | Released Mar 12,2013 | %% %% 636 Ratings

Try Free Demo

Playable On:
ps3

Click Here to Learn How

it also enables the IP to be re-used commercially later.

PU"&-R 2

EiaGRBDWR i m XboxOne  Xbox360 XboxliveGold Games Entertainment  Support

Marvel vs. Capcom: Origins

T0LEVEL
iy

Chain
Reaction

*5

Perform 750
combos of at
least 3 hits,

293/750

o 1T Yo

AN AN
&

' NEWﬁkRo f

Fully
Charged

Tk k oW
-
-

(© Oimagestiofio

Perform 100
charged moves.

77/100

= Overview (2)




Arcade games had to be awesome. They were often using dedicated parts.
they were heavily pirated. they were heavily protected.

So protected that it makes them vulnerable (to time)!

Hacking is the only way to preserve them.
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Let's look at the Capcom Play System, known as CPS1. 3 Jsl/
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The Ulorid Ullarsrior
PUSH 1P OR 2P START.

SCAPCOM CO..LTD.

CHAMPION EDITION
PUSH 1P OB 2P START.

STAPCOM CO..LTD. rant.
OREDIT= 2

HYPER FICHTING

Qe o n_ox B START .
known mostly for Street Fighter I 1991 ,92
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' and many other good games
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including the least known,
only emulated in June 2014.
It's SF2-based, but it's a mole
hitting game !!
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- Yet it was completely hacked.
SF2 bootlegs were common.
- . 4




a final fight bootleg, adding extra characters to control.
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.but it was.defeated nonetheless:
weak encryption+encrypted data made plaintext attack easy.
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Capcom released its evolution, the CPS2



it started with this...
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from Super SF2 (1993)
to Hyper SF2 (2003)
(how original !)



CPS2 was awesome...
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...plenty of great games...
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here is the complete list of bootlegs, hacks, swaps...
(absolutely NOTHING)
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that they hacked a console version into an arcade game (with typo)
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what's in green is in clear,

in red is encrypted.

Code and Data are together.
Code is crypted, data isn't.

A E=se N




_ Yoc® ADDRESS
__aNoR) | CBUS > Aes
— D15-D0 Table 3-3. Function Code Outputs
AS 1 Function Code Output
T’ ASYNCHRONOUS FC2 FC1 FCO Address Space Type
[ FCO uDs — BUS Low Low Low (Undefined, Reserved)
PROCESSOR <F—C1 T: CONTROL Low | Low | High User Data
STATUS 4_&_ (M Low High Low User Program
- - - Low | High | High (Undefined, Reserved)
MC6800 —E (Bﬂ— BUS High Low Low (Undefined, Reserved)
PEF(;IS::ERR(A)t ] (% %’ ’ ég:l;RRSIION High Low High Supervisor Data
— > < _ High | High Low Supervisor Program
SYSTEM [ BERR ¢ IPLO p—— High CPU Space
CONTROL | <t "=SElp =  CONTROL
< HALT >

Table 6-2. Exception Vector Assignment

Vectors Numbers Address
Hex Decimal | Dec | Hex | Spaceb Assignment
0 0 0 000 SP | Reset: Initial SSP2
1 1 4 004 SP | Reset: Initial PC2
2 2 8 008 SD Bus Error
3J J ueds “wm} °2| . 00C SD Address Error

0 o T <
decryption is made on the fly;.- - vector (0) requires four words, unlike the other vectors which only

during memory fetch. require two words, and is located in the supervisor program space.
read standard memory? as is.

read for execution? decrypt.




patch an opcode (unknown encryption)
— black screen. game over. retry ?
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NEO-GEO

MAX 330 MEGA
PRO-GEAR SPEC

Capcom had a major competitor.
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the Neo-Geo is known
for many games...
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an exceptional success and longevity !
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a success in arcade AND as an expensive console
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So Capcom created something
that made the NeoGeo look small and ¢
It was a commercial failure...



S TREET FI1 GHTER Z EROC S TREET FI&;HTER Z EROC

950605 95 1020
JAaF AN }P €E CHANGER
WORK RAM OK V‘ ’\Uf ’( ) PHORK RAM OK
CPSO RAM OK CPSO RAM OK
CPS1 RAM OK . .. ‘f“’“"", i cPSi1 RAM OK
cPs2 RAN O fli=s e e st e cPs2 RAM O
OBJECT  RAM OK -
© SOUND RAM OK CAPCOM
.‘ _

INSERT COIN FRESES ETART

OCAPCOM Co .+ Ltd. 1005 " OCAPCOMN Co,» Led. 1008

}

BVER SEEEC J GBSO s FTAVER SENEG

S b I\ N
as alast effort, bac (PO L-'?-’o t CPS2 game
the first decrypted CPS2 port !1!
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to defeat a dragon, you need adventurers:
Razoola, Charles MacDonald, Andreas Naive, Nicola Salmoria, David Haywood, and many others.
(I worked with Razoola, and helped him on the PC side)



———ILLEGAL INSTRUCTION——-

ADDRESS : TROAO000
AC ADRS:

R W :

MODE :

FC

DO:FFFF4A44 D4 :00A80158 AO:6FC42EG6S5 A4
D1:00000004 DS :0000FFFF A1:00FFO81C AS
D2 :00080000 D6 :00000000 AZ2:007082F0 AO6
D3 :00000008 D7:00000000 A3:00FFBlOASgZ

:00FFB380
+00000000
‘FFFFAD8O
:0000000A
+00FFO81C

DOFF8000
OOFF8010
DOFF8020
DOFF8030
DOFF8040
DOFF8050
DOFF8060
OOFF8070

+0
0010
0000
92C0
000C
0000
0000
E021
FFFF

+2
0000
0000
90CO
015
0000
0000
OF0C
FFFF

+4
0002
0000
9100
0006
003F
0000
0000
FFFF

+6
0000
0000
9160
000C
7000
0000
0000
FFFF

+8
0002
5680
9140
000F
807D
0000
0100
FFFF

SR

+A
0071
0000
0000
12C2
1234
0000
FEFF
FFFF

In November 1999, Razoola re-enabled SFZ’s internal debugger (first working CPS2 patch !)
— not blind anymore !

+4A44

+C
0000
0000
0000
0000
0040
0000
FEFF
FFFF

+E
0000
9000
01DA
0000
0010
0000
FEFE
FFFF



in spring 2000, he found that some specific memory ranges were not using encryption!
why ? no reason - just a big facepalm !
— shellcode execution for a split second.

Q— —




e ————
Mode Generation

Register Direct Addressing
Data Register Direct EA=Dn Dn
Address Register Direct EA=An An

Absolute Data Addressing
Absolute Short EA = (Next Word) (xxx).W
Absolute Long EA = (Next Two Words) (xxx).L

Program Counter Relative

Addressing| EA = (PC)+d1g (d1g,PC)

Relative with Offset EA = (PC)+dg (dg,PC.Xn)
Relative with Index and Offset

Register Indirect Addressing
Register Indirect EA = (An) (An)
Postincrement Register Indirect EA = (An), An « An+N (An)+
Predecrement Register Indirect An ¢« An—N, EA=(An) -(An)
Register Indirect with Offset EA = (An)+d1g (d16,An)

Indexed Register Indirect with Offset EA = (An)+(Xn)+dg (dg,An.Xn)

Immediate Data Addressing
Immedtate DATA = Next Word(s) #<data>
® kK Immediate Inherent Data

when reading relatively to code (PC),

memory fetches are actually decrypted ! EA = SR, USP, SSP, PC, SR,USP,SSP,PC,
Sega prevented that, but Capcom failed. VBR, SFC, DFC VBR, SFC,.DFC
— first CPS2 decryption, word by word

UUE ar to e mode described in 2.2.7 Address Register Indirect with Index
(8-Bit Displacement) Mode, except the PC is the base register. The operand is in memory.
The operand’s address is the sum of the address in the PC, the sign-extended displacement
integer in the extension word's lower eight bits, and the sized, scaled, and sngn extended
index operand. The value in the PC is the address of the extension word. This is a program
reference allowed only for reads. The user must include the displacement, the PC, and the
index register when specifying this addressing mode.
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so, in Summer 2000, | visited Raz, hoping we'd break the algo

but no success... | | Credits: 00



reset

nop
nop
nop
move.b #3800, $800030. ]
nop
nop
nop

nop

nop

nop

nop

move.b #3%0, $300030. ]
cmpi.l #3$5642194, DO
lea ($6,PC), R4
bra $dG2

($6,PC), A2
$efé

(AR4)

#$1f, D7
#$f0OOfO00O, DO
#$5642194, Do
(Ro)+, (A1)
Da, (A1)+
(Re)+, (A1)
Da, (A1)+
(RB)+, (A1)
Da, (A1)+
(AB)+, (A1)
DA, (A1)+
(RB)+, (Al)
Da, (A1)+

lea
bra
jmp
moveq
move. |
move. |
or.|
move. |
or.l
move. |
or.l
move. |
or.|
move. |
or.|
move. |

($6,PC), A2
$d96

(F4)

aslf, D7
#3foooroee, DO
(RB)+, (A1)
DB, (Al)+
(AB)+, (A1)
DB, (Al)+
(AB)+, (A1)
DB, (A1)+
(RB)+, (A1)
Da, (Al)+
(AB)+, (A1)
DB, (Al1)+
(RB)+, (A1)

in December 2000, Raz noticed that Capcom
leaked the key to keep decryption alive.
— automated dump is now possible !




— CPE-2 Macker ==

Currentla ayecuting address & 00003174

Heirg Instruction ! MOVE L #Seeexxesw DG GRNAVIS
4 PC GamePad

————  ———— A ——————— . — - ——— . ———— v e

NOK ERUTEEORC | NG

Address ! DOO00ITA dddrecs

Frrrauoted ! 3bj'] EFrcrupted

Mercrupted 1 O0OR0 Noncrupted
Flaase walt this wil) vaks spns

we dumped by connecting the CPS2 to the joystick port of the PC.

ugly, clumsy, slow, but worked !

—e CPRLS MNanhapy s METER ‘Sg.?ﬁ;gg. COMMUNICATION
\ . PORTS(NOT‘USED)

Hese Pupn controaller (NOTUSED‘)

Butten 1 ¢! Fast Mcoue
Ritten 2 1 Step S10300
Offser 4+ 47 +4 4 8 +.3 i +F
OOFEFS000 0000 0009 0000 0093 0000 0090 0000 O
QOFFS 10 D00 G000 0000 GO0 (007 00 (0
QOFFa02) 0083 9000 Q100 2163 9140 4030 O30 O
| QQEERAIY Q327 0007 Q007 D007 QOQF QGCe QOO0 O
ASFFS3ES 003 IFEF OO3F A3 A3) 535 aa30 o
QOFFRO0S 0002 0000 0002 0023 0920 0920 0990
GEFSUe0 OO0 OO0OC OO0 GOFF 00 ) (B0 |
OOEFBO ™ 000 0000 0000 0000 03] 003 0000
QOFF808) 0000 0000 0000 0000 0000 0020 O
RaFTada) 0033 fa33 0033 Ao 333 Ao
f ~FRi 1 i) § | | |
aoFFaded 0003 4433 AA50 AA43 A33) AN30¢
OOFFR0CT 0000 0000 0000 0000 0000 0030
QOFF80CO Oy OOy Oy O3] 00 000 g (00 _ .
DOFFR0ED 0000 0000 0000 0030 0000 0030 0000 0030 AUXILIARY CABLE AUDIO OUT (FOR Q SOUND)
QOFFSIN-0 OO0 0000 O000 OO0 GO0 00 00 00 {CONNECTOR CONNECTOR

- — &.ﬂ" TSR R e Sa



Setings Video Sound Net Help Game CPU  Settings Video Sound Net

[RTUA

950 7vVa2T

J AP AN
OCound Chips have been developed by OSound

and incorporate OSound?’s proprietaru CSound

sound enhancement technelcoou,

CAPCOM

System resst CSO System resel
-

Sethngs Video Sound Net Help

Jan 2001: first cps2 emulation

INSERT 2 COINS
CONTINLE REGQUIRES ONLY 1 COIN

OCAPCOM Co.» Led., 1995

System reset CSO System reset




slashdot ¥ EEEEEEED

CPS-2 Encryption Scheme Broken

submissions
Posted by Hemos on Sunday January 07, 2001 @10:444aM

pUpllldl from the more-roms-for-all dept

blog

Acheon writes:

The CPS-2 arcade board from Capcom uses some hard encryption
ask slashdot . ) v

scheme that has been a ve "y hot 1ssue In emulation for years. Yet
hook reviews finally the code was broken Final Burn, a quite recent arcade emulator
showed concrete results by running previously unsupporied games
such as Street Fighter Zero using decrypted RON

idle Shock Team, wh

games

scratch, really out

yro

achievement

CPS2 arcade encryption smashed

Morality debate ensues

By Lucy Sherriff - Get more from this author
the news didn't get it right, as usual... W pocted in Business, th January 2001 19.44 GMT

A group of gaming enthusiasts called the CP5-2 Shock Team claims to have broken the encryption on
the CPS-2 arcade board from Capcom.

While the algorithm itself has not been compromised, the group has managed to extract unencrypted
data from the board using the 68K code on the hardware itself, according to a poster on SlashDot,
wWhether this actually constitutes a break of encryption is a subject under discussion at the
arorementioned geek site,




game over for CPS2 ? AR RN
not fully. encryption still unknown, no possible restoration yet.



L ) @ recent NeoGeo games also featured better protection g{ )|
FP.EDIT 00



MEOGEO HAOKER byRazootsa | Yag the doyatick tg acroll and the
: §3§§32 ; ; 33§36t3°i°éi'rosnon.
Use Jovstick and butiton 1. 88:%32 g - éa??’e meleceocted bank.
o e o OFFSET__ +0 _ +2 _ +8__ +6___ BANK=O_
e e dae 3389909 9818 £302 9908 837 .:.:::
£ 3 Vorlty Juse. 50?99?%3 e Egng unéé S35 E::%:E:%
L 1 Music plaver. :‘:*:’: m 82&3 m 8:38 : . E%::E%
[ 3 Rvn Loaded Same- ggfff: SOG0 8228 gg&g 8458 .::52:::
Esaeeds s il mR AL
22989853 8998 2137 8888 92%F 6 %l l.k
SesBaues ouse g0 goes gis
" TDD mOT DISTRIBUTE THIS SOF TMARE.  DOODDO7S OOGD 0326 DOGO 0326  ...%...%

2 make mUre lead Use PO tool |

Start PO sofitvmare o oreale needed filew
connected. (button 1 to continueal for Verity. [ GUtton 1 to contilnuesl
Use Jovetiok to choose a reSion to Use Jovetiok to ochoose a veSion to
dusp. (button 1 to continue) verifty. (buttan 1 to continuel

> 0N BANK 1 < > RDM AREA <

NMOM DUMPING PLEASE HAILIT.

S S 3

but with 'joystick dumping', that was defeated quickly :p

(decryption done by Nicola Salmoria)




p! ¥ 4 J “ ~ what about dead CPS2 boards ? 7 q’ | | My '

U cpEDIT B



CODE

if you put back decrypted code on a dead CPS2,
it still doesn't work.



Blow vy

LA R R LY
AL L il
BERRARA R

STYREET FIGHTER ALER:
P30%7T27
EURC

Razoola was donated a working PCB to sacrifice,
then found out why.



move.
move.
move.
move.,
move.
move.
move.
mnove.
cripl.

lea
bra

move.
move.
moeve.
move.
move.

#57000, 5400000.1
#30, $8040a0.1
#5807d, $400002.1
#851234, $S400004.1
#350, S400006.1
#8540, $400008.1
#510, $40000a.1
4300, $804040.1
#35642194, DO

$6, PC), A4;

£
20
Hn O
!
w0 O

O O~
@ O
DO

He e e e e U0 —~
O
@'
)

< A A e 4 (D

WO W O O Hh

move.
move.
move.
move.
move.
move.
move.
move.
crpl .

lea

bra

move.
move.
move.
move.
move.

video and sound registers had a different address on dead games.
patching these addresses makes them work again !

#57000,
430,
#5807d,
#51234,
#50,
#540,
#510,
#5f00,

#55642194,
PC) ,

He e e e e U

4 dn A 4o Lo (D

WO WO W O Hh

I

O

N

o~
‘wb,

Hh

@

-

Q)

DC)“

()

q

SLLfff0.

$8040a0.
STffff2.
Sfffff4.

Sfffffe.
SEffff8.1
Sfffffa.l
$6804040., 1

0

0
0,

C)

~

!

7

DO
Ad;

1

1

($9d6)

380010c¢c.1
$S80010e.1
5800100,
$800102.
5800104 .




workflow: decrypt code, merge with data, patch addresses...
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SUICIDE CFRFEZ2 GAME EBEOCARD TESTER

3

ON BECARD RAM TEST

WORK RAM = GOOD
1 GEX RAM = GOOD °
OBJECT RAM = EBEAD |~
SOUND INIT = GOOD

& SOUND RAM = GOOD

ERRCRSE FOUND ON GAME ECARD

(C)y RAZOOLA s KWW . CFS25HOCK . COM
\

PHOENIX"EDITION"
Raz?ola made a uni\'/ersal test ROM, » REGION SETUFR <
and 'no more battery F}wemx versions. JU HEBDH F"l_f—'l ?ER

START GAME
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this also made bootlegs possible. !
no more battery... "r'i'}'ﬂ'i':r"; l":'fl VERvais 1 ’ YWEEAVIIvVE:
from MegaMan to Gigaman :( ATk AR L CERRTX 55 g i, gaeumy i '”5‘;.:}_“_,‘




CAPCOM CPSI! 18 IN 1

T f Z2Page

1. Giga Wing

2. Rockman 2
~ <. Marvel VS. Capcom
' 4 Ring of Destruction
' 5 Super puzzle Fig

d] 2 o
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and also some cool all-in-one:
play all games with just one board.
"y

D

P
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ant CPS2. 1994

¥ 4 ¥ Snzerung
& 4 5 .‘!’J",-‘
Y lt‘stf"" .

"WW "m

these 2 games look different...



however, the IP was the same.
Some nice lawyer wrote us a letter...
You see who your friends really are,

o MMM'MIB

AToY9 »
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so now even the most obscure CPS2 games were preserved,
but the encryption was still unknown.
and it would take us 200 years to dump all possible values for one game...




CONT INUE 9
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so we needed someone else to continue...



if you can't defeat the ennemy, bring your friends.
In 2005, Charles MacDonald started to work on the CPS2.
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with special weapons.

determine their internal configuration

replace them with GALs.

He now had controls over memory mapping !

his PAL blackboxer.

Charles MacDonald is an awesome hacker

Here
So, he took the CPS2 PAL,

by blackboxing them




CUuT

o TTTTC

(o bb[8[8[8]5[5 4]

IS

CuT

(C> 2BBé Charles MacDonald

u

[

IF
322)000000 —
3IC000000 o

then he designed his own dedicated device...

PR IS

74HC?

TO
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He could dump th€ 8 Gb set in 17h. "
He.did that fopSeveral games. but that wasn't enough to understand
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CONTINVE? CONTINVE?
e e

so someone else needed to continue to break the algo...



that's where Nicola Salmoria and Andreas Naive helped.
they're awesome to determine encryption algorithm.
the algo was feistel based, and the key was 64 bits.




so, from one european decrypted dump of a game,
the key could be determined,
which could then decrypt the rare japanese version of the game.



ROCKMAaN THE FOCHMER EATTLE
50922

J a R anN

-2 B _

M

HWORK RAM HORK

CFPE0 RAM ’ CFE0 RAM Ok
CFE1 RAM CFEA1 RAM OK
CFRE2 RAM CFE2 RAM OK

CEJECT RAM OK
2 S0OUND RAM OK

a - 3 - 4 5
3 .€E0UND A v ol CE TEST 23 .8 0UND & volurcCceE TESEST
t |
SOLUND CODE No. 0000 SOUND CODE No o000
CODE +01 = 1P LP CODE +01 = 1P LUP
CCDE —-01 = 1P DOMN CODE -01 = 1P DOWN
CODE +10 = 1P RIGHT CODE +10 = 1P RIGHT
CODE —-10 = 1P LEFT CODE —-10 = 1P LEFT
RECLIEET = 1P EHOT1 RECLEET = 1P SHOTI?
STOF = 1F €HO STOP = 1P SHOT2
VOLLUME

L +++++++++++++++++}?++++++++++++++++;t«§>3<

Last, Dave Haywood designed an attack to determine

the key just from the ENCRYPTED dump of the game. EXIT = 1P & 9P START
So even the rarest CPS2 game was preserved !




~ Epilogue ~

Conclusion



Capcom's mistakes



CLUMSY HACKS
JOINT EFFORT
MANY CONTRIDUTIONS

SUCCBSS

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
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this is the Bubble Memory system.
it's very fragile.



WARAING UP NOW

to work, it needs to warm up to a certain temperature.
to me, this big countdown says:
‘all these games are going to disappear if no one hacks or contribute for them'

FPRESENTED B8Y KONLA1



Last

|‘l' v 060 ot s

Last Survivor, a System X game from 1989,

was thought to be lost forever.

Someone still had one in working conditions: :

it was preserved, 20 years later ! | 3

- SISEY © ©seca 1989
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it's one of the first split-screen multiplayer FPS



So, before it’s too late: hacking is the only way to preserve these over-protected yet great games...
T S . . 00 o



CPS25hock
http://www.cps2shock.com
http://web.archive.org/web/*/http://cps2shock.retrogames.com

Charles MacDonald
http://cgfm2.emuviews.com/old2005.php

Nicola Salmoria

http://mamelife.blogspot.com/2006/01/8gb-2-is-still-4gb.html
findreas Naive

http://andreasnaive.blogspot.com/2006 12 01 _archive.html
lame CCPS2 encryption source)

https://github.com/mamedev/mame/blob/master/src/mame/machine/cps2crpt.c

Darksoft
http://64darksoft.blogspot.com



http://www.cps2shock.com
http://www.cps2shock.com
http://web.archive.org/web/*/http://cps2shock.retrogames.com
http://web.archive.org/web/*/http://cps2shock.retrogames.com
http://www.cps2shock.com
http://cgfm2.emuviews.com
http://cgfm2.emuviews.com
http://cgfm2.emuviews.com
http://mamelife.blogspot.com/2006/01/8gb-2-is-still-4gb.html
http://mamelife.blogspot.com/2006/01/8gb-2-is-still-4gb.html
http://mamelife.blogspot.com/2006/01/8gb-2-is-still-4gb.html
http://andreasnaive.blogspot.com/2006_12_01_archive.html
http://andreasnaive.blogspot.com/2006_12_01_archive.html
http://andreasnaive.blogspot.com/2006_12_01_archive.html
https://github.com/mamedev/mame/blob/master/src/mame/machine/cps2crpt.c
https://github.com/mamedev/mame/blob/master/src/mame/machine/cps2crpt.c
http://64darksoft.blogspot.com
http://64darksoft.blogspot.com

yes, this is a CPS2 timeline :p
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SFA3 has a time lock: if you let it run long enough,
some special modes are unlocked.
the title background tells how many modes are unlocked.

DA 2P IraAar

AZ0 L4 A SOA20

PAESS 4P OH 20 STAHT




extra characters, extra playing modes

AHSERT 2 COINS)
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1.1 NPUT TEST
jEBYICE g
0
1
COIN 0 8
START 0 0
LEVER 000 000
0 0 00
000 000
SHOT 000 000
000 000

LP LP R LK HP (S+LP)
HERE COME HNEH CHQkk

GER

4 . COLOR

B AR

01234567389 AaBCDEF

RED

GREEN
BLUE
Pl1: LK MP U (S+LP)
P2: HK MP

TRA L FIGHIT |

TEST MENU
> 1 INPUT
Hidden in the operator menu, z ourput
Razoola found the crazy cheat codes 3 SOUND & vOoICcE
in the disassembly to turn on this 4 COoLoR
tras without waiting weeks o DOT CROSS HAateH
= 9 ' 6 GAME DATA
‘ 7 CONF IGURAT ION
8 MEMORY CHECK
6E.GAME DaATaA ' |5 . D0OT |lcCROSS T C

COIN COUNTER 000036 :

SERVICE COUNTER 000000

FREEPLAY COUNTER 000000
i " 8P U (STLE) Pl MK D D MP UD LK (S+LP)
P2: R D HK LP '

ENJOY NEHW F IGHT |

P2: D R R HP L R MK



it L2 G (3 2 1 L4 Q4 b U

=3 =3 O O K3 el SRR S

rnn.m.m.m.m.m.m.m.u_
] || ¥54ed ﬂm

o t@ g I 1@ |

.mm.._m_m..@

l.l....!—.:-ﬂn..lr.

ImiFd

Charles MaclDonald

http!/7cgfm2.emuviewus.com

Sega-USB Link vl. 1l
(C) 2004-2811

Charles MacDonald also worked on Sega hardware and created his own device for it...
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[ cannon
a

. Cannon |
a

M.Gun M.Gun

35
SuﬁverBomb

48
SuﬁverBomb

to preserve games from
System 16, 24 & System X



modern tools show how fighting games engine actually work.
damage areas change from one version to the other.




there are bugs in the official releases !



attack behind you, or be hit for no reason...
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