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Why look at Iridium pagers?

● Iridium pagers are completely passive
● Iridium only needs to know roughly where a pager is

Cell phones are tracked. Who wants to be tracked?



  

Iridium Basics

● 66 active low earth orbit 
satellites with inter-
satellite links

● One satellite is visible 
for roughly 8 minutes

● Highly inclined orbits go 
over the poles



  

Iridium Basics
● Frequency range: 1.616 GHz to 1.6265 GHz

● Multiple small channels across the band
Ring Alert Primary Messaging

1.575 GHz

Iridium

Voice and Data (duplex)

1.62627 GHz 1.62644 GHz

GPS

240 channels
31.5 kHz each

1.621 GHz

GSM

1.800 GHz

... …......

1.616 GHz 1.626 GHz



  

SDR and RF myths

● RF is black magic
● Signal processing is hard math
● Receiving satellites is too much effort

– You need a large antenna

– The antenna needs to track the satellite

● Everything is encrypted anyways

From “Anritsu spectrum analyser teardown” 
by mikeselectricstuffWhy even bother?



  

SDR facts

● You can do it with almost no knowledge about HF stuff
– Use a HackRF or USRP to generate signals and test your setup

● SDR does away with lots of old restrictions:
– Capture once, decode often

– Oversample and look for the right spot later

– Simulate signals to get to know your tools

● There are lots of legacy systems which are completely 
unencrypted or use weak encryption



  

Satellites: How hard can it be?

Nope



  

It can't be that hard?

● Local hackerspace had an 
USRP with a GSM daughter 
board lying around

● Log periodic is too directional
– Satellites move too fast

– No reproducible setup

● Iridium uses circular 
polarization



  

Let's buy some blocks of gold

● We started throwing money at the problem
– Bought a proper antenna, a bandpass and a low noise amplifier.



  

To the roof!



  

Found something!

● The GnuRadio FFT sink started to show large peaks at the right 
places

Primary MessagingRing Alert



  

Can you spot a signal?

600 ms



  

Maybe now?

600 ms



  

● Baudline mit paket

Found it

20 ms
8 ms



  

A packet dissected

Preamble Unique
Word

Data
Section

Lead
Out



  

A packet dissected
Preamble Unique Word (BPSK) Data Section (DQPSK)



  

How much do you have to invest?

● USRP B200 (+ LNA4ALL) + commercial Iridium antenna
– Around 700 (+ 20) + 50 = 750 – 770 Euro

● E4000 DVB-T dongle + LNA4ALL + DIY Iridium antenna
– About 20 + 20 + 10 = 50 Euro



  



  



  



  



  



  



  

Tools workflow



  

Staring at bits



  

Error Correction



  

Error Correction



  

Error Correction



  

Error Correction



  
CC-BY-ND

flickr.com/people/potentialpast



  

FEC/Interleaving

● Send Messages
– PPPPPPPPPP
– PPPQPPPPPP
– PPPRPPPPPP
– PPPPQPPPPP

● Find differences
– Where
– How many



  

3 Months later...

● No convolutional code a.k.a. „Voyager Code“
– Lots of code written which did not work

● Just interleaving/scrambling
– 64 bit blocks

32 30 28 26 24 22 20 18 16 14 12 10 8 6 4 2

31 29 27 25 23 21 19 17 15 13 11 9 7 5 3 1

One box per Symbol (i.e. 2 bits)
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Spot the Ps (1010000)

0000000100000011101001100101010011111010000000101100001011101110

1000010110001100001011100101100100101100100010100110100101001110

0111110011110001111011010110111100001101110110010111011111011110

0100111001001100101110101010011001001010000001101101101101000110

0110101110001101011100010000010001100011110001111000111000011111

0101011101100100110011001001101000101000001010000101011100101100

0000101000010100001010100001110000000101000010100001010100001110

0100001010000101000011100101101000100001010000101000000001000101

0101000010100001010000111001011000101000010100001010011010100011

0001010000101000010101000011100000001010000101000010101000011100

0000010100001010000101010000111001000010100001010000111001011010

0010000101000010100000000100010101010000101000010100001110010110

0010100001010000101001101010001100010100001010000111110000000111



  

Spot the Ps (1_1____)

_______1______111_1__11__1_1_1__11111_1_______1_11____1_111_111_

1____1_11___11____1_111__1_11__1__1_11__1___1_1__11_1__1_1__111_

_11111__1111___1111_11_1_11_1111____11_111_11__1_111_11111_1111_

_1__111__1__11__1_111_1_1_1__11__1__1_1______11_11_11_11_1___11_

_11_1_111___11_1_111___1_____1___11___1111___1111___111____11111

_1_1_111_11__1__11__11__1__11_1___1_1_____1_1____1_1_111__1_11__

____1_1____1_1____1_1_1____111_______1_1____1_1____1_1_1____111_

_1____1_1____1_1____111__1_11_1___1____1_1____1_1________1___1_1

_1_1____1_1____1_1____111__1_11___1_1____1_1____1_1__11_1_1___11

___1_1____1_1____1_1_1____111_______1_1____1_1____1_1_1____111__

_____1_1____1_1____1_1_1____111__1____1_1____1_1____111__1_11_1_

__1____1_1____1_1________1___1_1_1_1____1_1____1_1____111__1_11_

__1_1____1_1____1_1__11_1_1___11___1_1____1_1____11111_______111



  

Found them

_______1______111_1__11__1_1_1__11111_1_______1_11____1_111_111_

1____1_11___11____1_111__1_11__1__1_11__1___1_1__11_1__1_1__111_

_11111__1111___1111_11_1_11_1111____11_111_11__1_111_11111_1111_

_1__111__1__11__1_111_1_1_1__11__1__1_1______11_11_11_11_1___11_

_11_1_111___11_1_111___1_____1___11___1111___1111___111____11111

_1_1_111_11__1__11__11__1__11_1___1_1_____1_1____1_1_111__1_11__

____1_1____1_1____1_1_1____111_______1_1____1_1____1_1_1____111_

_1____1_1____1_1____111__1_11_1___1____1_1____1_1________1___1_1

_1_1____1_1____1_1____111__1_11___1_1____1_1____1_1__11_1_1___11

___1_1____1_1____1_1_1____111_______1_1____1_1____1_1_1____111__

_____1_1____1_1____1_1_1____111__1____1_1____1_1____111__1_11_1_

__1____1_1____1_1________1___1_1_1_1____1_1____1_1____111__1_11_

__1_1____1_1____1_1__11_1_1___11___1_1____1_1____11111_______111



  

Error correction

● 20 bit „Data“ leaves 12 bit for checksum
● Could be Reed-Solomon/BCH
● BCH requires „generator polynomial“

– Many possibilities, hard to generate

– Is actually a (n+1)-digit binary number

– Bruteforce!

●  1897 a.k.a. 
– BCH(31,21)= x10+x9+x8+x6+x5+x3+1

– 32nd bit is Parity
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Packet Layout
_ ______1______111_1__ 11__1_1_1_ _ 1 1111_1_______1_11___ _1_111_111 _

1 ____1_11___11____1_1 11__1_11__ 1 _ _1_11__1___1_1__11_1 __1_1__111 _

_ 11111__1111___1111_1 1_1_11_111 1 _ ___11_111_11__1_111_ 11111_1111 _

_ 1__111__1__11__1_111 _1_1_1__11 _ _ 1__1_1______11_11_11 _11_1___11 _

_ 11_1_111___11_1_111_ __1_____1_ _ _ 11___1111___1111___1 11____1111 1

_ 1_1_111_11__1__11__1 1__1__11_1 _ _ _1_1_____1_1____1_1_ 111__1_11_ _

_ ___1_1____1_1____1_1 _1____111_ _ _ ____1_1____1_1____1_ 1_1____111 _

_ 1____1_1____1_1____1 11__1_11_1 _ _ _1____1_1____1_1____ ____1___1_ 1

_ 1_1____1_1____1_1___ _111__1_11 _ _ _1_1____1_1____1_1__ 11_1_1___1 1

_ __1_1____1_1____1_1_ 1____111__ _ _ ___1_1____1_1____1_1 _1____111_ _

_ ____1_1____1_1____1_ 1_1____111 _ _ 1____1_1____1_1____1 11__1_11_1 _

_ _1____1_1____1_1____ ____1___1_ 1 _ 1_1____1_1____1_1___ _111__1_11 _

_ _1_1____1_1____1_1__ 11_1_1___1 1 _ __1_1____1_1____1111 1_______11 1

Payload BCH Parity



  

Decoded Message

0000 0010 000011 0101 00     Zero, block=2, frame=3, len=5, group=0 
1111010000000101100000 00101 RIC, msg_fmt=5

100011 0000 0110000010       msg_seq=35, Zero, unknown

1 0001 1 1 0 0110111         msg_idx=2/2, Zero, msg_csum=55

1010000 1010000 1010000 1010000  P P P P

1010000 1010000 1010000 1010000  P P P P

1010000                          P

0000011 0000011 0000011 0000011  ETX ETX ETX ETX

0000011                          ETX

11111111111111111111             Filler
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Tool overview



  

Timeline

2014-04-20  First idea

2014-05-03  Increased team size by 100%
– bought Antenna & LNA

2014-05-31  First signal received

2014-06-28  Identified unique word (& gave up on gnuradio)
– stared at bits

2014-10-10  turns out k=7 was a lie

2014-10-13  first third party message decoded



  

Statistics (.de)

● 119 unique recipients
– #1 receives 16%

– #1-#5 receive 50% of messages

● ~50-100 Messages per day
– 36-58% crypto
– 16% <redacted>

– 12% testing

– 3% call me
– 4% military

– 6% regular

0

1

2

3

4

5

6

7

8



  

Lots of interesting stuff left to do

● Understand more protocol
● Voice communication

● GSM-specified algorithm A3 for authentication security
● „proprietary“ AMBE-family voice codec (OsmoGMR may be of help)

● SBD: Short Burst Data
● uses the Iridium signaling channel for data transport

● RUDICS: Ciruit Switched Data over Iridium
● AMS: Aircraft communication



  

● SDR Workshop in 30 minutes (also maybe tomorrow)
– 17:45 in Hall 13, Bring Laptop

● SDR-Corner near chaoswelle (near Hall 2)
● We have Equipment @ μc³ Assembly

– Network Analyzer, USRP B-200

● Code is on github (BSD Licence)
– https://github.com/muccc/iridium-toolkit

● Iridium System Specification / Iridium Radio Link Protocol Specification
– We want it

– Also any other documentation you might have

– No questions asked

<sec@42.org> 26A5 7E7C A201 73FA 8D90
DD96 B86F 0A34 AB9E 3213

<schneider@muc.ccc.de> A471 3753 2EC1 E5FF A673
812C 5C85 6CAA 96ED 4C12


