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oresenTation
what This Tdk wil be dbouT:

o Obout FCbs, mano—controlers, ond SPR
— ot abegnnen level

e less technicad and detdadiled
- more materid is linked

« NOT anew attack or breck Through
- asimple individual fixed code replay



oresenTation
you wont To do electronics
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but donT know whaT



oresenTation
you want To do softwaone defined radio CSDRD

-
>

ouT radio Transmission is Too complicated



Y — The remote

my remoTe To access The Toality

Now secure is The access to my bullding’?



Y — The remote

malinly used To access The garage




Jr=The pemoTe
buT dlso Tor The main entronce

usudly I provide The picture®s source, but This is on offlaidl picture, ond Im

noT sure IT 1T s negponsible To Nreved the in—secure location.



) — The remote
even The pool ared

The hot Tub wil ploy an importonT role



B IR/ =5 Ve ST @ e W
There are a number of buldings

and normally you only have access To yours



1 - gathening inTormation

hocking s NoT only dbout code

reseanching in The beginning wil save you time later on



1 - gathenring information

let%s fInd ouT Mmore about The remoTte
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NnoT aloT of information on The fhonT



1 - gathening inTformation
No description on The back

[sN“T There a sTicker missing?



1 - gathenring information

lets have a look inside

NO producT Name or vendor



1 - gathenring information

No luck with The remote

some codes but I stil did not figure out what They meon



1 - gathenring information

lets have alook at The recelver

\

The motor ig jusT Triggered by The receiver
buT There is N0 marking on The recelvenr
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1 - gathening inTormation

Tinaly some information at The main entry

Nnow we know at least the manufocturer: Linear



1 - gathening inTormation

atter al your efforts, Time To nelox

and use your socid skils



1 - gathening inTormation

ask To have alook at his remote

here is The sTicker
s a Linean ACT-34B



1 - gathening inTormation

now we idenTifled The vendor and product

Linear

Building On Innavation.

Search
Products

i,

PRODUCT INFORMATION

ACT-34B: 4-Channel Block Coded Key Ring Transmitter

+LARGER IMAGE

Wi

Support ~ Company
Specifications

Features

» Compatible with all Linear access receivers and controllers
* Supplied with quick-disconnect key ring
* Sold in lots of 10
® Power; Two 2016
...Read More

Documentation Accessories & Compatible Models

[acT-34B

‘Frequency:

318 MHz

[Number of Codes:

1,000,000 plus

‘Code Set Method:

Factory programmed

‘C hannels:

|fnur-channe|

‘POWOI‘:

|1wo 3V 2016 style batteries

The Model ACT-34B 4-Channel Block Coded Key Ring Transmitter is designed for use ‘Dlmensions.

[1.25" Wx 2.25" Hx .48" D (32x 57 x 12 mm)

with Linear's access control products. The Model ACT-34B is a four-channel device
supplied with a quick-disconnect key ring. Also included are lithium batteries with a
five-year service life. A unique 10-second time-out feature prevents the system from
being shut down by a single transmitter transmitting continuously.

The transmitter is MegaCode tormat, which means each transmitter is factory
preprogrammed with one of over 1,000,000 codes, virtually eliminating the possibility
of code duplication. Because the receiver "learns” each specific code, no unauthorized
person can gain access to the system by reprogramming a transmitter

Block coded transmitters are factory programmed to a sequential series of transmitter
ID codes. When used with a Linear access controller, transmitters can be locally or
remotely programmed into memory by entering the first and last codes of the block into
the system. Facility codes can be selected to further customize the system.

Thom The MegaCdoe senies
T Transmits at 318 MHz

and can have 1 900 999 codes



1 - gathening inTormation

have g closer look a The remote

T tronemits at 318 MHz
ond The FCC 1D is EF 4 ACFQ087/2



1 - gathering information
F edenad Communications Commission s your Thiend

OET Exhibits List

20 Matches found for FCC ID EF4AACP00872

View Attachment Exhibit Type Date Submitted to FCCDisplay TypeDate Available
Statement of Attestation Attestation Statements 08/09/2000 pdf 09/06/2000
Report of Measurements 1 Attestation Statements 08/09/2000 pdf 09/06/2000
Report of Measurements 2 Attestation Statements 08/09/2000 pdf 09/06/2000
Block Diagram Block Diagram 08/09/2000 pdf 09/06/2000
FCC ID Label ID Label/Location Info 08/09/2000 pdf 09/06/2000
id label ID Label/Location Info 08/29/2000 pdf 09/06/2000
Internal External Photos 2 Pages Internal Photos 08/09/2000 pdf 09/06/2000
Functional Description Operational Description08/09/2000 pdf 09/06/2000
Parts List Parts List/Tune Up Info 08/09/2000 pdf 09/06/2000
Schematics 2 Schematics 08/09/2000 pdf 09/06/2000
Schematics 1 Schematics 08/09/2000 pdf 09/06/2000
Report Test Report 08/09/2000 pdf 09/06/2000
Test Report Test Report 08/09/2000 pdf 09/06/2000
Testing Instrumentation List Test Report 08/09/2000 pdf 09/06/2000
Measurement of Radio Freq EmissionTest Report 08/09/2000 pdf 09/06/2000
Duration of RF Transmissions Test Report 08/09/2000 pdf 09/06/2000
Megacode 1 Test Report 08/09/2000 pdf 09/06/2000
Megacode 2 Test Report 08/09/2000 pdf 09/06/2000
Test Setup Photos Test Setup Photos 08/09/2000 pdf 09/06/2000
Users Manual Users Manual 08/09/2000 pdf 09/06/2000

T provides Nnumerous Technicd documents



1 - gathering information
The TesT report idenTifles The Tronsmission

5.0 General Technical Requirements:

5.1 Testing Methods: Peak Signal pulse position
modulated A1D signal.
5.1 Reference Standard: C63.4-1992 (FCC Procedure)
5.2 Modulation: Pulse Position A1D, AM Modulation
5.3 Type of Antenna: Integral to Transmitter Case - Tuned Loop
5.4 External Controls: P ush Buttons

No user serviceable parts except
for replacement of batteries.

Nno complicated nadio communication
T°s a simple on/oTf signdl



1 - gathering information
even the MegaCode tronsmission Is desanibed

TRANSMITTER DUTY CYCLE CALCULATIONS
AND TIME DOMAIN INFORMATION

Duty Cycle is fixed because binary-coded, pulse-position type AlA
modulation is used. Modulation rate is fixed at 167 bits per
second. Therefore, each bit frame occupies 6 ms.

During transmission, the transmitter sequentially emits a group
of 25 pulses in the form of a pulse-keyed carrier. Each pulse
(transmitter ON time) has a duration of one millisecond (ms).

REAL TIME ANALYSIS: Refer to Page 6 for timing diagram. From
time zero, one synchronization pulse of 1 ms duration occurs
within a 6 ms "bitframe." ©Elapsed time: 6 ms.

Each of the remaining 24 information pulses occupy a 1 ms
duration position within a 6 ms wide "bit frame" (24 frames)
Total elapsed time: 144 ms.

24 bit Thames, 6 ms Thames, 1 me pulse per fhame



1 - gathering information
and There is a nice Timing diagram

MEGACODE TIMING DIAGRAM

| DATA FRAMES' *ﬁ'

el/12l3l¢lslelrslalmw|m|wlmlm|is|e]||is|ra|20]|ar|22)23]2¢

Ui SYSTEM CODE =—{ A 8 C L-BLANK CELL
SYNC FRAME ‘ DATA
B8ITS
6MS TYPICAL —» [ —>| — /75 TYPICAL
R o M P SO | n n n n m mn 1 n
SINC / 2 3 | 4 5 3 7 8 9 10 i1 CONTINUED
=2 BELOKW

J— SYSTEM CO00E

N nn I L —1 gy M I NS

. BLANK RETURN TO
2 I "+ 5 16 17 /8 /9 20 A a8 ¢ egame START ABOVE

1 syne fhame, 20 system code Thomes
S data bits fhames, 1 blank cel



2 - MegaCode decoding

Time to record The nadio tTransmission

====== >
Ha n : |

DVB-T+DAB+FM 22

get a cheop RTL-SDR



? - MegaoCode decoding
Tune to 318 MMz

Sample Source
GMNURadio OsmoSDR Driver

Realtek RTL2838UHIDIR SN: 000C =

LMNA Gain
Sample Rate (MHz] |1

Selected Antenna RX
DC Offset Corr, Off
|Q Imbalance Corr,  Off

Bandwidth (MHz) Auto

=

Processing and Display 5]

DC Offset Corr /Q Imbal. Corr
Window FFT Size Ref (dB) Range (dB)
Har=||102=||0 =|[100 -

Decay

nar «

Presets

317.50 317.55
20
40|
60|
80|
100|
120|
140|
160
180|
200|
220
240|
260
280|
300|

317.60 317.65 31770 31775 317.80 317.B5 317.80 317.95 318,00 318.05 318,10 318,15 318,20 318,25 318.30 318.3%> 318.40 318,45 3185

clear on/oTf Transmission
Qwatertal groph fhom sdrongelove?



? - MegaCode decoding
demodulate the AM signdl

e rtl_fm -f 317.962M -M am megacode.pcm |

no need for ONU Radio and a complex groph
simply use NTl_ThM, a radio demodulator



2 - MegaCode decoding

leT®s have alook at the signd

Eile Edit View Transport Iracks Generate Effect Analyze Help

M)A M s @) L o Y Y =Y P 2 1 = T e "
: W Vi B NP Ml (8 o : p|H k|- 4) w| -36 24 -12 0 S | -36 -24 -12 0 |- ALSA 2|4y defautr [:|ﬁ default EE {Steren)lt”
3040 3060 3080 3100 3120 3140 3160 3180 3200 3220 3240 3260 3280 3300 3320 3340 3360 3380 3400
[ L.o
nnnnnnnnnnnn
float
Ite | s

use audacity on the demodulated signal
2x24 pulses, each 1 me long
The 2 patTerns look similan



? - MegaCode decoding

how is The dota encoded?

sct Analyze Help
7010 R | EE e ——— GA % (@] o] © #lALLb o -
k|| 4w 3620120 S| 3624 12 0 ALSA[3|4) defautt 2| P default 2] 2 (stereo) 2|

S | P e I
010 3.1030 3.1050 3.1070 3=.1150 3.1170 3.1190 3.1210 3.1230 3.1250 3.1270 3.1290 3.1310 3.1330 3.13¢

pulse position encoding
1 ms pulse every 6 ms
ouse either In the finsT orn second halt: @ or 1



? - MegaCode decoding

wnite a decoder Tor The demodulated data

0il% ./decode.rb test.pcm

5

# egdes: 1822

# pulses: 167

# groups: 9 (24, 24, 23, 13, 10, 24, 24, 24, 1)

# transmissions: 5

# values: 5

values:
value: 13178818 (0xc917c2), system : 598776 (0x922f8), databits:
value: 13178818 (0xc917c2), system : 598776 (0x922f8), databits:
value: 13178818 (0xc917c2), system : 598776 (0x922f8), databits:
value: 13178818 (0xc917c2), system : 598776 (0x922f8), databits:
valui: 13178818 (0xc917c2), system : 598776 (0x922f8), databits:

coil%

197 ines of code
exacT some code repeats = fixed code = replay attock



S - MegaCode aoning
Tthe FCB layout Is provided

This desaribes where components ore placed



S - MegaCode aoning

The schematic s provided
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This desaribes which components ore used
and how They are connected Togethenr



S - MegaCode cloning

what chip is used on The remote?

simple board with few components
uses a Marochip P1IC12C508A micro—controler



S - MegaCode aoning

con we wnite our own code on tThe remote”?

PIC12C508 mature Product escidibliy

ment Tools Similar Products

umentation & Software

Pricing & Samples

= PIC12CEXX/CESXX Datasheet (08/28/2003)

Please consider this device: PIC12F508, View Side By Side Comparison

The PIC12C5XX from Microchip Technology is a family of low-cost, high performance, 8-bit, fully static,
EEPROM/EPROM/ROM-based CMOS microcontrollers. It employs a RISC architecture with only 33 single
word/single cycle instructions. All instructions are single cycle (1 ms) except for program branches which take
two cycles. The PIC12C5xX delivers performance an order of magnitude higher than its competitars in the
same price category. The 12-bit wide instructions are highly symmetrical resulting in 2:1 code compression
over other 8-bit microcontrollers in its class. The easy to use and easy to remember instruction set reduces

myMicrochip Login

development time significantly.
Anewer device is avallable. Please consider PIC12F508.

Features

6 1/0 pins with 25mA source/sink per IO, 4 oscillator selections including the internal 4 MHz RC
oscillator with programmable calibration, and Power-on Reset.

Parameter Name Value
Program Memory Type oTP
Program Memory (KB) 0.75

CPU Speed (MIPS) 1

RAM Bytes 25

Timers 1 x 8-bit
Temperature Range (C) -40to 125
Operating Voltage Range (V) 25t055
Pin Count 8

hos code protection on Ccon®t read The firmware)

one time programmable only



S - MegaCode cloning

is There any other remote?

amazon Your Amazon.com  Today's Deals  Gift Cards  Sell  Help

Try Prime

Shop by i : ;
Department ~ Search = All linear megacode remote compatible m

17-32 of 60 results for "linear megacode remote compatible"

Show results for : ; 4 ; : .
o resuis o . Linear ACT-21A 318MHz MegaCode 1-Channel Key Ring Transmitter

by Linear

$15.00 ¥ 20
Only 6 left in stock - order soon.

Tools & Home
Improvement
¥

Electronics » Product Features

with 318MHz Linear access receiver

Automotive »

More Buying (
$10.32 new (1

Tools & Home Improvement: See all 49 items
D afs | By
Reline by

Linear ACT31B/21B Compatible Keychain Remote

by Transmitter Solutions

$14.99 -3

Only 8 left in stock - order soon. Produét Eeatlites

Operates with Linear Me ode receivers and transmitters

More Buying |

$14.99 new (5 offers) Tools & Home Improvement: See all 49 items

The system is so simply, someone probably
dready created a compatible nremote



S - MegaCode cloning

ook Tor vendor informaTion

'l'b'.'msnrrn'rﬂferi%g;ﬂ '

SOLUTIONS® ABOUT US PRODUCTS CONTACT US

Transmitters
Home > Gates/Garages > Transmitters > 318 MHz = Monarch 318LIPW1K

DETAILS MANUAL

Monarch 318LIPW1K

SPECIFICATIONS:

« Blue

« One-button

« Key chain model
« Programmable

« 318 MHz
COMPATIBILITY:

« Linear ACT-31B/21B

matches: 316 MHz, compatible with ACT-31DB
and dgpporently It is even progrommable



S - MegaCode cloning

look at The manud

2 - NUMBERING

Each transmitter is manufactured and sold with a different factory-set serial
number .

3 - PROGRAMMING

The transmitter must be programmed into your system memory.
Your own installer or reseller will provide you the necessary instructions for your
system.

4 - OPERATION

A- Firmly depress the button until the small red LED illuminates.

B - Afterthe LED has illuminated, release the button.

Ifthe device you are attempting to activate does not respond, repeat steps A and B
or consult section 6 ( Troubleshooting ) of this manual.

5 - BATTERY ACCESS

To access the battery open the case with a screwdriver acting on the slot between
the cover and the bottom and remove the bottom, as shown in fig. 3a and 3b.
Slide out the old batteries and replace them with the new ones [CR2016]
respecting the polarity, with the positive (+) side upward.

NOTE: Please dispose of the batteries properly according to local laws and
regulations.

Test proper battery installation by verifying that the red LED illuminates when
the button is pushed.

6 - TROUBLESHOOTING

The system does not receiver the
transmitter signal
The transmitter LED will not light

Replace the transmitter
batteries

Check to verify the
fransmitter is programmed
into your system

The system does not receiver the
transmitter signal.
The fransmitter LED is ON

Replace the transmitter

The operating range is reduced
batteries

Transmitter Solutions - Type : 318LIPW1K

FCCID : SU7318LIPW1K
This device complies with Part 15 of the FCC Rules.
Operation is subject o the following two conditions:
(]fThis device may not cause harmful inferference, and
(2) this device must accept interference received, including
inferference that may cause undesired operation.

Notice
Any changes or modification to Transmitter Solutions equipment not expressly
approved by Transmitter Solutions could void the manufacturer’s warranty.

WARRANTY
The warranty period of Tr itter Solutions 318 itters is 60 months,
beginning from the facturing date of th During this period, ifthe
product does not operate tly, due fo a defectiv ponent, the product
will be repaired or replaced atthe sole discretion of T itter Soluti

The warranty does not extend fo the iransmitfer case which can be damaged by
conditions outside the control of Transmitter Solutions orto battery life.

Monarch

TRANSMITTER SOLUTIONS
7380 S. Eastern Ave, Ste 124-320
Las Vegas, NV 89123 -
(866) 9750101 - (866) 9750404 F

sales@fansmittersolutions.com

NnoT alot o information on how To progrom it

but 1T provides Tthe FCC 1D



S - MegaCode cloning
ook at The F CC documents

View of the Component Side of the PCB

¢\1 A\ \'\'\ \

They don®T even mention The encoding
buT provide an INternd picture, with a pin headenr



S - MegaCode cloning

get The remote

The progromming headen is Thenre
and It uses a re—programmable Microchip PIC12F 629



S - MegaCode aoning

get The remote

eosy soldering, idedl Tor newcomers
chip Ts flash based and supported by the PICKIT2 programmen



S - MegaCode cloning

identiTy components and connecTtions

eimpleboar\d with few components
Tfollow tThe Traces ond use continuity Test on multi-metenr



S - MegaCode aoning

figure out The schematic

P? U? micro-controller
Vdd i

, LGND
, | VPP 1. vDD vss 8
===Nee switch 2 GpsT1CKIOSCI/CLKIN  GPO/CIN+/ICSPDAT 7
. DAT 1 2 3 GP4/T1G/OSC2/CLKOUT GP1/CIN-/ICSPCLK _6 [ | -
s | CLK i 4 | GP3/MCLR/VPP GP2/TOCKVINT/COUT [ 51\ | 318MHz
5rog antenna ™% PIC12F629 clock

Vi
header N

LED

TInd which periphend is connected To which pin
reguinred To sTanT programming



S - MegaCode cloning

mplement the firmware

125 lines of'code firmwonre
flash using P1CkIT2 progrommen



4 - MegaCode colectonr
PR + loptop s not practicd

fcoil% rtl fm -f 317.9M:318.1M:20k -g 10 -1 700 -M am megacode.pcm |

NTl_fMm A" demodulation uses a narrow bandwidth
ONU Radio flow graphs are Too advanced, ontenna not ided
my lopTop battery only hold 39 min, and 1 use it every day



4 - MegaCode coleator
buy recelver

amazon . Your Amazon.com  Today's Deals  Gift Cards  Sell  Help
Try Prime
Shop b 2 : :
Bl Search Al ~ | linear megacode receiver channel

Department -~

1-16 of 83 results for "linear megacode receiver channel"

Show res ‘{'.‘_" ".l' . A = -
Shawsresulisfor Linear MegaCode Plug-In Receiver, 1-Channel (DNR00100)

by Linear

$21.44 ks
Only 7 left in stock - order soon, Product

Tools & Home
Improvement
¥

Gate Hardware
Garage Door Openers
Garage Doors

Features
More Buying Choices el 110V

$20.00 new (11 offers) Electronics: See all 36 items

Electronics :
Home Security Systems

+ See All 7 Departments Linear MegaCode Receiver, 1-Channel (DNR0O0O071)

by Linear

$27.50 $29.95 ot

D ah o YT i -
Refine by Only 1 left in stock - order soon. Product Features

. Codes: 1, )+ (M

International Shipping
Ship to Germany

More Buying C 5 & -
$13.02 new (12 offers) Electronics: See all 36 items
%$12.95 used (1 offer)

Eligible for Free Shipping

I prefer The ones NoT connected on mains
T°s less hazardous



4 - MegaCode coleator
get device

- e

and Teor 1T down



4 - MegaCode coleator
simple board

Through hole components, easy To probe



4 - MegaCode colectonr
identiTy components

‘dd00 HY3NIT£0020
LA BE-BLEIDZ ASSY

o
o
]

Tew components



4 - MegaCode coleator
simple board

(5
L)

LX)
90
9 O

"{.
<
e
¢ )
)
L 3
E
<

single layer- easy To troce connections



4 - MegaCode coleator
revenrse boord

~
N
> relay
/ —
.
micro- .
radio
controller veo Filt
PIC16C54 u? er
RA2 RA1 WV a ‘L.
RA3 RAO 1; VVA —ass 2
TOCKI OSC1/CKLIN N
MCLR/Npp OSC2/CLKOUT [ 15 L Eiockw 3
Vss vad[ 14 |< A A < uU?
RBO Re7 13 o | YV V o
RB1 RB6 | 12 i
RB2 RB5 11 \c 5 SDA 30"
RB2 RB4 10\ 2 o 33
66| scL MER
T Wi memory

U? 24LC256-I/SN

simple schematic, essentid betore implemenTting
Microchip P1C16C54 micro—controler, one Time programmable



4 - MegaCode coleator
Nremove miano—controller

use solden wick o a vacuum puMp



4 - MegaCode colectonr
implement decodenr

444 Ines of code firmwane



4 - MegaCode coleator
necond codes

cork near garage entrance
ronge: v20m omnidinectionadl



4 - MegaCode coleator
mpenrsonation issue

A S

GO
m\m ar
WAL Tore [
Jurcy

security entry logs are not valid ony more



4 - MegaCode coleator
orivacy Issue

Kol

regidenT goes To work
nobbenr dso goes To work



4 - MegaCode coleator
geT higher privieged access code

2

enjoy hot Tub until The secunrity guord kicks you out (224000
record his code when he enters the poaol area



4 - MegaCode coleator
geT higher privieged access code

code works on al buldings
even Tor The poaol aften 2240
and The survellonce room next to The ool




4 - MegaCode colectonr
Peverse which bits are relevonT

. (ent 3 ) dach e 103

use a working code- flip single bit, Test code using remote
out o1 24 bits only 15 are nelevont
with 1000+ residents brute Toraing shoud not Take long



> - MegaConcalusion
negponsible disclosure

vendor contacted, but No Negponse
eosy counter—-measure: noling codes



> - MegaConcalusion
lessons learnead

revense engineered a red security device
imorove Inteligence ond socld skils
orogram a michro—controlen

used soTTware defined nadio

solder and de—solder chips




FM‘E!liﬂﬂlﬂﬂﬂﬂﬂ@ to focellity gates

quesTions?

contact: kingkevin@cuvoodoo. inTo

videos with more technical detalls:
httpe://www, cuvoodoo. Info/? post_type=podcastdp=69
httpe://www. cuvoodoo. InTo/? poet_type=podeastip=7/1

plotures are doocumentation:
httpe://wikl. cuvoodoo. Infb/doku, php? Id=megacode

sounce code:
httpe://git. cuvoodoo. Info/kingkevin/megacode


https://www.cuvoodoo.info/?post_type=podcast&p=69
https://www.cuvoodoo.info/?post_type=podcast&p=71
https://wiki.cuvoodoo.info/doku.php?id=megacode
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