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● about PCBs, micro-controllers, and SDR

– at a beginner level

● less technical and detailed

– more material is linked

● not a new attack or break through 

– a simple individual fixed code replay

presentation
what this talk will be about:



  

presentation

but don't know what

you want to do electronics
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presentation

but radio transmission is too complicated

you want to do software defined radio (SDR)



  

0 - the remote

how secure is the access to my building?

my remote to access the facility



  

0 - the remote
mainly used to access the garage



  

0 - the remote

usually I provide the picture's source, but this is an official picture, and I'm 

not sure if it's responsible to reveal the in-secure location.

but also for the main entrance



  

0 - the remote

the hot tub will play an important role

even the pool area



  

0 - the remote

and normally you only have access to yours

there are a number of buildings



  

1  gathering information–

researching in the beginning will save you time later on

hacking is not only about code



  

1  gathering information–

not a lot of information on the front

let's find out more about the remote



  

1  gathering information–

isn't there a sticker missing?

no description on the back



  

1  gathering information–

no product name or vendor

let's have a look inside



  

1  gathering information–

some codes but I still did not figure out what they mean

no luck with the remote



  

1  gathering information–

the motor is just triggered by the receiver

but there is no marking on the receiver

let's have a look at the receiver



  

1  gathering information–

no marking on the receiver

same at the pool gate



  

1  gathering information–

now we know at least the manufacturer: Linear

finally some information at the main entry



  

1  gathering information–

and use your social skills

after all your efforts, time to relax



  

1  gathering information–

here is the sticker

it's a Linear ACT-34B

ask to have a look at his remote



  

1  gathering information–

from the MegaCdoe series

it transmits at 318 MHz

and can have 1 000 000 codes

now we identified the vendor and product



  

1  gathering information–

it transmits at 318 MHz

and the FCC ID is EF4 ACP00872

have a closer look a the remote



  

1  gathering information–

it provides numerous technical documents

Federal Communications Commission is your friend



  

1  gathering information–

no complicated radio communication

it's a simple on/off signal

the test report identifies the transmission



  

1  gathering information–

24 bit frames, 6 ms frames, 1 ms pulse per frame

even the MegaCode transmission is described



  

1  gathering information–

1 sync frame, 20 system code frames

3 data bits frames, 1 blank cell

and there is a nice timing diagram



  

2  MegaCode decoding–

get a cheap RTL-SDR

time to record the radio transmission



  

2  MegaCode decoding–

clear on/off transmission

(waterfall graph from sdrangelove)

tune to 318 MHz



  

2  MegaCode decoding–

no need for GNU Radio and a complex graph

simply use rtl_fm, a radio demodulator

demodulate the AM signal



  

2  MegaCode decoding–

use audacity on the demodulated signal

2x24 pulses, each 1 ms long

the 2 patterns look similar

let's have a look at the signal



  

2  MegaCode decoding–

pulse position encoding

1 ms pulse every 6 ms

pulse either in the first or second half: 0 or 1

how is the data encoded?



  

2  MegaCode decoding–

107 lines of code

exact same code repeats  fixed code  replay attack→ →

write a decoder for the demodulated data



  

3  MegaCode cloning–

this describes where components are placed

the PCB layout is provided



  

3  MegaCode cloning–

this describes which components are used

and how they are connected together

the schematic is provided
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3  MegaCode cloning–

simple board with few components

uses a Microchip PIC12C508A micro-controller

what chip is used on the remote?



  

3  MegaCode cloning–

has code protection on (can't read the firmware)

one time programmable only

can we write our own code on the remote?



  

3  MegaCode cloning–

the system is so simply, someone probably

already created a compatible remote

is there any other remote?



  

3  MegaCode cloning–

matches: 318 MHz, compatible with ACT-31B

and apparently it is even programmable

look for vendor information



  

3  MegaCode cloning–

not a lot of information on how to program it

but it provides the FCC ID

look at the manual



  

3  MegaCode cloning–

they don't even mention the encoding

but provide an internal picture, with a pin header

look at the FCC documents



  

3  MegaCode cloning–

the programming header is there

and it uses a re-programmable Microchip PIC12F629

get the remote



  

3  MegaCode cloning–

easy soldering, ideal for newcomers

chip is flash based and supported by the PICkit2 programmer

get the remote



  

3  MegaCode cloning–

simple board with few components

follow the traces and use continuity test on multi-meter

identify components and connections



  

3  MegaCode cloning–

find which peripheral is connected to which pin

required to start programming

figure out the schematic
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3  MegaCode cloning–

125 lines of code firmware

flash using PICkit2 programmer

implement the firmware



  

4  MegaCode collector–

rtl_fm AM demodulation uses a narrow bandwidth

GNU Radio flow graphs are too advanced, antenna not ideal

my laptop battery only hold 30 min, and I use it every day

SDR + laptop is not practical



  

4  MegaCode collector–

I prefer the ones not connected on mains

it's less hazardous

buy receiver



  

4  MegaCode collector–

and tear it down

get device



  

4  MegaCode collector–

through hole components, easy to probe

simple board



  

4  MegaCode collector–

few components

identify components



  

4  MegaCode collector–

single layer, easy to trace connections

simple board



  

4  MegaCode collector–

simple schematic, essential before implementing

Microchip PIC16C54 micro-controller, one time programmable

reverse board
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4  MegaCode collector–

use solder wick or a vacuum pump

remove micro-controller



  

4  MegaCode collector–

444 lines of code firmware

implement decoder



  

4  MegaCode collector–

park near garage entrance

range: ~20m omnidirectional

record codes



  

4  MegaCode collector–

security entry logs are not valid any more

impersonation issue



  

4  MegaCode collector–

resident goes to work

robber also goes to work

privacy issue



  

4  MegaCode collector–

enjoy hot tub until the security guard kicks you out (22:00)

record his code when he enters the pool area

get higher privileged access code



  

4  MegaCode collector–

code works on all buildings

even for the pool after 22:00

and the surveillance room next to the pool

get higher privileged access code



  

4  MegaCode collector–

use a working code, flip single bit, test code using remote

out of 24 bits only 15 are relevant

with 1000+ residents brute forcing should not take long

reverse which bits are relevant



  

5  MegaConclusion–
responsible disclosure

vendor contacted, but no response

easy counter-measure: rolling codes



  

5  MegaConclusion–
lessons learned

● reverse engineered a real security device

● improve intelligence and social skills

● program a micro-controller

● used software defined radio

● solder and de-solder chips
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contact: kingkevin@cuvoodoo.info

videos with more technical details:
https://www.cuvoodoo.info/?post_type=podcast&p=69
https://www.cuvoodoo.info/?post_type=podcast&p=71

pictures are documentation:
https://wiki.cuvoodoo.info/doku.php?id=megacode

source code:
https://git.cuvoodoo.info/kingkevin/megacode

questions?

https://www.cuvoodoo.info/?post_type=podcast&p=69
https://www.cuvoodoo.info/?post_type=podcast&p=71
https://wiki.cuvoodoo.info/doku.php?id=megacode
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