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Integ I'ity Security Requirements

_ M Integrity
The outcome matches voter intent.

Votes are cast as intended.
Votes are counted as cast.




Ballot SECI’ECY Security Requirements

M Integrit
Weak form: S

_ M Ballot Secrec
Nobody can figure out how you voted... 4

Strong form:
...even if you try to prove it to them.
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BallotStation

WinCE Kernel

PRINCETON BALLOT STUFFER DEMO

Select the race and candidate to fix:

|President of the United States j

Candidate Name Votes So Far

George Washington 0 (0%)
Benedict Arnold 0 (0%

Set the final outcome: Percent for "Benedict Arnold"

|
.

Cancel




President of the United States

George Washington
Framers Party

Benedict Arnold
Redcoat Party




George Washington 2
Benedict Arnold 3
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Internet Voting?




Client-side
Threats

ﬂ ‘.U Coercion

oD = Credential Theft
//L/

Imposter Sites




Server-side
Threats

Denial of Service

Results
Y A: 1000

B: 999 Insider Attacks

Remote Intrusion

State-Sponsored Attacks




DiISTRICT OF COLUMBIA

L. 5 1
BOARD OF ELECTIONS AND ETHICS gy
WASHINGTON, D.C. 20001-2745 ]
MEDIA RELEASE D.C. BOARD OF ELECTIONS AND ETHICS
September 21, 2010
Contact: Alysoun McLaughlin, amclaughlin@dcboee.org

202-727-2511 (direct)/202-441-1121 (cell)

Board Announces Public Test of
Digital Vote by Mail Service

Open Source Solution Provides Secure Alternative for Overseas Voters
Who Are Underserved by Traditional Vote by Mail

WASHINGTON, D.C. —The Board of Elections and Ethics today announced that the
public examination phase of the Digital Vote by Mail pilot project for overseas voters
will begin on Friday, September 24.

Digital Vote by Mail is a first-in-the-nation use of open source technology to provide a
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B District of Columbia
About Help

I Digital Vote-by-Mail Senice Home

DC General Election
November 2, 2010

The senice offers two options:

1 2

D.C. Digital Vote-by-Mail is a new senice to the . .
wse;g:and mﬂil?ry voters of the District of Physical Ballot Return Digital Ballot Return
Columbia, We've designed this senice To make Complate your ballot and raturn matenals by mail or  Completa your ballot and return it electronically.
it easier for you 10 receive your voting materials express delivery senace Thas pilot project allows you to return your ballot
through the Intemet.
a:;ﬁp Yo ey conptal el oo Obtain your blank ballot and other vote-by-mail
9 materials - Obtain your blank ballot and other vote-by-mail
: - Complate them online and print them materials
k h

Thankyow for:your pedicipation. In this election, - Retum matenals by mail or express delivery - Complete them online
District of Columbia Board of Election and service - Returmn completed ballot electronically
Eth

s See more information about this option See more information about this option

Start Mail-in Ballot Start Digital Ballot




I District of Columbia

I Digital Vote-by-Mail Senice

DC Specific Election
November 2, 2010

Check In

Home  About

Your name, zip code, and voter ID number must match the information we have in your
current voter record. The PIN number must exacthy match the number that was provided to
you by mail, by the Board of Elections and Ethics. All fields are required.

Check In

2 Confirm Identity

Complete Ballot

4 Send Ballot

Key Dates
October 1
Vote-by-Mail senice
begins

October 22
Last day to apply for a
Vote-by-Mail Ballot

November 2

Last day to return your

ballot {by mail, must be
postmarked by 5:00 pm
EST)

Last day to return your

Check In

Please enter your name, address, and PIN. @

Name:

Iva Pfannerstill

Zip Code:
20018

Voter ID Number:
272188488

Enter 8-digit Number Provided by BOEE

PIN:

1DCC58A2A9DD9B94

Enter 16-digit Mumber Provided by BOEE

Complete instructions for the Digital
Vote-by-Mail Service.

Continue

Find out more about D_C. Digital Viote-by-mail, and

the digital ballot return pilot project.

District of Columbia Diaital Vots-bv-Mail Service | About | Helo | Securitv | Contact

m
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I District of Columbia

I Digital Vote-by-Mail Senice

DC Specific Election
November 2, 2010

Complete Ballot

Digital ballot return lets you return your ballot electronically. You will need to save
your marked ballot, locate it on your computer, and upload it to the BOEE. Keep
this page open until you have saved your completed ballot

Home

About

Check In

Confirm Identity

Send Ballot

1
2
I compict maia
4

Key Dates
October 1
Vote-by-Mail senice
begins

October 22
Last day to apply for a
Vote-by-Mail Ballot

November 2

Last day to return your

ballot (by mail, must be
nnstmarked by 500 nm

hitps://testthevote.org/assets/ballot_styles/PEO-SMD-11-ANC-5A pdf71285465645

Download

Download and View Your Ballot
Click the PDF icon at the right to download your ballot. The ballot PDF will open in
your default PDF viewing application. on top of your web browser.

Mark

Mark Your Ballot
To complete the ballot online, click on the circles next to your candidates to select
them. You can also type in candidates where indicated

Save

Save Your Ballot@

You must save your ballot when you have marked it. Save the PDF on your
computer by selecting File/Save As in your default PDF viewing application. Save
the ballot to a place where you can easily find it again (for example, your desktop).
Do NOJ rename the ballot.

Callaborate
Save




(=] P69-SMD-11-ANC-5A.

File Edit View Document Comments Forms Tools

Advanced Window Help

P = [F] et & -

e asE w
OB |

k| ) & (& ® 0% -

Please fill out the following form. If you are a form author, choese Distribute Form in the Forms menu to send it to your recipients.

PRECINCT 69 - SMD 11-ANC 5A

Official Ballot
District of Columbia Mock Election
PRECINCT 69

-
T Save As

R W TE W A e

== MName
o B

Recent Places

=

Libraries

A

Computer

Q‘A‘:

Savein | My Documents - G ? » '

Date modified Type

Mo items match your search.

< |

I

File name:

Save as type:

F63-SMD-11-ANC-5A pdf

[ Adobe PDF Files (*pdf)

Settings...

COLUMBIA

DISTRICT ELEVEN




I District of Columbia

I Digital Vote-by-Mail Senice Home  About

DC Specific Election
November 2, 2010

Send Your Ballot
To send your ballot electronically, you must find the ballot file and upload it.

1 Check In

Send

Locate Ballot PDF and Send @

2 Confirm Identity

On the web page that is open, select the Choose File button to browse for your
ballot file. In the dialog box that comes up, navigate to the PDF file that you saved
in the previous step, and select that file. Press Send.

-
——— T save s FERTRCT R N an - S
r e .
Savein: | [ My Documents - e [} EF [
b -
@@= MName Date modified Type

Recent Places
1 m

 — Desktop

Libraries

Mo items match your search.

File name: -| Save
Save as type: '] [ Cancel ]

Movemher ?

m




I District of Columbia

I Digital Vote-by-Mail Senice Home
DC Specific Election Ballot Uploaded
November 2, 2010 Your marked ballot has been sent. Thank you for your participation in this election.

Thank You!

About

Ballot Received
7:37 PM, March 25, 2011

Check the status of your ballot at any time at the Board of Elections and Ethics website.

Key Dates
October 1
Vote-by-Mail senice
begins

October 22
Last day to apply for a
Vote-by-Mail Ballot

November 2

Last day to return your
ballot (by mail, must be
postmarked by 5:00 pm
EST)

Last day to retum your Tell everyone you voted! n Facebook Twitter
ballot (via Internet by
5:00 pm EST)
District of Columbia Digital Vote-by-Mail Service | About | Help | Security | Contact
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module Faperclip
class Encrypt < Processor

def initialize(file. option= = {}., attachment = nil)

Super

@file = file

Mrecipient = pptions[  geomnetrv]

Mattachment = attachment

Pourrent_format = File.extname(@file.path)

Phazenamns = File. bazenamne(@file. path, @current format)
end

def make
zrc = Pfile
d=t = Tempfile.new([@Phazenan=s, 'gpg'].compact.join{". "))
d=t . binmnode

railse PaperclipError, "GPG recipient wasn't set" 1f OUrecipient  blank?
begin
runf "rn", "-f ~"#{File.expand_path{d=st _path)}~"")
runf "'gpg" . "——trust-nodel alwaysz —o “"F{File_expand path{dst _path)}~" - —xr ~"#{@recipienti~" ~"#
rescue PaperclipCommandlLineError
raise PaperclipError, "couldn't bal{fESyptEd. Flea== trv again lat
end



ballot.pdf =2 /tmp/49ds5.pdf




ballot.xyz = /tmp/49d5.xyz




ballot.S(sleep 5) 2 /tmp/49d5.5(sleep 5)
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File Edit View History Bookmarks Tools Help
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Steal database passwords, keys, etc.

Replace all existing votes with ours

Attack!




Steal database passwords, keys, etc.
Replace all existing votes with ours
Replace any new votes

Back door to reveal new votes

Attack! clearlogs

"Calling card”
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Internet Voting in Estonia
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Internet Voting in Estonia E—
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The llluﬁlﬁugmnj];lnﬁt PostTV Politics Opinions Local Sports National World B

Estonia gets to vote online. Why can’t
America?

BY BRAD PLUMER Novembor £, 2012 & 3226 pm

ore ¢ Comments

I ¥
8
[41]

f v -

If anecdotal reports are anything to go by, millions of Americans on Tuesday are
standing in the cold for hours to vote at their local polling places. But why should they
have to? Many Americans can already pay their utilities online and bank online. Why

can't we vote over the Internet as well?

That's the question raised by Thad Hall,
a political scientist and author of
Electronic Elections. In theory, he says,
allowing Americans to vote online could
have all sorts of benefits. We wouldn't




Has Estonia solved the hard security
problems of Internet voting?

What is a realistic threat model for a
national Internet voting system?

What can other countries learn
from Estonia’s experience?
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O ™ This repository ~ | Search or type a command @  Explore Gist Blog Help
QE wk-ehk / evalimine @ Watch ~ 107 | #&
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& commits 1 branch 0 releases 1 contributor

I branch: master ~ | evalimine / +

Source-code changes for EP2014

:: svenheiberg authored May 02, 2014 latest commit d1473a512c fe
I docs presentation from 11.07.2013 11 months ago
Bl ivote-server Source-code changes for EP2014 a month ago
E| LICENSE license 11 months ago
E README.md README 10 months ago

README.md
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The Voter’s Experience
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You can vote
now In Internet!

From 10 to 16 October, it is possible to vote at
this web page.

days hours minutes seconds
Read more how to vote.

Voting ends in
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Encrypted
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Verification
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Encrypted
Ballot

QR-koodile vastav hail on
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Counting

1 Signed .
] Encrypted Countlng

Ballots
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election
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P IEEA One-Minute World News
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Estonia hit by '"Moscow cyber war’

Estonia says the country's
websites have been under
heavy attack for the past
three weeks, blaming Russia
for playing a part in the
cyber warfare.

Many of the attacks have comef§
from Russia and are being
hosted by Russian state
computer servers, Tallinn says.
Moscow denies any
involvement.

Estonia says many state websites
hawve been affected

Estonia says the attacks began after it moved a Soviet war
memorial in Tallinn. The move was condemned by the Kremlin.

A Mato spokesman said the organisation was giving Estonia
technical help.

L T S5 [P At O AN | (I | o |

J QUESTION MORE.

Russian politics Business

Home / News /

In motion

‘Cyber-attack’ cripples Ukraine's electronic election

system ahead of presidential vote
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Implicitly Trusted Components:

Voter’s Client
Counting Server
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Client-side Attack

Valiku tegemine

Power to the People Party Kelle valite kohaliku
0 POl POIItICIaN | omavalitsuse volikogusse?
More Power to the People Party

1 Paul Politician

All the power to Drew Party
2 Dictator Drew

Polly Politician
Power to the People Party

= 1. How to infect clients?

2. How to defeat verification?

Client-side Malware

1. Steals PINs
2. Casts Replacement Vote
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Operational Security?




Our security is better than Google’s.

— Toomas Hendrik llves
President of Estonia
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Overview

The researchers describe their findings in this video overview.
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Security Analysis of the Estonian Internet Voting System

J. Alex Halderman! Harri Hursti

Travis Finkenauer!

Jason Kitcat?

Margaret MacAlpine
Drew Springall’

! University of Michigan, Ann Arbor, MI, U.S.A.
% Open Rights Group, U.K.

Technical report — May 2014

For additional materials and contact information, visit estoniaevoting.org.

1. INTRODUCTION

Several countries have experimented with casting votes
over the Internet, but today, no nation uses Internet voting for
binding political elections to a larger degree than Estonia [38].
When Estonia introduced its online voting system in 2005,
it became the first country to offer Internet voting nation-
ally. Since then, it has used the system in local or national
elections five times, and during recent elections 20-25% of
participating voters cast their ballots online [24].

Rather than proving integrity through technical means, Es-
tonia relies on a complicated set of procedural controls, but
these procedures are inadequate to achieve security or trans-
parency. During our in-person observations and in reviewing
official videos of the 2013 process, we noted deviations from
procedure and serious lapses in operational security, which
leave the system open to the possibility of attacks, fraud. and
errors. Transparency measures, such as video recordings and
published source code, were incomplete and insufficient to

allrwr anteider nheprvere ta pctahlich the inteorite af recnlre



’ Reformierakond

Parem Eesti koigile!

Estonian Reform Party
National Government
30% of Parliament
Wealthy, ethnic Estonians

KESKERAKOND

Estonian Centre Party
Tallinn City State
20% of Parliament
75% of non-ethnic Estonians




: lim | Valuuta | Horoskoop | TV-kava Reklaam = Kontakt  Awvaleheks  Saadawvihje = mDELFI E Delfi D poy 5
B I Ecet Internet  Firmad Delfi Telefonid Kaart Kuoulutused VEEBIKATALOOG
m Easlis:

Tallinn limateade a
Rahva h&al

Kbige mugavam on uudiseid lugeda W\Ob“hStl

Tiri Delfi rakendus | i | rancceses
oma telefoni! | i P L,oogle play

E-poed - Vaata.ee + E-post - Kaart - Raamat « Téd - Raha « MOl - Kataloog « Mangud - Igav.ee - Filmid + Mis toimub - Kasulik - Date - Pilt E,12. mal  SISUKAART »
Delfi Delfi2 w Rus lim EestiElu Arileht Sport Publik Forte Maistekas Rahva hddl MNoorte hédl EPL Ekspress Maaleht Reisijuht Moodne Kodu TV Téheke

K&ik uudised Eesti Arvamus Maallm Krimi EP valimised Delfi TV saated Laulu-jatantsupidu Uut Delfis Teemalehed Suures pildis Arhiiv

JAKA

Eksperdid: Eesti e-valimised on "Donetski Rahavabariik" palub
nii ebaturvalised, et tuleks kohe Vladimir Putinil end Venemaaga
ara lopetada(73) uhendada Taiendatud: 19.00 (173)




5y

on loonud liiga palju celdu- -
si, nie ;..f,__'?i;isclus. on_kg'-;gmli__ =




FEATURES REVIEWS PODCASTS VIDEO K

Estonia's online system is horrifically insecure
and can't be trusted - Jason Kitcat writes, “I'm

currently in Tallinn, Estonia as part of a team of

independent security and elections researchers
sharing our findings that the Estonian online e-

vating system has serious flaws. « Play video



















| Facebooked those guys.
And they’re working
for my opponents.

— Taavi Roivas
Prime Minister of Estonia




{ E-valimised
/A Community

Timeline About Photos Likes Events

Verification app detects all bad behavior.

Why steal votes when you can steal money?




CERT Estonia

Coordinating the development and Enter keyword
REPUBUC OF ESTUNM administration of the national information
INFORMATION SYSTEM AUTHORITY system, to help the state provide the best

possible services to citizens.

Homepage > Information Systemn Authority > MNews = E-voting is (too) secure I.IE:] Brint

Information System Authority (4] E-\H}tiﬂg iS (tUO) secure

» Activities of RIA

Added 19.05.2014

Anto Veldre writes about yet another aftack against Estonian e-elections that
started this week: again political, again not technical.

» Mews

= Contact information

“nice people who care about computer hygiene have no viruses”
“In practice, computer risks have been eliminated”

“they’re here not because of their technical savvy, but their
politically suitable (although technically incompetent) message”
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Lessons

Estonia’s I-voting approach is not secure.

State-level attacks are a rising threat to I-voting.

— National security issue; not a gov't IT problem!

Politics can obscure major technical problems.

Recommendation: Estonia should discontinue Internet
voting until fundamental security advances.




The Internet Voting Problem

Want a voting system where you, or |, or our friends,
or Tarvi Martens, or the NSA, or Vladimir Putin
can't hack in and dictate the election result.

That's called a democracy!
Major fraud should be at least as hard as with paper.

My take: Decades, if ever, until Internet voting can be
secured, and not without fundamental advances.




Security Analysis of the

Estonian Internet Voting System
EstoniaEVoting.org

J. Alex Halderman

University of Michigan
jhalderm.com




More Talks About My Lab’s Research

Day 2 22:00 Saal 1
Understanding Heartbleed

with the ZMap Scanner
Zakir Durumeric

Day 3 11:30 Saal G
Security Analysis of a

TSA Naked Scanner
Hovav Shacham/Eric Wustrow

LAUNCHING IN 2015:

Let’s Encrypt

Day 4 14:00 Saal 6

Building a Free HTTPS CA
to Encrypt the Entire Web
Seth Schoen



End-to-End (E2E) Voter-Verifiability

As a voter, | can be sure that:
e My vote is cast as | intended.
My vote is counted as cast.

e All votes are counted as cast.

Not a secret ballot!

Alice Johnson, 123 Main . . YES
Bob Ramirez, 79 Oak . . ... NO
Carol Wilson, 821 Market . NO

_—




End-to-End Voter-Verifiability

As a voter, | can be sure that:
My voteis cast as | intended.
My vote is counted as cast.

e All votes are counted as cast.

e No voter can demonstrate how
he or she voted to a third party.



