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1989

• Since 1989: Smart Card Research
• Brunsbüttel, Kiel, Hamburg
• Reverse Engineering
• Authors & Columnists during our study
• Consultancy for Data Protection/Privacy
• Privacy/Security weaknesses revealed:

Health insurance card, ec-card, …
• Contacted by headhunter in 1999
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2014

• Since 1999: Working with Infineon
• Munich
• Chip Security (Operational&Strategic)
• Leading the internal „hacker“ group
• Development of new attacks for threat anticipation
• Amateur attack projection
• Private security research ongoing…
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Why Should We Open Microchip Packages ?

ANALYSIS
• Is there a chip in the package, anyhow ?
• Check chip functionality – what’s the chip’s task ?
• Determine the chip type – are literature, tools available ?
• Identify its technology generation – how old is the chip ?
• What is the value of the chip’s function for the system ?

ATTACK PREPARATION
• For further reverse engineering tasks
• For laser fault injection attacks
• For UV fuse bit (code protection) erasing
• For permanent manipulations (e.g. FIB, Lasercutter)
• For alpha radiation fault injection attacks
• For photon emission side-channel analysis
• For local electromagnetic attacks
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Chip-Packages: From “Open” to “Armored” (1)
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Fingerprint Sensor
The chip surface is

directly touched
with a finger.

Webcam Chip
The chip surface is
covered with thin

optical glass.

EPROM
The chip is protected by

a UV-transparent
silica window.

Amplifier Chip
The chip is covered and
sealed with a metal lid,

soldered to the package.
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Chip-Packages: From “Open” to “Armored” (2)
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Plastic Package
The chip is fitted into an

epoxy package.
Used very often today.

Glob-Top Package
The chip is covered with
epoxy resin directly on

the circuit board.

Smart Card Package
The chip is stabilized
with a glass fibre mat

and protected with epoxy.

“Security” Package
The chip is encased

using additional
protective materials.
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27C1024
1 MBit EPROM

Standalone
(1988)

2516
16 kBit EPROM

Standalone
(1979)

Close-Up Views – E(E)PROM
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8755
2 kBit EPROM
with I/O Ports

(1976)

SLE4406
88 Bit EEPROM

with logic functions
(1999)
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Close-Up Views – MCU (Microcontroller)
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8748
8-Bit MCU

with 1 kB EPROM
(1976)

PIC16C55
8-Bit RISC MCU

with 512 Byte EPROM
(1988)

P83C855
8-Bit MCU

for Smart Cards
(1996)

68030
32-Bit CPU

with 256 Byte Cache
(1987)
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