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ALICE SENDS A MESSAGE To BoB
SAYING TO MEET HER SOMEWHERE.
UH HUH.

BUT EVE SEES 1T, T00,
AND GOES To THE PLACE.

WITH YOU S0 FAR.

BOB 15 DELAYED, AND
ALICE AND EVE MEET.

2

IVE DISCOVERED A WAY TO GET COMPUTER
SUENTISTS TO LISTEN To ANY BORING STORY.




We are going to talk about all the ways crypto fails us
(and why we still try)



Journalist task: Confidential communication with sources

Step #1: Alice and Bob install crypto software.

XKCD



The First Date Problem




Journalist task: Confidential communication with sources

Step #2: Alice and Bob exchange public keys.

XKCD



The Key Management Problem

Generate a revocation certificate.

If you forget your passphrase or if your private key is compromised or lost, the only hope you have is to wait for the key to expire (this is not a
good solution), or to activate your revocation certificate by publishing it to the keyservers. Doing this will notify others that this key has been
revoked.

A revoked key can still be used to verify old signatures, or decrypt data (if you still have access to the private key), but it cannot be used to
encrypt new messages to you.

gpg —-output revoke.asc --gen-revoke '<fingerprint>'

This will create a file called revoke.asc. You may wish to print a hardcopy of the certificate to store somewhere safe (give it to your mom, or put
it in your offsite backups). If someone gets access to this, they can revoke your key, which is very inconvenient, but if they also have access to
your private key, then this is exactly what you want to happen.

Only use your primary key for certification (and possibly signing). Have a separate
subkey for encryption.

(bonus) Have a separate subkey for signing, and keep your primary key entirely
offline.

In this scenario, your primary key is used only for certifications, which happen infrequently.



Journalist task: Confidential communication with sources

Step #3: Alice and Bob verify fingerprints.

XKCD



The Verification Problem

HEY, T JusT GoT HOW \ias IT?
HOME. FROM THE PARTY
FRo GOT T00 DRUNK.
% - THE ONE I SCREWED
WITH THE UP BAD.
IRC FOLKS?
YEAH, Jhar
HAPPENED?

THERE WAS A GIRL.
NO IDEA WHD SHE WAS.
DON'T EVEN KNOW HER NAME.
T wiAs TOO DRUNK TO CARE.
P4
BN
AND WHAT, YOU
SLEFT WITH HER?

NO.

¢ SIGNED HER
‘?ELIC KEY.

TSEHIT,
MAN.




Journalist task: Confidential communication with sources

Step #4: Alice and Bob initiate confidential communication.

XKCD



The Plaintext Problem

HOW To USE PGP To VERIFY
THAT AN EMAIL 1S AUTHENTIC:

LOOK FORTHIS
TBXT AT TE TnF'"‘\
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(©----BEGIN PGP SIGNED MESSAGE-——>)

HEY,

¥

HASH: SHAZ56
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IF IT THERE, THE EMAIL 15 PROBRBLY FINE.



Hope for the future?

Best Secure Messaging Tools

This is a ranking of encrypted messaging
programs based on criteria aimed to
assess whether they are well designed to
make the content of the messages
unreadable to anybody other than the
sender and recipient. But even messages
that are securely encrypted often do not
abscure the identities of the sender and
recipient. All rankings »
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Journalist task: Anonymous communication with sources

Step #1: Alice purchases Bob a burner phone with cash.
Step #2: Alice installs apps and contacts on Bob'’s phone.
Step #3: Alice mails Bob his special burner phone.

Step #4: Bob uses his burner phone to securely communicate
with Alice.




The Burner Problem

A

Yurner




Hope for the future?



Journalist task: Keeping notes and data

Step #1: Alice encrypts her data to her private key.




The collaboration problem




The legal coercion problem

A CRYPTO NERD'S

IMAGINATION

HIs LAPTOPS ENCRYPTED.
LETS BUILD A MILLION-DOLLAR,
CLUSTER To CRACK \T.

NO GooD! ITS
uoG6 -BIT Rﬁm

EUIL PLHN
15 FOILED! ™~

1 ACTUALLY HAPPEN:

WHAT WolLD

HIS LAPTOF'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH
THIS $5 WRENCH UNTIL
HE TEUS U5 THE PASSWORD.

\ GoT 1T,
O O)
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Hope for the future?



Questions? Answers?



