
Hijacking client software for fuzz and profit 

pointer 



overview 

ÁIntroduction. 

ÁFuzzing 101. *yawn* 

ÁThe need for a different approach. 

ÁAbusing the client. 

ÁA possible implementation. Boyka. 

ÁEXPERIMENT. 

ÁConclusion. 
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This work is shit 
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What this is about 

ÁInteresting approach to software testing 

ÁTouching things you are not supposed to 

ÁBreaking stuff (if you're lucky!) 

ÁMultiple references to pop culture 

Áand chocolate! 

Look for the  
ChocoQuiz Icon 



DISCLAIMER 

For educational purposes  

ONLY... 



Fuzzing 101  





Fuzzing is like violence: 
if  it  ÄÏÅÓÎȬÔ solve your problems, 
you are not using enough of it. 

stolen from the nokogiri guys 



BRUTE FORCE 



Monster  configuration 

ftp.py  -  protocol 

ftp_session.py  





Crash!  boom!  bang!  haha! 



Precise  Crash inf    rmation 



There's always a BUT 

¢ƘŀǘΨǎ ŀƭƭ ǾŜǊȅ ƴƛŎŜΦ 
 

But what if I ŘƻƴΨǘ 

know the protocol? 



There is NO 
documentation at all. 

:(((((( 



I CAN ALWAYS TRY DUMB FUZZING! 



Think about checksums... 

Packet 

Data Checksum 

Checksum = SHA1(Data)  
SHA1: 160 bits  
P(right) = 1/2 160 ˰ ʦƳʦʣ48 

1048 ˮ ʦËƻʦ4ƻʦ4ƻʦ4ƻʦ4ƻʦ4 
 
 5ǳƳō CǳȊȊƛƴƎΧ 





Is everything lost ? 



The need for  
a *different*  
approach  



Then along came my wife  

ÅBiochemist 
ÅWorks doing 
ǇǊƻǘŜƛƴΧ ǎƻƳŜǘƘƛƴƎ 
ÅI suspect she really 
ǿƻǊƪǎ ŘƻƛƴƎΧ 



Biotech will save the world or kill us all 
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Simple  arguments 



It gets  exciting 



Detours 
= userland hooking 
= amazing stuff 

= dynamic binary  
   instrumentation 

= AWESOME stuff !!! 



Microsoft Detours 

-Library for intercepting arbitrary Win32 binary functions. 
 

- Interception code is applied dynamically at runtime. 
-Replaces the first few instructions of the target function  
-       with an unconditional jump to the detour function. 

 
-Replace or extend the target function. 



What can possibly go wrong? 

Developer: 

ά/ŀƴΨǘ ǘƻǳŎƘ ǘƘƛǎΗά 


