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A Introduction.

A Fuzzing 101. *yawn*

A The need for a different approach.
A Abusing the client.

A A possible implementation. Boyka.

A EXRERINVIENT

A Conclusion.
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What'this iIs@bout

A Interesting-approachtosoftware testing
A Touching: things yourare-net supposed to
A Breaking:sttffi(if youtre lucky!)
A Multiple references topop culture

A and chocolate!
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Fuzzing 10T






Fuzzmgls hke v10[ence
i it Acle A" G oIV Your prcbrems
~_youarenotusingenoughofit.
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Monsterconfiguration

1 from sulley import * from sulley import *

2 from regquests import ftp # this is our Fip.pw file

3 8 initialize("user™)

4 5_static ("T3SER") EEEE = zessions.session(session filenawe="audits/freefloatftp.session”)
3 s_delim(™ ") target = sessions.target ("192.1658.1.11", 21)

& g_string("yomsma) target.netmon = pedrpe.client ("192.165.1.11", 26001) # NetMonitor (packets)
7 5_statici™rin") target.procmon = pedrpo.client ("192,163.1.11", Z6002) # ProcMonitor (crashes)
a8 target.procwon options = { "proc name™ @ "FTPIerver.exe" }

a 2 _initialize("pas=")

10 g _static ("PLIZT)

11 5_delim(™ "] sess.add target (target)

12 3 string("issofat'”)

13 g static("\rin")

14 SESS.CONnect (5 get ("user') )

15 5_initialize("cwd") Sess.CONMect (5_get ("user"), S_get |"pass"))

16 s _static ("CWD")

17 S_dEli?“':" " Sess.connect (5 get ("pass"), 3 _get("cwd"))

S s ST I To: M) sess.connect (3_get("pass"), s_get|"dele"))
o gE2Z.COnnect (5_get ("pass"), = _get [Mmdtm"])
ZESZ.CONNECt (5 get ("passT), = get ("mkd")]

sess.fuzz()

ftp_session.py
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Crashboom! bandpaha!

tio.., Hide-n-See... dc-immunic...

[i* DOS Prompt - c:'Python25'python.exe ftp_session.py
| File Edit Yiew Help

. DOS Prompt - c:Pyth...

[02:10.06] xmitting: [1.3]

[02:10.07] netmon captured 285731 bytes for test case #3

[02:10.08] fuzzing 4 of 1123

[02:10.08] xwmitting: [1.4]

._ [02:10.09] netmon captured 287515 bytes for test case #4

[02:10.09] Euzzing 5 of 1123

[0Z2:10.10] xmitting: [1.5]

[02:10.11] netmon captured 284250 bytes for test case #5
[02:10.11] fuzzing 6 of 1123

SU"ey FUZZ CO"trOI [02:10.12] xwmitting: [1.6]

[02:10.13] netmon captured 284274 bytes for test case #6

hen Extras Hilfe

i fflocalhos

’:alfiown oad uTorrent 2.2.1 Build 25302 - ... 8 Sulley Fuzz Control

Total: 6 of 6,738'( 1/0.089% [02:10.13] procmon detected access violation on test case #6
user: 6 of 1,123 [ 10534% Q[02:10.13] primitive lacks a name, type: delim, default value:
[02:10.13] [INVALID]:20202020 Unable to disassemble at 20202020 from thread 472 c
Pause ess violation
[02:10.13] restarting target process
TestCase# . Crash Synopsis [02:10.22] fuzzing 7 of 1123
[02:10.28] failed connecting on socket
000006 [INVALID]:20202020 Unable to disassemble at 20202020 from thread 472 caused access violation JException caught: error (10061, 'Connection refusés

Restarting target and trying again
[02:10.28] restarting target process
[02:10.41] failed connecting on socket
Exception caught: error (10061, 'Connection
Restarting target and trying again
[02:10.41] restarting target process
[02:10.55] failq@—ﬂ_pnecting on socket
Exception caught) i s (10061, 'Connectiol
Restarting targety g

[02:10.55] restar




Precis€rasinf™ rmation

_1 http://localhost:26000/view_crash;/6 | 4+ l

L

[INVALID] :20202020 Unable to disassemble at 20202020 from thread 472 caused access violation
when attempting to read from 0x20202020

CONTEXT DUMP
EIP: 20202020 Unable to disassewnble at 20202020
EA¥: 00000216 | ) N/ A
EBEX: 00000002 | ) N/ A
ECX: 0014d3c0 | 238) F unt authorityhisystemzlk (heap)
EDX: 7c¢90e514 | ) N/ A
EDI: 003b19dS | ({heap)
E3I: 0040a44e N/ A
EEP: 003b1298 N/ A
O0OhZfeoze
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disasm around:
0x20202020 Unable to disassenble

SEH unwind:
-> kernel32.dll:7c83%add push ebp
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Checksum = SHA1(Data)
SHAZ1: 160 bits
P(right) = 1/2 160 s Yisdz
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The:needdor
a *different*
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Thenalongie: my wife

ABiochemist
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Site of cleavage

\d

Host Plasmid
Cleavage by Restriction
Endonucleases
o Anneahng int of attatchment
annealing
Growing protein
Amino adds  Chemical bofid forms
Sticky ends Recombinant
Spacifisd Gem Plasmid DNA

At the ribosome, the RNA's message
is translated into a specific protein.
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apHEDICEXnt)
apHIMAGELIST(int)

MapHMEMLI(INE)
apHWHDnE) —

| ArithmeticSender0l

| callSender02

| callSender03

| callSender04

|_callSender0s

| sendCaller0l

| sendCaller0z

| sendCallerd3

gekSystemCP{int)
(7] i_fin1z_12
[F] i_fin13_27
= .

Ling 2370 of 3206

B, Graph overview B X

E Qutput window

IDA View-A

Hex View-fy Structures

OFFFFFFFFh
arithmetic

p+l1i0h _
, OFFFFFFFFh
wort loo 40

P S
100.00% [{240,901) [(212,592) [000OCFEA |0040DEEL: cogp ArithmeticSender0l:loc 40DEEL

| MILF initialized



cgp_ArithmeticSender 01

N“cgp_gend8311@r01 sub_4UDAAL




nderd] (char *buf,
r

rd ptr -0OFCh
= dword ptr -0F4h
r 4= ord ptr -4
buf= dword ptr 4

ord ptr &

duword ptr 0OCh

sp+100h+var 4], eax
ebp
ebp, [esp+l04h+buf]

int len,

int)







Detours
= usefrlandrheoking

= amazingsstuff

= dynamic Hinary
instrumentation

[: AWESOMEtstaff IR




MicrosoftrDéetoars

Library for iintercepting-anbitrany/\Win32 binary functions

Interception code 4s applied,dynamicadlyruntime.

Replaces itheifirstdfewnnstructionsf the targetifunction
with anunconditional jumpto the detour function.

Replaceor extend the target function.




o Proprietary Protocol
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