
Certificate Authority Collapse  
Will the EU Succeed in Regulating HTTPS? 

@axelarnbak 
29c3, Hamburg, 28 December 2012 

Institute for Information Law 
University of Amsterdam 



Cloud Computing, Patriot Act, FISAA  
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Paper ‘Certificate Authority Collapse’ 
Work in Progress! 
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SSRN: http://ssrn.com/abstract=2031409  



Outline Presentation 
•  HTTPS Authentication Model 
•  DigiNotar hack  

–  landmark breach 
–  Insightful, illegitimate mitigation 
–  Pretty damn good story 

•  Systemic vulnerabilities 
•  EU eSignatures Regulation: Will the EU Succeed?  
•  Regulating HTTPS: What to do? 

–  Not about best tech alternative   
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Main Messages 
•  HTTPS Authentication is broken, someone needs to fix it 
•  That someone, is not the legislature – it is you! 
•  The eSignatures proposal will do more harm than good  
•  When regulating HTTPS, be humble on technology, and focus on: 

–  Apprising all underlying values: economy, comsec and digital rights 
–  All stakeholders involved, not only CAs 
–  Optimising economic and bureaucratic incentives 

5 



Outline Presentation 
•  HTTPS Authentication Model 
•  DigiNotar hack  

–  landmark breach 
–  Insightful, illegitimate mitigation 
–  Pretty damn good story 

•  Systemic vulnerabilities 
•  EU eSignatures Regulation: Will the EU Succeed?  
•  Regulating HTTPS: What to do? 

–  Not about best tech alternative   

6 



HTTPS 
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The Padlock 
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HTTPS: Handshake → Encryption 
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Data Flows HTTPS Authentication 
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Prevents (?) Man in the Middle Attack 
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Security HTTPS Authentication Crucial For 
•  De facto standard for ‘secure’ browsing 
•  $8 Trillion E-Commerce market (McKinsey, 2011) 
•  (Relative) confidential communications internet users 

–  Governments 
–  Business  
–  Consumers 

•  Software patches 
•  Machine-to-machine communications 
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DigiNotar 
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Root Certificate Authority 

–  PKI 
–  SLL 
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‘One server to rule them all’ 
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Security Practises? 

Username:  
PRODUCTION\Administrator  

Password: 
Pr0d@dm1n 
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DigiNotar: 30 Software Updates Ignored 
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False certificates 

•  26: *.google.com 
•  22: *.skype.com 
•  14: *.torproject.org 
•  20: Comodo Root CA 
•  45: Thawte Root CA 
•  17: addons.mozilla.org 
•  4: update.microsoft.com 
•  25: www.cia.gov 
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•  Forensic report: 



Targets of the MITM attack ... 
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... seem very uncertain 

•  OCSP logging highly contentious 
–  Not supported by all browsers and clients 
–  Could have been faked by attackers 

•  This seems the case. From the new forensic report: 

http://www.rijksoverheid.nl/bestanden/documenten-en-publicaties/rapporten/2012/08/13/black-tulip-update/black-tulip-update.pdf  
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Clearly… 
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  INTERNET  



…how to fix it? 
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Dutch Government Got off to a Good Start:  
‘Stop Using Teh Interwebz!’  

•  Minister Donner:  
 “Don’t do it; use 

letters and bank 
cheques, just like me”  
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De Telegraaf, Frontpage, 5 Sept. 2011:  



The Man Who Saved Teh Interwebz 
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Mitigation Measures Taken 
•  Government overtook Diginotar 

–  ‘Enforcement on a private law basis’ ?? 
–  ‘We had to show our teeth’  

•  Diginotar Trust Revocation Delayed in Dutch Market 
–  Patch to remove Diginotar Root status delayed for weeks 

•  Mitigation labeled ‘success story’ in bureaucratic circles 
•  Perhaps good reasons, but the mitigation illegitimate 
•  What was the role of Microsoft in all this?  
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Policy Responses: The 18 Months after 
•  06 June 2011: Possibly first exploration by the attacker(s) 
•  19 June: Incident detected by DigiNotar by daily audit procedure 
•  10 July: The first succeeded rogue certificate (*.google.com) 
•  04 August: Start massive activity of *.google.com 
•  27 August: First mention of *.google.com certificate in blog 
•  29 August: DigiNotar’s *.google.com certificate is revoked 
•  2-3 September 2011: Dutch government takes over DigiNotar 
•  All September: Microsoft delays automatic security patches  
•  Until August 2012: Govt still allows DigiNotar certificates! 
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Dutch Gov’t Still Allows DigiNotar Certs! 
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… HTTPS: widely used, high risk … 
•  Global socio-technical system 
•  A wide range of incidents 
•  An ‘essential facility’ – world depends on HTTPS 
•  Breaches have serious damages (financial/non financial) 
•  Unjustified trust increases damage 
•  No regulatory framework in place 
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Systemic Security Vulnerabilities 
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•  Systemic ↔ incidental 
–  Many, many, many systemic vulnerabilities 
–  Known for a long time in security community 

•  Described in paper: § 2 & § 3  
•  To name a few …  



Data Flows HTTPS Authentication 
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Any CA can vouch for any domain name, or: 
Any CA single point of failure entire system 

34 



EFF SSL Observatory: 650+ CA’s, 54 
jurisdictions, 50+ government-owned 
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UC Berkeley: ICSI SSL Notary Trust Tree 
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http://notary.icsi.berkeley.edu/trust-tree/ 



DigiNotar, Still Up and Running! 
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Root CA status: Browser Trust by Default 
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Root CA versus intermediate CA: 
Thriving market for subletting root status 
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Attribution Problem:  
actor and intent unknown 
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Information asymmetries 
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Browsers re certificate/CA trust revocation:  
trade-off connectivity ↔ security 

•  End-user: connectivity 
•  Depends on responses CA 
•  CA trust, scale risk factor 

– The bigger, the harder 
•  Fx. Comodo 
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Websites Implement HTTPS Poorly 
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End Users? Go Figure! 
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So, Every Stakeholder Part of the Problem 
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But… Every stakeholder part of solution? 
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EU Proposal: eSignatures Regulation 
•  eSignatures Regulation 

–  Proposal by European Commission in June 2012 
–  Ordinary legislative procedure 

•  Ping pong: EU Council ↔ EU Parliament 
–  Red Flag: Once adopted, direct binding force in 27 Member States 

•  Paradigm shift in the making 
–  Unregulated environment  
–  Strictly regulated after adoption? 
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Contents eSignatures Proposal 
•  All crucial issues discussed in § 4 paper: 

–  Rationale regulation 
–  Scope 
–  New provisions introduced for ‘trust service providers’: 

•  Liability 
•  Security Requirements 
•  Security Breach Notification 
•  Supervision 
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In focus: scope 
•  EU proposal 

–  ‘Trust service providers’ established in EU 
•  Includes CA’s issuing SSL certificates 

•  Other critical stakeholders unregulated 
–  Explanatory memo. hints at requirements for websites 
–  But: ‘responsibility of the HTTPS market’ 

•  Exceptionally poor argument: ‘not all EU organisations are 
securing their website’ (p. 35 & 87 Imp. Assessment) 

•  Real consequence: disproportionate burden on subset of HTTPS value chain 

50 



In focus: liability [1] 
•  EU proposal, art. 9(1):  

–  ‘liable for any direct damage (..) due to failure to comply with Article 15(1), 
unless (..) he has not acted negligently.’ 

»  Art. 15(1): open security norm – ‘state of the art’  
•  Other stakeholders unmentioned 

–  Websites: cheap certificates / poor HTTPS implementation? 
–  Untimely patching by browsers, OS manufacturers?  
–  Software liability? 
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In focus: liability [2] 
•  Real consequences 

–   Liability may be helpful to incentivise CA’s 
•  Security practises 
•  Proper logging, as they bear burden of proof 

–  But art. 9(1):  
•  ‘Any direct damage’  

–  Single company liable for entire HTTPS system? 
»  DigiNotar liable for damages Google, Microsoft?  
»  Favourable to incumbents able to pay insurance fees  
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Not About Best Technical Solution???  

•  Law cannot force technology development 
•  IETF is your forum, Harry Halpin seems to be your man! 

–  http://events.ccc.de/congress/2012/Fahrplan/events/5374.en.html 
•  But law may help to incentivise economic and political actors  
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EU Parliament: Ehm… HTTPS ??? 
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‘Value’ Chain Approach:  
stakeholder interactions, impact security 
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Broader Findings:  
Regulating Systemic Design Flaws 

•  Global socio-technical system hard to regulate 
•  Requires robust technical (and policy) solutions 

–  Marlinspike: IETF proposal on ‘TACK Pinning’ 
–  Google: CA pinning 
–  Firefox add-ons: CertPatrol, HTTPS Everywhere, etc. 

•  Even if adopted, critical vulnerabilities remain 
•  Perpetual effort absolutely vital 
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Broader Findings: HTTPS Governance 
•  Make full set of underlying values explicit 

–  E-Commerce, trust, reliable communications, etc.  
–  Information security entails more than ‘availability’ 

•  Apprise constitutional values 
–  privacy, communications freedom, etc.  

•  Provide solid legal basis for exercise executive power 
•  Adopt ‘value’ chain approach 

–  Identify all stakeholders and their interactions 
•  Analyse if incentives lead to desired outcomes: security economics 
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Glimpse of Future Work 
•  Enhancing paper with empirical data 

–  SSL Observatory, ICSI Trust Tree  
•  Ph.D. project ‘Communications Security Governance’ 

–  What is, and how should regulators approach comsec? 
•  Define underlying values and interests 
•  Develop framework for balancing them 

–  What are structural legal vulnerabilities to comsec? 
–  What is regulation good for in global socio-technical systems? 
–  New case studies, similar to HTTPS 
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Discussion 

? 
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More information in paper 
•  SSRN: http://ssrn.com/abstract=2031409  
•  References to amongst others: 

–  Forensic Reports DigiNotar hack 
–  EFF SSL Observatory 
–  Moxie Marlinspike 

•  Black Hat talks 
•  IETF proposal  

–  Chris Soghoian & Sid Stamm: ‘Certified Lies’ 
–  Princeton: Freedom to Tinker blog, Steve Schultze & Steve Roosa 
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