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Text

Tim Becker

About me.
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Motivation.
No Hacks
Nothing new
Really old, actually.
Basics, Specs, TLAs
(Crypto)
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Specifications: PC/SC

Originally Windows
Supported on most OS
Bindings for most languages

https://github.com/costan/smartcard
https://github.com/a2800276/29c3
http://www.openscdp.org/scsh3/

Saturday, December 29, 12

mailto:tim@kuriositaet.de
mailto:tim@kuriositaet.de
http://www.anykey0x.de
http://www.anykey0x.de
https://github.com/costan/smartcard
https://github.com/costan/smartcard
http://www.openscdp.org/scsh3/
http://www.openscdp.org/scsh3/


Tim Becker    tim@kuriositaet.de   @a28002767               29C3 ... EMV www.anykey0x.de

Saturday, December 29, 12

mailto:tim@kuriositaet.de
mailto:tim@kuriositaet.de
http://www.anykey0x.de
http://www.anykey0x.de


Tim Becker    tim@kuriositaet.de   @a28002767               29C3 ... EMV www.anykey0x.de

Saturday, December 29, 12

mailto:tim@kuriositaet.de
mailto:tim@kuriositaet.de
http://www.anykey0x.de
http://www.anykey0x.de


Tim Becker    tim@kuriositaet.de   @a28002767               29C3 ... EMV www.anykey0x.de

shell demo readers
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Specifications: ISO 7816
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Specifications: ISO 7816

ISO 7816 - 3
Cards with contacts — Electrical interface and transmission 
protocols

ISO 7816 - 4
Organization, security and commands for interchange
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Specifications: ISO 7816

ATR - Answer to Reset
describes physical card 
characteristics
“historical bytes”
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Specifications: ISO 7816

Weird (sortof) Filesystem: ignore
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Specifications: ISO 7816

APDU: Application Protocol Data Unit

CLA | INS | P1 | P2 | Lc | Data | Le

Example:

SELECT
00 | A4 | 04 | 00 | 07 | A0 | 00 | 00 | 00 | 03 | 10 | 10
Just a bunch of bytes   (!) 

❧
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APDU: Application Protocol Data Unit

CLA | INS | P1 | P2 | Lc | Data | Le

Example:

SELECT
00 | A4 | 04 | 00 | 07 | A0 00 00 00 03 10 10

Specifications: ISO 7816

❧
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APDU: Application Protocol Data Unit

CLA | INS | P1 | P2 | Lc | Data | Le

Example:

SELECT
00 | A4 | 04 | 00 | 07 | A0 00 00 00 03 10 10

Specifications: ISO 7816

❧
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APDU: Application Protocol Data Unit

CLA | INS | P1 | P2 | Lc | Data | Le

Example:

SELECT
00 | A4 | 04 | 00 | 07 | A0 00 00 00 03 10 10

Specifications: ISO 7816

❧
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APDU: Application Protocol Data Unit

CLA | INS | P1 | P2 | Lc | Data | Le

Example:

SELECT
00 | A4 | 04 | 00 | 07 | A0 00 00 00 03 10 10

Specifications: ISO 7816
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APDU: Application Protocol Data Unit

CLA | INS | P1 | P2 | Lc | Data | Le

Example:

SELECT
00 | A4 | 04 | 00 | 07 | A0 00 00 00 03 10 10

Specifications: ISO 7816

❧
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APDU: Application Protocol Data Unit

CLA | INS | P1 | P2 | Lc | Data | Le

Example:

SELECT
00 | A4 | 04 | 00 | 07 | A0 00 00 00 03 10 10

Specifications: ISO 7816

❧
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T=0 vs. T=1

Low Level Communication
UART
character vs. block

Specifications: ISO 7816

❧
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T=0 vs. T=1

What you need to know:

T=0 can’t send and receive data in one APDU
Difference doesn’t matter.
Nobody uses T=1

Specifications: ISO 7816

❧
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✘T=0 vs. T=1

What you need to know:

T=0 can’t send and receive data in one APDU
Difference doesn’t matter.
Nobody uses T=1

Specifications: ISO 7816

❧
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demo SELECT
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Books 1, 2, 3 & 4; CPS & CPA

Specifications: EMV

Tim Becker    tim@kuriositaet.de   @a28002767 www.anykey0x.de

http://www.emvco.com
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Book 1

Specifications: EMV
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Basics, Review of
ISO 7816 3&4
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Book 2

Specifications: EMV
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Security and Key Management:

Cryptograms & Certificates (not x.509!)
Keys & Key Derivation
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Book 3

Specifications: EMV
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Application Specification:

Most Important!
EMV APDUs & Functionality
Data Dictionary ♥
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Specifications: X.690
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ASN.1

everything is TLV (BER)

remember the
the Data Dictionary in 
EMV Book 2!

http://www.itu.int/ITU-T/studygroups/com17/
languages/X.690-0207.pdf
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Book 4

Specifications: EMV
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Cardholder, Attendant & Acquirer 
Interface Requirements

Never used it.
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CPS Common Personalization Specification

Specifications: EMV
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Industry Standard describing how data is 
personalized onto the card.

Provides some useful insight into how 
data is arranged.

❧
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CPA Common Payment Application

Specifications: EMV

Tim Becker    tim@kuriositaet.de   @a28002767 www.anykey0x.de

Books 1-4 describe a “Framework” to 
create payment applications

CPA describes a concrete implementation

(CCD)

❧
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Specifications: M/Chip & VSDC
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proprietary
not publicly available except from 
Chinese PDF sharing sites.

https://technologypartner.visa.com/Library/
Specifications.aspx
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Flow

Shake Hands.
Worst first date ever.
Confirm data.
Confirm cardholder.
Seal the deal.
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demo: select VSDC, GET PO
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Flow

Shake Hands.
Worst first date ever.
Confirm data.
Confirm cardholder.
Seal the deal.
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GET PROCESSING OPTIONS
 PDOL data
 AIP | AFL
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AIP | AFL
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AIP | AFL

5c00080101001001030018010201
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AIP | AFL

5c00080101001001030018010201

list of 4 byte entries indicating 
what data to read from the card
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AIP | AFL

5c00080101001001030018010201

list of 4 byte entries indicating 
what data to read from the card
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AIP | AFL

5c00080101001001030018010201

five most significant bits of the first byte 
indicate the SFI
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AIP | AFL

5c00080101001001030018010201

five most significant bits of the first byte 
indicate the SFI

0x08 0000 1000 1

0x10 0001 0000 2

0x18 0001 1000 3

☝ ☝ ☝
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AIP | AFL

5c00080101001001030018010201

the second byte indicates the first (or only) 
record number to be read for that SFI. 

0x01 start reading at record #1

☝ ☝ ☝
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AIP | AFL

5c00080101001001030018010201

the third byte indicates the last record 
number to be read for that SFI

SF1 # 1 from rec # 1 to rec # 1

SF1 # 2 from rec # 1 to rec # 3

SFI # 3 from rec # 1 to rec # 2

☝ ☝ ☝
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AIP | AFL

5c00080101001001030018010201

the fourth byte indicates the number of 
records involved in offline data 
authentication starting with the record 
number coded in the second byte. 

☝ ☝ ☝

Saturday, December 29, 12

mailto:tim@kuriositaet.de
mailto:tim@kuriositaet.de
http://www.anykey0x.de
http://www.anykey0x.de


Tim Becker    tim@kuriositaet.de   @a28002767               29C3 ... EMV www.anykey0x.de

AIP | AFL

5c00080101001001030018010201

the fourth byte indicates the number of 
records involved in offline data 
authentication starting with the record 
number coded in the second byte. 

☝ ☝ ☝
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demo READ RECORD

Saturday, December 29, 12

mailto:tim@kuriositaet.de
mailto:tim@kuriositaet.de
http://www.anykey0x.de
http://www.anykey0x.de


Tim Becker    tim@kuriositaet.de   @a28002767               29C3 ... EMV www.anykey0x.de

Service Code

ISO 7813 §7.5 
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Service Code

ISO 7813 §7.5 
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Application Usage Control

The Application Usage Control 
indicates restrictions limiting the 
application geographically or to 
certain types of transactions.

EMV Book 3  §10.4.2

❦
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Application Usage Control
ff80

EMV Book 3  Annex C2

☝
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EMV Book 3  Annex C2

Application Usage Control
ff80
☝

Saturday, December 29, 12

mailto:tim@kuriositaet.de
mailto:tim@kuriositaet.de
http://www.anykey0x.de
http://www.anykey0x.de


Tim Becker    tim@kuriositaet.de   @a28002767               29C3 ... EMV www.anykey0x.de

CVM List

000000000000000001031e0302031f00

Amount 1 & 2
seldom used, ignore.
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CVM List

000000000000000001031e0302031f00

A variable-length list of two-byte data 
elements called Cardholder Verification 
Rules (CV Rules) 

EMV Book 3  §10.5
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CVM List

000000000000000001031e0302031f00

Each CV Rule describes a CVM and the 
conditions under which that CVM should be 
applied 

EMV Book 3  §10.5

☝ ☝ ☝ ☝
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CVM List

000000000000000001031e0302031f00

EMV Book 3  Annex C3

“01” Plaintext PIN verification performed 
by ICC

“1e” Signature (paper)

“02” Enciphered PIN verified online

“1f” No CVM required

☝ ☝ ☝ ☝
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CVM List

000000000000000001031e0302031f00

Each CV Rule describes a CVM and the 
conditions under which that CVM should be 
applied 

EMV Book 3  §10.5

☝ ☝ ☝ ☝
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CVM List

000000000000000001031e0302031f00

Each CV Rule describes a CVM and the 
conditions under which that CVM should be 
applied 

EMV Book 3  Annex C3

“03” If terminal supports the CVM

“00” Always

☝ ☝ ☝ ☝
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Issuer Action Code(s)

IAC Default f040008800

IAC Denial 0010000000

IAC Online f040009800

EMV Book 3  Annex C5
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Shake Hands.
Worst first date ever.
Confirm data.
Confirm cardholder.
Seal the deal.
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demo cert
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Getting the Issuer’s Public Key

Scheme CA certs are bootstrapped in 
terminal identified by [Certification Authority 
Public Key Index] on card

Issuer CertCA  is on card, contains part of 
Issuer Modulus, combined with the [Issuer Public 
Key Remainder]
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Getting the Issuer’s Public Key

 6a 02 47 61 73 ff 12 30   00 02 90 01 01 70 01 bd  
 ba db 8e c4 f4 89 c0 d6   0e 14 63 2c ce aa 41 c8  
 df d1 2e cf 36 51 db 4c   84 7d ba 8c 75 5d 6e 2f  
 46 2c fd 99 e1 75 61 ee   6e 6a c6 0f 31 58 57 90  
 c6 f9 5f 06 5e 7d 2a 2c   73 19 07 0b fc b9 44 8b  
 51 27 b6 c9 09 63 de 7f   62 11 fd 34 eb aa 00 47  
 50 62 81 47 a8 d4 db 9a   a9 0d a8 16 de a9 8a 99  
 8f 2f 96 ee a5 79 30 88   b0 e4 f5 7c 06 fb 86 bc

Header

Trailer

Expiration Date
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Getting the Issuer’s Public Key

 6a 02 47 61 73 ff 12 30   00 02 90 01 01 70 01 bd  
 ba db 8e c4 f4 89 c0 d6   0e 14 63 2c ce aa 41 c8  
 df d1 2e cf 36 51 db 4c   84 7d ba 8c 75 5d 6e 2f  
 46 2c fd 99 e1 75 61 ee   6e 6a c6 0f 31 58 57 90  
 c6 f9 5f 06 5e 7d 2a 2c   73 19 07 0b fc b9 44 8b  
 51 27 b6 c9 09 63 de 7f   62 11 fd 34 eb aa 00 47  
 50 62 81 47 a8 d4 db 9a   a9 0d a8 16 de a9 8a 99  
 8f 2f 96 ee a5 79 30 88   b0 e4 f5 7c 06 fb 86 bc

[

]

Leftmost Digits of the Issuer Public Key
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Getting the Issuer’s Public Key

 6a 02 47 61 73 ff 12 30   00 02 90 01 01 70 01 bd  
 ba db 8e c4 f4 89 c0 d6   0e 14 63 2c ce aa 41 c8  
 df d1 2e cf 36 51 db 4c   84 7d ba 8c 75 5d 6e 2f  
 46 2c fd 99 e1 75 61 ee   6e 6a c6 0f 31 58 57 90  
 c6 f9 5f 06 5e 7d 2a 2c   73 19 07 0b fc b9 44 8b  
 51 27 b6 c9 09 63 de 7f   62 11 fd 34 eb aa 00 47  
 50 62 81 47 a8 d4 db 9a   a9 0d a8 16 de a9 8a 99  
 8f 2f 96 ee a5 79 30 88   b0 e4 f5 7c 06 fb 86 bc

[
]

SHA1 Hash of Issuer PK Data
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Issuer CertCA  is on card, 
contains part of Issuer Modulus, 
combined with the [Issuer Public 
Key Remainder]

SDA CertIssuer contains a 
hash of data to be 
verified
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 6a 03 01 da c5 bb bb bb   bb bb bb bb bb bb bb bb  
 bb bb bb bb bb bb bb bb   bb bb bb bb bb bb bb bb  
 bb bb bb bb bb bb bb bb   bb bb bb bb bb bb bb bb  
 bb bb bb bb bb bb bb bb   bb bb bb bb bb bb bb bb  
 bb bb bb bb bb bb bb bb   bb bb bb bb bb bb bb bb  
 bb bb bb bb bb bb bb bb   bb bb bb 99 d7 b7 55 50  
 aa fc fb 90 67 21 96 ad   79 a6 f4 6f 37 25 3b bc

Signed Data Format

SHA1 hash of signed data 
(remember the AFL?)

Padding

[
]
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Issuer CertCA  is on card, 
contains part of Issuer Modulus, 
combined with the [Issuer Public 
Key Remainder]

ICC PK CertIssuer contains 
card’s PK (if DDA/CDA 
supported)

ICC PIN PK CertIssuer 

contains key for PIN 

encipherment (optional)
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sign random challenge 
(DDOL) provided by terminal 
with ICC private key using the 
INTERNAL AUTHENTICATE command

DDA: dynamic data authentication
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Shake Hands.
Worst first date ever.
Confirm data.
Confirm cardholder.
Seal the deal.

Saturday, December 29, 12

mailto:tim@kuriositaet.de
mailto:tim@kuriositaet.de
http://www.anykey0x.de
http://www.anykey0x.de


Tim Becker    tim@kuriositaet.de   @a28002767               29C3 ... EMV www.anykey0x.de

demo VERIFY
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Shake Hands.
Worst first date ever.
Confirm data.
Confirm cardholder.
Seal the deal.
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CDOL1

9f 02 06 9f 03 06 9f 1a 02 95 05 5f 2a 02 9a 03 9c 01 9f 37 04
9f 02 06 Amount, Authorised (Numeric)

9f 03 06 Amount, Other (Numeric)

9f 1a 02 Terminal Country Code

95 05 Terminal Verification Results

5f 2a 02 Transaction Currency Code

9a 03 Transaction Date

9c 01 Transaction Type

9f 37 04 Unpredictable Number
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EMV Book 3  §6.5.5.1
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EMV Book 3  §6.5.5.4

80 00 03 8d e6 d3 fd f1 f1 d9 5b 06 01 0a 03 a4 10 00
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EMV Book 3  §6.5.5.4

80 00 03 8d e6 d3 fd f1 f1 d9 5b 06 01 0a 03 a4 10 00

CID

ATC

Cryptogram IAD including CVR
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EMV Book 3  §6.5.5.4
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CDOL2

8a 02 9f 02 06 9f 03 06 9f 1a 02 95 05 5f 2a 02 9a 03 9c 01 9f 37 04

8a 02 Authorisation Response Code
9f 02 06 Amount, Authorised (Numeric)

9f 03 06 Amount, Other (Numeric)

9f 1a 02 Terminal Country Code

95 05 Terminal Verification Results

5f 2a 02 Transaction Currency Code

9a 03 Transaction Date

9c 01 Transaction Type

9f 37 04 Unpredictable Number
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EMV Book 3  §6.5.5.4

40 00 03 9e 76 73 7a 43 7b 9e 2d 06 01 0a 03 64 14 00

CID
IAD including CVR
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EMV Book 3  Annex C.7.3 CCD
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EMV Book 3  Annex C.7.3 CCD
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Conclusion
old protocol
widely used
wrong risks mitigated
security by obscurity
reluctance to part with legacy
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Thanks!
Questions?

Why are the holes in cat’s 

fur always in the right 

places for their eyes?
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