Data Mining the Israeli
Population Census

Yuval Adam


http://bit.ly/28c3-dmic
http://bit.ly/28c3-dmic
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Civil Registry

Official Israeli
government database

Personal details of every
Israeli citizen, alive or
deceased

Started shortly after the
declaration of .
independence in 1948

Last leaked 2006



Data Schema

Date of
ID Name : Sex Status Address Phone #
Birth
1234 Yuval Adam 14/3/1980 M Single 1 St. Tel Aviv 3-5551234
ID Maiden Father Mother Country of Spouse
- Name ID ID Birth ID
1234 - 12 34 Israel -
count (*) = ~9,200,000
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with open('id_numbers.csv') as f:
for line 1in f:
1d, f_id, m_id = line.strip(Q).split(’, ")

block = 1d[:4]
d[block] += 1

blocks = sorted(d.items(), key=lambda 1: 1[1])

for block in blocks:
print block

201 |
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Name Uniqueness

Name Uniqueness Cumulative Distribution

~507% chance a given (name, surname) is unique



Uniqueness

Lookup Fields Uniqueness

name, surname, 86.9%

name, surname, 99.4%



Family Tree

1D Father ID Mother ID Spouse ID
Primary Key | Foreign Key @ Foreign Key @ Foreign Key

1234 12 34 =

12 1 2 34

34 3 4 12




Genogram

1935

1960

1985




Genogram

1935

1960

1985




Graph Properties

~9M nodes

~420K connected components
Families of 20 people (average)

Using other meta-data and heuristics, graph
connection can be improved



Data Versions

001011
011101
110011
010011
110101

001111
010101
111011
010011
101101

010110
010101
100010
011011
101111

110110
010101
000010
010101
101001

010100
010101
101010
011101
101000



Data Versions

001011
011101
110011
010011
110101

001111
010101
111011
010011
101101

010110
010101
100010
011011
101111

2004

110110
010101
000010
010101
101001

010100
010101
101010
011101
101000

diff 2001.csv 2006.csv



2001

New Records

Name

Name

ID Name DoB
9876 Jane Doe 5/5/2005
ID Name DoB

1234

John Doe

6/6/1966




Updates

2001 2006

ID Name DJe) =] ID Name DJe) =]

1234 14/3/1980 1234 14/3/1980

ID Name Status ID Name Status

5078 John Doe 5078 John Doe




2001

Redactions

Name

DJe) =]

2006

5678

14/3/1980

Name




2001

Redactions

Name

DJe) =]

2006

5678

14/3/1980

Name




Redactor’s Dilemmal'l

Google Maps Walla Maps

[1] http://www.juliansanchez.com/2009/12/08/the-redactors-dilemma/


http://www.juliansanchez.com/2009/12/08/the-redactors-dilemma/
http://www.juliansanchez.com/2009/12/08/the-redactors-dilemma/

So what’s the problem?

® Sensitive private data has leaked
® Social engineering is easier
® But this data has been out for 10 years

® VWhat’s done is done...



Biometric Data Law

Passed in early 201 |
Regulate creation of ‘Smart ID cards’
Enable biometric data collection

Stronger authentication and mitigation of
fake ‘double IDs’



Biometric Data
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Biometric Data
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Biometric Data
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Bleak Future

® Many offices suddenly need access

® |sraeli public has expressed concern over
biometric data collection

® Parliament has not addressed privacy
concerns, no due process

® Rejected feedback from Prof. Adi Shamir
(RSA, 2002 ACM Turing Award)



Review

® Every Israeli citizens data is exposed

® Not enough has been done to prevent
recurring leaks

® Society should closely monitor government
data collection policies



Questions!


http://y3xz.com
http://y3xz.com

