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Abstract

Here we present methods for injecting raw frames at
Layer 1 from within upper-layer protocols by abuse of
in-band signaling mechanisms common to most digital
radio protocols. This packet piggy-backing technique al-
lows attackers to hide malicious packets inside packets
that are permitted on the network. When these carefully
crafted Packets-in-Packets (PIPs) traverse a wireless net-
work, a bit error in the outer frame will cause the inner
frame to be interpreted instead. This allows an attacker
to evade firewalls, intrusion detection/prevention sys-
tems, user-land networking restrictions, and other such
defenses. As packets are constructed using interior fields
of higher networking layers, the attacker only needs the
authority to send cleartext data over the air, even if it is
wrapped within several networking layers.

This paper includes tested examples of raw frame in-
jection for IEEE 802.15.4 and 2-FSK radios. Addi-
tionally, implementation complications are described for
802.11 and a variety of other modern radios. Finally,
we present suggestions for how this technique might be
extended from wireless radio protocols to Ethernet and
other wired links.

1 Introduction

This paper presents methods for remote frame injection
by abusing in-band signalling mechanisms that are com-
mon to most digital radios at the physical layer, Layer 1.
In stark contrast to prior injection techniques, we con-
sider the case in which an attacker has no physical access

to the radio network and no root access to the machines
on that network. Rather, we suppose that she only has
the ability to send data within higher-layer packets that
are sent through the radio network. As will be demon-
strated in later sections, such injections are possible by
leveraging radio symbol errors and the attacker’s ability
to construct her data payload as if it were a complete

and valid frame in its own right. When the beginning
of the outer frame is damaged due to interference, sig-
nal strength, or tuning problems, the inner frame will be
interpreted as a packet, rather than a payload.

Why concentrate on injection? Packet injection has
always been a major theme in both attack development
and vulnerability assessments. The capability to inject
messages into the medium used by a network enables
many kinds of attacks on the network’s nodes. In fact,
many attack toolkits are built around libraries that pro-
vide and streamline injection such as libnet and LOR-

CON [2]. Breakthroughs in the development of these
toolkits have been associated with tools such as airjack

or KillerBee. These tools brought reliable injection func-
tionality to affordable commodity hardware.

The underlying reason as to why packet injection has
always been a fruitful attack method is that many net-
work stack and protocol implementers make de-facto
trust assumptions regarding the origin and integrity of
the headers and data. For example, the protocol im-
plementers may assume that some protocol fields in the
lower network layers cannot have their values forged or
crafted without costly and rare special-purpose equip-
ment1 or that packets with certain values in their fields
would never reach the network due to upstream or bor-
der filtering. We show how both of these assumptions,
especially the latter assumption, can backfire even when
private wireless networks are protected by upstream fil-
ters or by a physical Faraday cage inaccessible to the at-
tacker.

Injection across OSI layers is bad news for defend-

ers. Our injection method acts across the conceptual

1Arguably, such assumptions on the part of the 802.11 kernel driver
developers were at least partly to blame for the prevalence of 802.11
drivers in the so-called “Month of Kernel Bugs” [9] ushered by the
“ring 0” lax link-layer data handling exploit [8].
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How it happened

Toor 2005, BH 2006:  802.11 L2 drivers suck
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Remote PHY-Layer Injection

✤ Mallory wants to attack Bob, but

✤ 1) She has no radio.  All packets must be forwarded through Alice.

✤ 2) Alice filters packets, stopping Mallory’s favorite exploit.

✤ Packet-in-Packet Injection

✤ 1) Mallory sends a specially crafted string in Layer 7.

✤ 2) By a radio error, this string becomes a packet at Layer 1.

✤ Impossible?
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What I believed about 
Digital Radio

• You only get frames sent as such by a compatible 
device (or an SDR)

• For you to get a frame, someone has to send this exact 
frame somehow

• Sometimes a frame gets corrupted by noise (FCS 
doesn’t check out), then you get nothing in normal 
mode

• Barring SDRs, you get in PHY only what comes from 
someone’s compatible radio’s Link layer
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“A Black Box PHY”

• “The black box will deliver only valid or almost- 
valid (slightly noise-damaged) frames”
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A Packet, in a Packet

in Section 4.2.

4 Concrete Examples

In this section, we provide implementation details and
tested packets for both the IEEE 802.15.4 protocol and a
common 2-FSK radio. These demonstrate both the prob-
abilistic nature of the attack when used with devices shar-
ing a common Sync, such as 802.15.4, and the reliable
outcome of the attack when applied to protocols with a
varied sync, such as ANT+.

4.1 802.15.4, ZigBee

Outer Hex Inner
Preamble 00 00 00 00
Sync a7
Body 19

01 08 82
ca fe ba be
00 00 00 00 Preamble
a7 Sync
0a 01 08 82 ff ff ff ff c9 d1 Body
15 e8

Figure 3: 802.15.4 PIP

IEEE 802.15.4 is a perfect platform for prototyping
this technique, as it is reasonably standardized5 across
competing protocols and equipment with low-level reg-
ister access is easily obtained. As there are four bits per
symbol, payload data needs to be nibble-aligned. Fur-
thermore, the standard Sync6 value of a7 and the de jure
requirement of the 802.15.4 standard that the packet be
ignored for the length of its body, it is necessary that the
Sync or Body Length of the outer packet be misinter-
preted by the receiver [6, 44]. Since there is no error cor-
rection for these fields, such symbol misinterpretations
happen with sufficient frequency for a successful attack.

For example, 00 00 00 00 a7 0a 01 08 82
ff ff ff ff c9 d1 is a short 802.15.4 packet with
a valid checksum to the broadcast PAN and MAC. In
this case, 00 00 00 00 is the Preamble, a7 is the
Sync, and 0a 01 08 82 ff ff ff ff c9 d1 is
the Body, consisting of fields for Length, Header, PAN,
MAC, and Checksum.

Consider the case of a much longer packet shown in
Figure 3 being received by a radio with a PAN of de ad
and a MAC of be ef. This packet, being addressed to

5Standardization, in this context, should not be confused with inter-
operability.

6IEEE 802.15.4 refers to the Sync as the start-of-frame delimiter
(SFD), but we shall refer to it as the Sync for consistency.

PAN (personal area network) ca fe and MAC ba be,
should be ignored by be ef as the addresses do not
match. Further, be ef should also wait until the du-
ration of the packet has passed before returning to the
listening state in which a Sync might begin a new packet.
That is to say, during proper reception, the following
packet’s Body will not be misinterpreted for being a
complete frame so long as every symbol is correctly ob-
served by the receiver.

In order to inject the inner packet as a raw frame, the
attacker must cause a packet like the one above to be
transmitted multiple times, then bank upon interference
damaging the Sync field of the outer packet. Supposing
that an A-symbol is swapped for an F-symbol in the outer
Sync, it will be seen as f7 and the first valid Sync field
will be seen as the a7within the body of the outer packet.

4.2 nRF24L01+ and 2-FSK

Outer Hex Inner
Preamble 55
Sync 01 02 03 02 01
Body 55 Preamble

12 34 56 Sync
ff ff ff 35 CK1 CK Body
CK CK

Figure 4: nRF24L01+ PIP
1 The symbol “CK” represents a byte of the checksum that

would be correctly calculated over the relevant section of
the packet, as specified by the protocol being used.

The nRF24L01+ is a 2-FSK radio chip from Nordic
Semiconductor used in both the ANT+ standard and
vendor-proprietary protocols, such as those used by Mi-
crosoft, Logitech, and Hewlett-Packard wireless key-
boards and mice. [10] Similar chips in the same family
and competing chips from other vendors use compatible
encoding schemes that vary only by data rate. As both
the ANT+ protocol and the Microsoft 2.4GHz keyboards
use the Sync field as a destination address, exploitation of
a receiver other than the one that a packet is addressed to
can be performed deterministically, with no dependence
upon luck or radio noise.

Consider the PIP in Figure 4.2, in which the Sync field
doubles as a destination address and both protocols are of
fixed length. We will also assume, for the sake of sim-
plicity, that both protocols are running at the same rate,
although the rate corrections described in Section 5 can
be applied whenever the transmitter’s rate is higher than
that of the inner-packet receiver. In this case, the attacker
is broadcasting a packet through Protocol Foo, in which
the Sync is defined to be 01 02 03 02 01. The at-
tacker’s payload is intended for Protocol Bar on the same
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Radio 
Drama
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Prior Art: 
Orson Welles,

1938
• “The War of  the Worlds” broadcast

•  2 min 20 sec long intro (during a 
popular show on another station)

• 38 min of  1st Act, starting with a fake weather report 
and a music concert, interrupted by fake news, 
interviews,  eyewitness reports, and so on 

• Listeners who missed the intro believed they were 
listening to real news of  a Martian invasion 
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A packet is a packet
is a packet

“intro”
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Sergey
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Encapsulation
in Practice
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Reality:
Encapsulation, in Presence of Errors
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Repeat prior movement here, 
focusing on the urge to use 
parts without understanding 
them or their interactions.

Travis
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Misunderstanding Interaction
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Composition
Kills
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“Don’t trust the 
black box”

• It’s just a bit-shift register FSM that matches SYNC 

• That FSM + CRC logic cannot provide any sort of  
“encapsulation validation” in the presence of  noise. 

• “Packet is wherever/whenever a SYNC is” 

Travis
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“Length fields 
considered harmful”

• Parser can’t tell data from metadata without context

• Makes packets a “context-sensitive language” 
-- this is BAD for parsers and input handlers

• Watch “Towards a Formal Theory of  Computer 
Insecurity: a Language-theoretic Approach”, by 
Len Sassaman & Meredith L. Patterson

Sergey
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Complications

✤ Whitening

✤ Symbol Alignment

✤ Differential Signaling

✤ Inter-frame Gap
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Complications

✤ Bluetooth uses Sync as Address.

✤ Wifi varies the data rate within a packet.

✤ Wifi varies encoding within a packet.
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Complications

✤ GSM uses Time Division Multiple Access

✤ 3G uses Code Division Multiple Access

None of these are a 
deal-breaker.
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End Part 1

• PIP Injection is Easy in 802.15.4

• Prefix packet with “\x00\x00\x00\x00\xA7”.

• General Pattern

• Include Layer 1 bytes inside of  an upper layer.

• Wifi is a lot harder.
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Begin Part 2

• What does 802.11B look like?

• How the hell do we work with it?
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802.11B Packet

• PLCP Header

• First half  is always 1Mbps.

• Second half  is 1 or 2 Mbps.

• PSDU Body

• 1, 2, 5.5, or 11 Mbps
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802.11B Packet

• Three data rates.

• Three PHY standards.

• We can only inject from the fastest.

• Final rate varies with signal strength, packet loss.
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How slow is the 
Fastest?

• Injecting from 1Mbps BPSK

• As easy as Zigbee/802.15.4.

• Some networks can’t drop this low.

• 2Mbps QPSK

• 1Mbps can be recreated.

• Requires guessing a 7-bit scrambler state.
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Other Rates

• 5.5Mbps and 11Mbps 802.11B

• 802.11G

• Different body rates, but same header rate.
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Scrambled Preamble

• FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF

• Scrambled from any state but 7b1111111.
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Scrambler

• 7-bit LFSR

• Initialized to anything but 7b1111111

• No requirement that it’s random.

• Must be predicted in order to inject across rates.
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Scrambler/
Descrambler

• Scrambler randomizes the appearance of  each packet.

• 127 different preamble patterns.

• 128 different Start-Frame Delimiters.

• Descrambler self-synchronizes.

• State recoverable from past 7 bits.

• Attacker can’t observe these bits.
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1Mbps to 1Mbps

• Same symbol set, same rate, corrected scrambler.

• Just like ZigBee, put the right bytes in the right order.

• Prefix is just the PLCP.

• 128 bits of  1’s

• F3A0 -- Start Frame Delimiter

• 0A0000C0EADA -- Flags, rate, CRC.
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2Mbps to 1Mbps

• Symbol rate is the same: 1MS/s

• Symbol set changes:

• 1Mbps -- 0, π

• 2Mbps -- 0, π/2, π, 3π/2

• All the 1Mbps symbols exist in 2Mbps traffic!
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2Mbps to 1Mbps

• 2Mbps symbols can recreate 1Mbps symbols.
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2Mbps to 1Mbps

• Scrambler no longer self-corrects, so we need to guess.

• Verilog at https://github.com/travisgoodspeed/

• 7-bit state only reduces our odds 128 times.
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State of PIP in Wifi

• 802.11B is vulnerable to PIP injection.

• At 1Mbps and 2Mbps.

• When the transmission network is cleartext.
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Layers of Abstractions
Become Boundaries

of Competence
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Questions?

Tuesday, December 27, 2011



28th Chaos Communications Congress

27 December, 2011; Berlin, Germany

802.11 Packets in Packets
Standard-Compliant PHY Exploits
T. Goodspeed; S. Bratus
University of Pennsylvania; Dartmouth College

Tuesday, December 27, 2011


