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Freelancers
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Bloggers
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Activist-Journalists
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Where?
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Spied on and Surveilled
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Amy 
Goodman

Stopped, searched, 
interrogated at the 
Canadian Border.
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Anna 
Lenzer

Spied on and detained by 
Fijian Police

Monday, December 28, 2009



citizenreporter.org - 26C3
Monday, December 28, 2009



citizenreporter.org - 26C3

vs.
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vs.
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Emin and 
Adnan

Azeri videobloggers beaten 
and arrested.
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Claudia Julieta Duque
Emails monitored, phones tapped, house broken into.

Monday, December 28, 2009



citizenreporter.org - 26C3

Lily Sussman - Israel
We’re sorry we blew up your laptop.
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Iranian Twitter Revolution
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Iranian Twitter Revolution

In some ways, an exercise in collectively helping 
journalists.
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Iranian Twitter Revolution

In some ways, an exercise in collectively helping 
journalists.

However, Relying on the General Public for 
protection is NOT GOOD ENOUGH.
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Causes
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Data Confiscated
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Beaten and Arrested
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What can we do?
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What can we do?
*From this point in the presentation you all know much 

better than I do!
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What Hackers Know that Journalists Don’t

The laundry list of user end precautions journalists 
should adhere to.
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What needs protecting?
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★ Email (encryption, storage)
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★  Data (notes, documents, stored locally)
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★ Email (encryption, storage)

★  Data (notes, documents, stored locally)

★ Publishing (blogs, tweets, etc)

★ Other Communication and File Transfers (IM, TOR, 
VPN...)
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★ Email (encryption, storage)

★  Data (notes, documents, stored locally)

★ Publishing (blogs, tweets, etc)

★ Other Communication and File Transfers (IM, TOR, 
VPN...)

★ Honorable mention: Voip, Secure Deletion, WIFI, Malware
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5 Steps for a Journalist
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5 Steps for a Journalist
You can help fill in the blanks. Because to achieve the 

free society we want, we need a free press.
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❖ Tips and Guides that are out there, that I like:
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❖ Tips and Guides that are out there, that I like:

❖ Global Voices Advocacy’s Anonymous Blogging with 
Wordpress and Tor
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❖ Tips and Guides that are out there, that I like:

❖ Global Voices Advocacy’s Anonymous Blogging with 
Wordpress and Tor

❖ EFF’s Surveillance Self-Defense Project

❖ Committee to Protect Journalists
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Thanks. Now go forth...

@bicyclemark - citizenreporter.org
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