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Lily Sussman - Israel

We’re sorry we blew up your laptop.
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(] Remember me

" Rotate photo
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® In some ways, an exercise in collectively helping
journalists.
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® In some ways, an exercise in collectively helping
journalists.

®  However, Relying on the General Public for

protection 1s NOT GOOD ENOUGH.
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Causes
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Beaten and Arrested
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Here Be Dragons
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What needs protecting?

* Email (encryption, storage)

* Data (notes, documents, stored locally)
* Publishing (blogs, tweets, etc)

* Other Communication and File Transfers (IM, TOR,
VPN..)

* Honorable mention: Voip, Secure Deletion, WIFI, Malware
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"%’ Surveillance Self-Defense

The SSD Project

Risk Management

Assets

Threats

Risk

Adversaries

Putting it All Together

A Few Parting Lessons
Data Stored on Your Computer
Data on the Wire

Information Stored By Third Parties

Foreign Intelligence and Terrorism
Investigations

Defensive Technology

Search

Questions? Feedback? Contact us.

A Few Parting Lessons

Now that we've covered the critical concepts, here are a few more basic lessons in security-think that

you should consider before reading the rest of this guide:

Knowledge is Power. Good security decisions can't be made without good information. Your
security tradeoffs are only as good as the information you have about the value of your assets, the
severity of the threats from different adversaries to those assets, and the risk of those attacks
actually happening. We're going to try to give you the knowledge you need to identify the threats to
your computer and communications security that are posed by the government, and judge the risk
against possible security measures.

The Weakest Link. Think about assets as components of the system in which they are used. The
security of the asset depends on the strength of all the components in the system. The old adage
that "a chain is only as strong as its weakest link" applies to security, too: The system as 2 whole is
only as strong as the weakest component. For example, the best door lock is of no use if you have
cheap window latches. Encrypting your email so it won't get intercepted in transit won't protect the
confidentiality of that email if you store an unencrypted copy on your laptop and your laptop is
stolen.

Simpler is Safer and Easier. It is generally most cost-effective and most important to protect the
weakest component of the system in which an asset is used. Since the weak components are much
easier to identify and understand in simple systems, you should strive to reduce the number and
complexity of components in your information systems. A small number of components will also
serve to reduce the number of interactions between components, which is another source of
complexity, cost, and risk.

More Expensive Doesn't Mean More Secure. Don't assume that the most expensive security
solution is the best, especially if it takes away resources needed elsewhere. Low-cost measures like
shredding trash before leaving it on the curb can give you lots of bang for your security buck.

There is No Perfect Securitv — It's Alwavs a Trade-Off. Set securitv oolicies that are
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5 Steps for a Journalist
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5 Steps for a Journalist

You can help fill in the blanks. Because to achieve the
free society we want, we need a free press.
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+ Tips and Guides that are out there, that I like:

% Global Voices Advocacy’s Anonymous Blogging with

Wordpress and Tor
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% Global Voices Advocacy’s Anonymous Blogging with
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