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Cracking crypto systems...

o Cryptanalysis is hard, but so is the correct
implementation of cryptography

o A good way to crack a commercial crypto system is
thus to reverse engineer it in order to find the

implementation errors:

— MXI Stealth
— EISST E-capsule PrivateSafe

— Data Becker Privat Safe
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MXI| Stealth MXP

o FIPS 142-3 level 2 certified USB Key

— AES on-chip encryption

— Authentication through password (windows application) or
fingerprint (OS independent)

— Upon connection a first removable drive with a locked
contents appears

— Upon successful authentication a second drive appears
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Password protection

Passwords are injected upon creation from the external USB interface. A random
salt is also injected as plain text through the USB interface and SEff |?
EEPROM. The password is combined witthen hashed using the|SHA256
algorithm and stored in EEPROM Jassociated with the user. The password is then

deleted from memory. Password authentication and verification is done by

Upon a failed paaswmd attempt, there is a delay of 500 milliseconds. Note that this
ification operation is done. This delay allows a

Thn_EFEfDI‘E the |:+ru:+|:r.'a_tr|||t5.r c:f a I:ar]du_:rm_

120 tries per minute.
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Reading the user database
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ontrol  Setup Measure Analyze Ultilities Help

Acquisition is stopped.

T elems ¥ o)

00000000 00 00 00 00 00 00 02 08 2001 65 aa 7b 37
00000010 2a 26 02 65aa 7b 37 34 ac 2a 2676 el 98
00000020 3f311b71dc b778be 01d932ccde 140
00000030 1e327b 68eb eb 7d5d f5bc 1820a89b b
00000040 a8 al ad dc be ec 06 da 2556 ed 01 02 2f 83
00000050 2d 7d 5d fe d5 32 12 f4 65 Oe 8f b5 00 00
00000060 00 00 00 00 00 000000 0O0OO0OOO0OOO00O
00000070 00 OO OO OO0 OO OO 0000 OOOOOO0O0O030
00000080 01 fe OO ff ff ffff ff ff ffff ffff 541 6
00000090 6d 69 6e 00 00 00 00 OO 00 00 0000000
000000a0 00 00 00 00 00 000000 0O0OO0OOO0OOO00O
000000b0O 00 00 00 00 00 ff 00 00 00 00 00 00 00 O
000000cO 08 00 000000000055 38373431323
000000d0 3537 373235373900 00000000000
000000e0 00 00 00 00 00 00 00 6O 00 00 00 00000
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Reverse engineering the software

o There is a library to exchange encrypted messages with the
key

— Apparently the password is encrypted and sent to the key
— After some messages are exchanged the protected disk is activated
o A logging function is implemented.

— It does not write log messages into a log file but they can bee seen in
the memory.

— A simple patch of the code can reactivate the log file
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MXI| Demo

o What is this blob in the memory???
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Surprise

o A blob received from the key has the following

content:

D | Dump - 03450000..03468FFF M|=]%
B24£5420(FF FFE FF FF FF FF FFE FF FF FF FF FF|FF FF FF FF ]
B24£5426| FF FF FF FF|FF FF FF FF FF FF FF FF|FF FF FF FF

m=4et448| FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

H=4e5458 | FF FF FF FF 52 52 44 5F 42 4C 4F 42 @1 BA Ba 48 SS0_ELOEBERA. ..
Azd4et4ed] 18 BA @l BE B 24 35 32 38 31 38 37 36 32 28 33| k... U4E3816YVE2H3
Azd4ebdyE| 38 28 27 25 YA B8 BE Ba 52 52 44 BF 42 4C 4F 42| 88V5p. .. 550_BLOE
H=4e54586| A3 BE BE BA BE B8 BA BB 5A Y &4 45 69 Y2 Y2 P4 e AL . PudFirst
Hz4e5496 | 5 V2 65 BE BB 8@ BB 46 41 4C 53 45 B9 BA A8 @@ Used, . .FHLSE....
Azd4etd4rE| B8 VY ed 48 &1 V3 62 65 V2 22 BA B8 B AC ES 18| PwdHashes(...'adt
AodetaBs 90 Ba 29 51 BC 92 ED 1A DD E? OF BE A: 74 CA CE| 0. &0Ey ki o™mA3t 57
Hz4e54C8 AR ED 48 HE 18 45 EH 432 28 21 8E AL 22 Bl RS CE| aviE«kFEC YaisEng
Azd4et40E) Bl 21 8F 22 1C 87 B8 @i Bl S8 Yy 64 B4 69 60 65| 01Aa .. .PwdTime
A2d4eS4EE| B4 BA BB BE B2 2E 24 428 2C A7 BA B8 Ba EA VY &4 #.. .. 8H, - .. FPwd
AZ4EC4FE| B4 69 60 65 B4 A8 B8 A8 2B 67 40 42 FF FF FF FF| Tire#. .. 0+MH
A34555658| FF FE FF FF FF FF FF FF FF FF FF FF FF FF FF FF

G24£5516| FF FF FF FF|FF FF FF FF FF FF FF FF|FF FF FF FF

B24£5520| FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

B24£5520| FE FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

G24£5546| FF FF FF FF|FF FF FF FF FF FF FF FF|FF FF FF FF

B24E£E556| FF FF_FF_FF|FF_FF_FF_FF FF_FF_FF _FF|FF_FF_FF_FF |
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Hashes!

o The 60 byte string are three SHA1 hashes

— The current password

— The previous 2 passwords

o The "enterprise" version of the software needs this info to

make sure the user does not reuse the current and last n
passwords

o This information is received by the software even before the
user has authenticated
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Correcting the issues

o The validation of the password should have been done in
hardware

o If done in software, the hashes should at least have been
stored in a secure area protected by the hardware and only
accessible with proper authentication

o MXl issued a patch within a week to correct the issue
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Example: EISST E-capsule PrivateSafe

@l o PrivateSafe is a software that creates encrypted
containers

e-Capsule™

Private Safe 0 There are 4 passwords:

The admin password allows managing the container
The public password reveals one part of the content

The private passwod gives access to the rest of the content

I N -

The panic password deletes all files and gives access to an
empty container
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Files:

o There are 2 files:

— the encrypted file
system

— a control file

philippe@os-philippe$ hd safe.eck

00000000
00000010
00000020
00000030
00000040
0C0000ED
00000060
00000070
00000080
000000s0
000000al
0C0000L0
000000cO
000000d0
000000e0
000000f0
00000100
00000110
00000120
00000130
00000140
00000150
00000160
00000170
00000180
00000180
000001a0
000001b0

£ 000001c0

0000000400000001
ccO2bff06f1fabdb
b11856880c63fedb
bB78da285855a7bb
Scbt536a459555fdd
2e8e827cdB8d78b6
35edalZ8be2fS06bL
3cbel31ablficO3Eb
f48c(08eb5cbEE501
68b8324d482e58d6
644e3eb25533427d
acSd77175252688a
f4TbcceB383d2ciE
dc32fbf1702bde8e
0000000131000000
330ea76a36b22bb0
925f5beel6f632a6
100d5b03ef 229592
1387f4cbcB8e8caTa
cf£256d38cb636cd
ad3ebcabaZb3s036
3200000000000060
59c891f0clelllVel
Tb8c3bBabdllaleld
d26d2735ecb3a2044d
f2c28484384bbE20
032e6776738bec3a
05e076b76497 1562
0000006048101 2f

30000000000000d0
ObbETc25376e3508
TdS26735%e3120dS
4e1592f7eb22a1454
c38d5a2d724700ec
£528cf48c948c507
dcb50b6bd3c6abecc
6cef95bB6ab7d0£403
a051444zed60b6TS
c8c32e3feB10aT5e
f65adB6647245014
38ca3adB86%9chbeadl
3896eef 198622270
3fbabcdb9231b3582
00000060c272e084
d5fd646¢ccadl138d8
al7a894fc53%b1ble
2a61135%a4fc81a0
B32f4887f3d963ab
TbdalaabSe8911ct
2e3a338f00000001
bd4aB8bal3eldaffe’
eabcafel801615ef
TdScddSdbcBbdeeca
B620ddbae38daae
adafalbbbaTlfafa
3517424184451125
0000000133000000
47fb2881dd726864
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Funny crypto

o Through reverse engineering we find that

— Each block of the control file is encrypted with AES
256 CTS mode

— The key is the SHA256 hash of the corresponding
password

— The IV is the ripemd160 hash of the password

— The clear text of blocks 1,2 and 3 are the same

e Block O corresponds to the admin key
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Decryption by hand

philippe@os-philippe:~/tmp$ hd blockl

00000000 7ed28bbdc5261ed9 d279c2e95a5 b68a7 |~...&.y..Zh.|
00000010 3a ba 6¢c 90 53 ee 24 e7 9c c6 18 2f 6a 81 9c 34 |.1.S.$..../}..4]
00000020 a5 62 b6 6a 8b 1d f4 93 a9 44 20 42 ae 03 1cOa |.b,.....D B...|
00000030 ffe5e3f65bdc 06 d7 e2 90 3a 5a 8c c9 fb 68 |....[......Z...h|
00000040 f3 73 3a9d 3a0d 9b 3e 93 b5 a24d 322 9c91la |.s...>..M2). |
00000050 894399 2cf683aa Oc f471111405cl 4e 5f |.C.,.....q....N_|
00000060

philippe@os-philippe:~/tmp$ pw=public; cat block1 | openssl enc -aes-256-chc
-d -K "echo -n $pw | openssl dgst -sha256 -hex -iv "ec ho -n $pw | openssl

dgst -ripemd160 -hex | cut -b1-32" -nopad | hd

00000000 000000 0300000008 757365 726e6 16d65 |....... username]|
00000010 00 00 00 08 5068 69 6¢ 69 70 70 65 00 O 000 08 |....Philippe....|
00000020 68 61 7264 77 61 7265 0000 00 14 328 b 0a 83 |hardware....2...|
00000030 69 f9 de 0d 86 28 23 1b ab 67 8ad3 224 2b7e4 |i..(#.9.."B..|
00000040 00 000008 736f66 74 77 61 72 65000 000 14 |....software....|
00000050 dc ef 7daf 03856f97 dad4cfoOe0a892e f 99 |..}...o..L.....|
00000060

philippe@os-philippe:~tmp$
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The four blocks

0000000700000008 757365726e616d65 | ... username)|
00 00 00 04 75 73 65 72 00 00 00 01 30 00 00 00 | ....user....0...|
00 00 00 05 61 64 6d 69 6e 00 00 00 00 00 00 01 | ....admin....... |
31 00 00 00 00 00 00 06 70 75 62 6¢C 69 63 00 00 | 1. public..|
00 00 00 01 32 00 00 00O 00 000007 707269 76 | 2 priv|

61 74 65 00 00 00 00 01 33 00 00 00 00 00 00 05 | ate.....3....... |
73 68 72 65 64 00 00 00 00 00 00 08 68 61 72 64 | shred....... hard|
77617265000000 14 11 d94c5380fa07 bd | ware......LS....|
ee 889e2044e9ae be ac 1241e500000008 |...D ... A
8b e6 Ob ec 3f81 04 3e bf bd 03 6f 76 29 78 ce |.. 2.3 0V)X|
a8 2b be 0d 64 98 08 15 1b 3e 2¢ 91 00 6b d7 b0 |. +.d...>.k..|
0000000300000008 757365726e616d65 | ... username|
00 00 0004 75736572 000000 08 68 61 72 64 | ....user....hard|
7761 726500000014 11 d9 4c5380fa07 bd | ware......LS....|
ee 889e2044e9ae be ac 1241e500000008 |...D .. A....
5308 5bfc 7cff75d9 00db ac a7 ad 26 8d 07 |S.[ Jou &
ae f842df 699c 3e8b 83442704 3fc7ea 7e |..B i.>.D"2..~|
0000000300000008 757365726e616d65 | ... username|
00000004 75736572 000000 0868617264 | ....user....hard|
77617265000000 14 11d94c5380fa07 bd | ware......LS....|
ee 889e2044e9ae be ac 1241e500000008 |...D ... A
900c928409516b85 04e41c17302a9%a0 | ... Qk.....0*..|
86401dec 3dbe 2c01 2b7ba2278d14b002 |@ NN 2
0000000300000008 757365726e616d65 | ... username)|
00 000004 75736572 00000008 68617264 | ....user....hard|
77617265000000 14 11 d94c5380fa07 bd | ware......LS....|
ee 889e2044e9ae be ac 1241e500000008 |...D ... A
fb 833152 36 8a a4 c7 95a9 34 68 4b 7aaa f7 |. 1R6.....4hKz..|
b2 8e 16 6a 68 26 b4 84 bc 61 81 5c ee 63 6fa8 |.. Jjh&...a\.co.|
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The trick

o Exchanging two blocks in the
control file inverts the role of their
keys
philippe@os-philippe$ hd safe.eck
Q0000040  dci2fbf1702bde8e 2fbabcdbf231b392

000000e0  0000000131000000 00000060c272e054
000000£0 330eaT6al bb( dbfd646ccadl38d8

— e.g. private €2 public

o Worse 00000100 929f55ec16£6300 al7af4fc539b1b0e
00000110 ZA00d5b03ef229992 Nab11359a4fc91a0

— Shred <> private! 00000 1387f4cbcBe9caTa gB2fA887£3d963ab
0000130 cff256d38ch Tbdalaab9e8911ct

o Actually, exchanging just the single 00960140 ad3 2¢3a338£00000001
. _ _ 0000150 3200000000000060 be4asEa3eldatfeT

ascii characters that identify the 000160 59c91f0cielii7el eabcafe2901615ef

: 000070 7b8c3b8abdi0ale3 Ta9cdd9dbeSbdeea

blocks is enough.. 0000018\ 626327 35ech3addd 6620dd5ae99daae?
00000190 PRc28483304bbE20 alafalbbba70fafa
0 But... the software works as 00000120 032e6776738bec3a 3517424F844F1125

. QO0004b0  0E=07ebh7ed971E62 0000000133000000
advertized
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EISST demo:

o Accessing the private data with the shred password

" *I'\Dec uments\PrivateSafe\safe.eck - Hotepad++ =)o)E
Fichier Edition Recherche Affichage Formak Langage Paramétrage Macro  Exécuktion  Plugins Document b
 cEHEHBZLE MDD ety @ax BE =1 E2HE =N MER &R
[=] safe.eck |
1 S OHMNULINULINULINULINULIN UL R F T FSEF SEDC 4 EL T A A G E & 5 | |
2 &D: “P3*AEE' &zDNFOMNAL"E=Ut, Mes * O SN L LN LS OHMM U LN T LI UL U LI UL 1L ey R F. = e
3 AAS[1TFEE«40: ZEEdhas:0:
4 arpeMz) EEIESC™, & F 2 RS qﬂﬂﬁﬂﬂ_nSééde» T
5 4T ¥ TmERES iv.., TIH] 44"t E< i L0hE mdﬁn P Py ]
6 CT-«wiM® AW Z0¥S¥-3000F¢ | O cAEREMAT=H5 < W+ "4€04 CERIT CLOMEN i1° E’ s O5gR>+A0—ZE
< B
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DataBecker PrivateSafe

Gute software muss nicht teuer sein...

o This software creates an encrypted
data container

o The control block is at the beginning
of the file

o The encrypted file system is encrypted
with blowfish CBC in blocks of 4096 bytes

o The IV of all blocks is the same
o The key is the user password

o The first 8 bytes of a block are its number

— They are not ordered but the numbers are small (lots of O bits)
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DataBecker demo:

o What does this routine do?

BE4E4ECH
BE4a4ECC
BE4a4EC0
EEa4E0dg
Ba4a480e
Ba4a4a03
BE4a480C
Ba4a480F
EE4a4E8ES
EE4a4EES
BE4Ea48ES
BE4E848ER
BE4Ea48ED
BE4E4EFE
EEa4EF 2
Ba4a48F 4
Ba4a48F ¢
BE4EA4EFD
BE4EA48FC
BE4a48FF
EEdad 162
BE4a4 165
BE4a4 1687
BE4E4 160
AE4E4 160

-5 55
. SBEC

~~EB B9

» SB45 @5
« S93ES 61
« 2945 65
» 2270 63
e 22

. 28B40 FC
. OIE1

. 9240 FC
. SBEE BC
. 23CH

. 2AE2

« SBd40 FC
« S3CE

. 2940 FC
. 2BES OC
. 23C2 0l
. 9955 OC
~EB CF

» 8B45 FC
. SBEE

. 50

L. C3

|§| CPU - main thread. module safe
|[EEEEEER [ =

(5]E]

FUSH EEF
Mol EEF, ESF
PUSH EC:H

- AL EQs, DWORD
SUE ERR, 1

Mo OWoRD FTR
FCHP OWORD PTR

ML ECH, DWORD
SHL ECH, 1

Mol OWoRD FTR
MoL ED, DWORD
“OR ERX,ERR

MO ECH, DWORD
wOR ECH, EAR
MaL OWoRD FTR
Mo EDG, DWORD
ADO EDA, 1

MOL OWORD PTR

JE SHORT =afe.

. 51
« CP4E FC @EadEl Moy DWoRD PTR S55: [(EEP-41,8
JHMP SHORT safe.

EE4a480F
FTR S55: [EBF+3]

SS: [EEF+2]1,ERx
SS:[EBFP+21,8
EE4a4 167

PTR 55:[EBP-41

55: [EEFP-41,ECH
FTRE S5:[EEBF+C]

MoL AL, BYTE PTR DS: [EDA]

FTR S5S5:[EEBF-41

SS: [EEP-41,ECH
PTR SS5:[EBP+C]

55: [EEP+C],EDA

= JMF _SHORT safe. 884046005

Mol ERy, OWORO PTR S5: [EEP-41]

Mol ESF, EBF
FOF EEF
FETH

k|

FhCe=ramd armm A

ERH
ECH
ED
EE®
ESP
EEF
ESI
EDI

EIFP

[l B R ] e iy n
0 S G S EVE NG
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bT Registers (FFUI

BEZEZ2EAE
BEEEEEES
BEZ52EAY
BEEHEEEE
BE1Z2F37E
BE1Z2F3584
BE437 736
B8 12FEDY

BE4a4Ec

ES @@E23
CS BalE
S5 Bez3
0S aaz3
FS Ba3EB
G5 BEE0

LastErc
HERREZE2

ASCII "Bsec2B@a™

safe. 88427738

tsafe.checksums>

22bit BIFFFFFFFF)
Zz2bit BIFFFFFFFF)
Z2bit BIFFFFFFFF)
Z2bit BIFFFFFFFF)
32bit YFFOFE8AIFFF)
MULL

ERROF_SUCCESS ([ OEQEAEEAE]
(MO, ME, ME, A, M5, PO, GE, 5]

empty +UMORM 5848 @01 2EDES F4COA9ES
empty +UMORM BEE1 B28160E20 BF2157FS
emphy 2. 999871 B253206502 1 cBe—4EEE

empty +UHORM 5848 @01ZEDFE F4CDATI4

EMpLY

5. P rdeaIvTEE2E154 394 530 -3335
1. BAREEEEEEEEEEREEEE8EE

4 et e e b et D e T e T D e T e T D T




Checksum |

o Before decrypting the file system the software verifies that the
key matches a checksum...

o The checksum is made by xor-ing all characters of the
password shifted by one bit each.

Fassword Al

t 116 o1 1 1 01 00

= 101 o1 100101

5 115 o1 110011

t 116 o1 1 10100

1 49 o o1 10001

2 a0 o o1 1 00140

3 a1 oo 1 100711

4 52 o011 0100
checksum

2B72 oo1T o101 1011140010
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Attack

o The checksum gives us:

— A minimum of the pw length

— 1 bit per character of the pw

— The last character of the pw
o Simple attack:

— Generate all passwords, verify the checksum before attempting decryption
o Efficient attack

— Generate only passwords that match the checksum
e Use two alphabets (even and odd parity)
e Use the alphabet corresponding the previous characters and the checksum

e (Calculate the last character from the checksum
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for (i2=0; i2<HALF_SETSIZE; i2++) {
key[2]=i2[((ck&0x40)?chars1:chars0)];
ck"=(key[2]<<6);

for (i1=0; il<HALF_SETSIZE; i1++) {
key[1]=i1[((ck&0x80)?charsl:chars0)];
ck?=(key[1]<<7);

key[0] = ck>>8;

if (key[0] > 96) { /* only lowercase letter as first *
Blowfish_Init (&ctx, (unsigned char*)key, 9);
L = L0, R=RO0;
Blowfish_Decrypt(&ctx, &L, &R);
if (((R&OxOOffffff)==0x00543210) &&
((L&OxOOffffff)==0x00dcba98)) {

printf(" plaintext: %08x %08x\n\n",
L"Oxfedcha98, R"0x76543210);
exit(9);
}
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Result

o Blowfish has a complex key setup

— Key setup is very slow

— 25'000 pws per second on a single core

o For a 9 character alphanum password we gain a factor of
15'872 in time

o0 In our case we cracked a nine lowercase letter password in 2.5
hours instead of 1.7 years
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Quiz ...

o Besides their funny cryptographic specialities, all
shown systems have a fundamental crypto flaw

— Which flaw is it?

0 None of them uses a random salt or initialisation
vector!

o We could thus build Rainbow Tables for each of this
systems
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Conclusions

o Crypto is hard to implement correctly

— Who would have thought this...

o If no source code is given, only reverse engineering can find
the errors

o When possible, prefer open source solutions over closed
source, they are easier (and cheaper) to verify.
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