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Classical Phishing Attacks

Attacker gets only one
credential per victim



Banking Trojans



Once upon a spam mail...
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Nethell / Limbo

Browser Helper Object (BHO)

COM object that is loaded by Internet Explorer 
(\HKLM\SOFTWARE\Windows\CurrentVersion
\Explorer\Browser Helper Objects)

Files are referenced in \HKLM\SOFTWARE\Classes
\CLSID\{$CLSID}\InprocServer32

Popular examples: Acrobat add-in, Google Toolbar, ...

Can register to several browser events



Nethell / Limbo

Drops several files under %Windir%\system32\

lm.dat and alog.txt

BHO with varying name (e.g. gcomd32.dll) 

Analyze with OllyDbg

Easiest way: Infect IE, attach with Olly and analyze
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Example I
Timestamp:08.07.2008 22:12:25 
[http://login.live.com/login.srf?wa=wsignin1.0[...] 
login=KEYLOGGED:leear2XXX.edu KEYSREAD:leear@XXX.edu 
[http://login.live.com/login.srf?wa=wsignin1.0[...] 
passwd=KEYLOGGED:04uciXX KEYSREAD:04uciXX 
[https://login.live.com/ppsecure/post.srf?wa=wsignin1.0[...] 
Sign In 
PPSX=Pass 
PwdPad=IfYouAreReadingThisYouHaveTooMuchF 
login=leear@XXX.edu 
passwd=04uciXX 
LoginOptions=2 
PPFT=Bzy3u0imy4JP6WjmRQISrSb3fwF7WDxCHfhHEHZTg74Hzktqk 
IP=XXX.181.104.92 
ID=08052008_155842_32185906 

http://login.live.com/login.srf?wa=wsignin1.0%5B...%5D
http://login.live.com/login.srf?wa=wsignin1.0%5B...%5D
mailto:leear@XXX.edu
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Example II
*******PROTECTED STORAGE******* 
Resource: https://ssologon.bankofamerica.com/ 
Description: AutoComplete Passwords 
Username: XXXk8p3 
Password: kissXXX 

Resource: http://www.myspace.com/ 
Description: AutoComplete Passwords 
Username: cutelaXXX@live.com 
Password: alleXXX 

https://ssologon.bankofamerica.com
https://ssologon.bankofamerica.com
http://www.myspace.com
http://www.myspace.com
mailto:cutelaXXX@live.com
mailto:cutelaXXX@live.com


Example III

Timestamp:08.07.2008 18:07:54 
************COOKIES************ 
http://www.google.com/ig 
PREF=ID=a0567315adb4edXX:
TB=5:
TM=1137730467:
LM=1208466064: 
S=4RBtzgEjOVgwH9wP; 
NID=12=IsSRM11qplYNeeFneEaVGt1F5LUF[...]

http://www.google.com/ig
http://www.google.com/ig


ZeuS / Wsnpoem / Zbot

Creates %Windir%\system32\wsnpoem (version 1)

Characteristic files: ntos.exe, oembios.exe or 
twext.exe

Drops other files (e.g. audio.dll / video.dll)

Injects itself into various processes

Interesting features include form grabber, injection of 
arbitrary HTML code, and stealing of certificates



ZeuS / Wsnpoem / Zbot

Characteristic mutex names, e.g.

__SYSTEM__64AD0625__

__SYSTEM__91C38905__

Complete overview by Frank Boldewin

"More advanced unpacking - Part II” 

(http://reconstructer.org/papers.html)

http://reconstructer.org/papers.html
http://reconstructer.org/papers.html


Example I
[0739] VERSION: 1289 --------------------------------------------- 
System time: 18.06.2008 03:07:55, GMT: -4.00, Login time: 00:05:43 
Version: 5.1.2600 SP2, Language: 1033 
Process: C:\Program Files\Internet Explorer\iexplore.exe 
- 
https://onlineservices.wachovia.com/auth/AuthService 
Referer: - 
Keys: www.wachovia.com julXXX mckinXXX minimXXX july2XXX 
Data: 
action=uidLogin 
bi=version%3D1%26pm_fpua%3Dmozilla%2F4.0 %28compatible%3B 
     msie windows nt 5.1%3B .net clr 1.0.3705%3B [...] 
requestTimestamp=1213758461593 
userid=julXXXmckinXXX 
password=july2XXX 

https://onlineservices.wachovia.com/auth/AuthService
https://onlineservices.wachovia.com/auth/AuthService
http://www.wachovia.com
http://www.wachovia.com


Example II
[0002] VERSION: 1548 
--------------------------------------------- 
System time: 09.05.2008 09:37:12, GMT: -4.00, 
Login time: 00:02:03 
Version: 5.1.2600 SP1, Language: 1033 
Process: C:\WINDOWS\system32\services.exe 
- 
Protected Storage: 
https://login.comcast.net/login = acesharXXX|downdXXX 
https://my.screenname.aol.com/cqr/login/login.psp = 
           biglamXX|laXX 

https://login.comcast.net/login
https://login.comcast.net/login
https://my.screenname.aol.com/_cqr/login/login.psp
https://my.screenname.aol.com/_cqr/login/login.psp


Example III

IE Cookies: 
Path: google.com / 

PREF=ID=d9361e071b3ebeXX:
TM=1214675597:
LM=1214675597:
S=COFeRz[...] 

Path: yahoo.com / 
B=3eju00t46cv1v&b=3&s=au 



Other Banking Trojans

Torpig / Sinowal / Mebroot

Modifies MBR, presumably most powerful trojan

Banker / Bancos

Many different versions available

SilentBanker

ChromeInject (Firefox - not working?)



Finding Dropzones
Automating the extraction process



Example: Banking Trojans

Honeypot



1) Collecting Samples

Client-side honeypots

Automatically surf websites

Monitor system and watch for drive-by downloads

Capture-HPC, HoneyClient, phoneyc, ...

Spam traps

Watch for attachments and examine links



2a) CWSandbox

Tool for behavior-based malware analysis

Execute sample in controlled environment

Observe behavior during runtime (e.g. FS or registry)

Generate analysis report in XML format

Developed by Carsten Willems

http://www.cwsandbox.org

http://www.cwsandbox.org
http://www.cwsandbox.org


2b) User Simulation

Not all samples immediately access dropzone

Hard-coded config

Only submit data once interesting data is found

BHOs only start when IE starts up

We thus need to emulate behavior of a human

Surf websites, enter credentials, send mails, ...

Complete automation would be nice



2b) SimUser

Tool developed by Markus Engelberth

Based on AutoIt 

(http://www.autoitscript.com/autoit3/index.shtml)

17 behavior templates

Can be combined in arbitrary way

Will be released under GPL next year

Furthermore: Deposit credentials in protected storage

http://www.autoitscript.com/autoit3/index.shtml
http://www.autoitscript.com/autoit3/index.shtml






[0739] VERSION: 1289 --------------------------------------------- 
System time: 18.06.2008 03:07:55, GMT: -4.00, Login time: 00:05:43 
Version: 5.1.2600 SP2, Language: 1033 
Process: C:\Program Files\Internet Explorer\iexplore.exe 
- 
https://onlineservices.wachovia.com/auth/AuthService 
Referer: - 
Keys: www.wachovia.com julXXX mckinXXX minimXXX july2XXX 
Data: 
action=uidLogin 
bi=version%3D1%26pm_fpua%3Dmozilla%2F4.0 %28compatible%3B 
     msie windows nt 5.1%3B .net clr 1.0.3705%3B [...] 
requestTimestamp=1213758461593 
userid=julXXXmckinXXX 
password=july2XXX 



[0739] VERSION: 1289 --------------------------------------------- 
System time: 18.06.2008 03:07:55, GMT: -4.00, Login time: 00:05:43 
Version: 5.1.2600 SP2, Language: 1033 
Process: C:\Program Files\Internet Explorer\iexplore.exe 
- 
https://onlineservices.wachovia.com/auth/AuthService 
Referer: - 
Keys: www.wachovia.com julXXX mckinXXX minimXXX july2XXX 
Data: 
action=uidLogin 
bi=version%3D1%26pm_fpua%3Dmozilla%2F4.0 %28compatible%3B 
     msie windows nt 5.1%3B .net clr 1.0.3705%3B [...] 
requestTimestamp=1213758461593 
userid=julXXXmckinXXX 
password=july2XXX 

https://onlineservices.wachovia.com/auth/AuthService
https://onlineservices.wachovia.com/auth/AuthService
http://www.wachovia.com
http://www.wachovia.com


3) Monitoring System

Periodically query the dropzone for new data

Retrieve for example configuration file, e.g.
http://dlltp.com/imgs/dr334s.flo

Store all data and process to extract information

http://dlltp.com/imgs/dr334s.flo
http://dlltp.com/imgs/dr334s.flo


Automation

Analyzed 2000+ banking trojans with CWSandbox

April - October 2008

Found 140+ Nethell and 200+ ZeuS dropzones

For 69 / 4 dropzones we could access all info

28 GB Nethell and 5 GB ZeuS data

164,000 / 9,500 victims



Personal Information

Data collected in this study is very sensitive

Personal data from victims, including passwords, surf 
history and similar information

We are not in a position to inform the victims

Collaboration with AusCERT

They have a notification system in place



Empirical Data
Watching them exploiting us



Statistics for Nethell Drops

Dropzone
# Infected 
Machines

Data AS # Country Lifetime

webpin.. 26.150 1.5 GB 4837 China 36

counter-... 12.460 1.2 GB 17464 Malaysia 53

77.221.... 10.394 503 MB 30968 Russia 99

Other 108.122 24.8 GB

Total 164.058 28.0 GB 61



Distribution of Nethell Victims

IP address space
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Statistics for ZeuS Victims

OS Version # Infected Machines %

Windows XP SP2 6.629 70,2

Windows XP SP0 1.264 13,1

Windows XP SP1 1.146 12,1

Windows 2000 SP 4 285 3,0

Other 156 1,6



Banking Targets for ZeuS
Bank # Appearances Country

Volks- und 
Raiffeisenbanken

360 Germany

OSMP 306 Russia

Santander Central 
Hispano

256 Spain

Fiducia 196 Germany

ABN Amro Bank 107 Netherlands



Statistics for Stolen 
Credentials



Underground Prices
Goods and Services Range of Prices %

Bank accounts $10 - $1000 22%

Credit cards $0.40 - $20 13%

Full identities $1 - $15 9%

Online auction site $1 - $8 7%

Email passwords $4 - $30 5%

Drop (request or offer) 10% - 50% of drop amount 5%

Proxies $1.50 - $30 5%

Source: Symantec. Global Internet Security Threat Report, April 2008



Finding Credentials

Each site has specific input fields

Generic way to extract credentials

Nethell tells us which fields are interesting:

Use this info to build site-specific models

[http://login.live.com/login.srf?wa=wsignin1.0[...] 
passwd=KEYLOGGED:04uciXX KEYSREAD:04uciXX 

Mlogin.live.com = {login, passwd}

http://login.live.com/login.srf?wa=wsignin1.0%5B...%5D
http://login.live.com/login.srf?wa=wsignin1.0%5B...%5D


Mpaypal.com = {login email, login password}

Finding Credentials

Each site has specific input fields

Generic way to extract credentials

Nethell tells us which fields are interesting:

Use this info to build site-specific models

[http://login.live.com/login.srf?wa=wsignin1.0[...] 
passwd=KEYLOGGED:04uciXX KEYSREAD:04uciXX 

http://login.live.com/login.srf?wa=wsignin1.0%5B...%5D
http://login.live.com/login.srf?wa=wsignin1.0%5B...%5D


Stolen Banking Credentials

Banking Website # Stolen Credentials

PayPal 2.263

Commonwealth Bank 851

HSBC Holding 579

Bank of America 531

Lloyds Bank 447

Total 10.775



Luhn Algorithm

Simple checksum to verify identification numbers

Credit cards, Canadian social insurance numbers

“mod 10” algorithm that protects against accidential 
errors, not designed as crypto hash function



Luhn Algorithm
def check_luhn(digits):
     sum = 0
     alt = False
     for d in reversed(digits):
         if alt:
             d *= 2
             if d > 9:
                 d -= 9
         sum += d
         alt = not alt
     return (sum % 10) == 0



Stolen Credit Cards

Credit Card Type # Stolen CCs

Visa 3.764

MasterCard 1.431

American Express 406

Dinners Club 36

Other 45



18 of Alexa Top 50 are portals or webmail provider 



Stolen Email Passwords

Portal / Webmail Provider # Stolen Credentials

Windows Live 66.540

Yahoo! 27.832

mail.ru 17.599

Rambler 5.379

yandex.ru 5.314

Total 24.794



14 of Alexa Top 50 have social component



Stolen Passwords

Social Network # Stolen Credentials

Facebook 14.698

hi5 8.310

nasza-klasa.pl 7.107

odnoklassniki.ru 5.732

Bebo 5.029

Total 37.483



Economic Aspects:
Stolen Credentials per Day
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Economic Aspects:
Potential Income per Day
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Protect Yourself
How to protect your data



Typical Security Measures I

Patch quickly after a security update is released

Attack vector is often drive-by download

Perhaps even switch to another browser

Do not click on suspicious link

You would not do this in reality...



Typical Security Measures II

Do not open suspicious mail attachments

Even if the mail message sounds promising

More security awareness

Antivirus software can help to a limited extend









Protecting Bank Accounts

German banks have very good security standards

Mobile TAN is offered by many banks

Indexed TAN can be broken with MitM-attacks

We have seen these attacks in the wild

Get mTAN and you should be secure

Two-factor authentication also helps in general



Protecting Bank Accounts

German banks have very good security standards

Mobile TAN is offered by many banks

Indexed TAN can be broken with MitM-attacks

We have seen these attacks in the wild

Get mTAN and you should be secure

Two-factor authentication also helps in general

Source: http://volksbank-bocholt.de/ebanking/bindata/HandyMobileTAN.jpg

http://volksbank-bocholt.de/ebanking/bindata/HandyMobileTAN.jpg
http://volksbank-bocholt.de/ebanking/bindata/HandyMobileTAN.jpg


Protecting Bank Accounts

German banks have very good security standards

Mobile TAN is offered by many banks

Indexed TAN can be broken with MitM-attacks

We have seen these attacks in the wild

Get mTAN and you should be secure

Two-factor authentication also helps in general



Summary

Many different kinds of banking trojans are out there

We can find dropzones in an automated way

Dynamic analysis + user simulation

Monitoring of dropzones is possible to a certain extend

We can get overview of what attackers are stealing

Get better idea of “underground economy”



Representative?

79%

21%

Accessible Unaccessible

73 / 347 dropzones



Representative?

79%

21%

Accessible Unaccessible

73 / 347 dropzones

170,000 
victims
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