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Overview

* pessimism: the end of privacy

* question: the meaning of privacy

e optimism: ideas for post-privacy dys—— utopias
* reading recommendations

 discussion
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“Secure Beneath the Watchful Eyes” by Kenneth Lu (http://subjunctive.net/klog/)
http://flickr.com/photos/toasty/2171185463/
License: Creative Commons 2.0 Attribution / http://creativecommons.org/licenses/by/2.0/deed.en



Privacy Is doomed

 the privacy-eating monster

- growingly well-fed, ubiquitous, attractive, intelligent
- once information is in, it cannot be removed again

* the privacy-defending army

- laws Ineffective; technology insecure
- pre-MySpace generation getting old, disappearing
* an uneven battle for the army

- cannot be won ultimately
- can only be lost; easily
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“Privat” by Daniel Lobo (http://www.daquellamanera.org/)
http://flickr.com/photos/daquellamanera/311128375/
License: Creative Commons 2.0 Attribution / http://creativecommons.org/licenses/by/2.0/deed.en




What Is the meaning of Privacy?

e self-determination

- make your own decisions about your life
- freedom from interference by others

e Information control

- control what information flows from you to others
- control what information flows to you from others

 Intimacy

- sharing of privacy
- Interpersonal trust, dependence



“Tanzliedchen” by Hugo Blrkner, 1854
http://commons.wikimedia.org/wiki/File:Btrkner_Tanzliedchen.jpg
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“new tshirts” by Creative Commons (http://creativecommons.org/)
http://flickr.com/photos/creativecommons/2294317099/in/photostream/
License: Creative Commons 2.0 Attribution / http://creativecommons.org/licenses/by/2.0/deed.en



Hiding vs. Sharing

* new Information economy

- NO zero-sum game
- the more you give, the more you receive

e more Information better than less information

— market runs better with more information
- Information more valuable (to the owner) If shared

 the Hive Mind

— growing with or without you

— you gain more by participating than you lose



“IMG_3483.JPG” by Drab Makyo (http://www.drab-makyo.com/)
http://flickr.com/photos/ranna/773419070/in/photostream/
License: Creative Commons 2.0 Attribution / http://creativecommons.org/licenses/by/2.0/deed.en




Redefining Normality

 diversity instead of conformism

- difference Is good! difference is information!
- personalization instead of “Gleischschaltung”

 new normality: no normality

- no escape from ever-increasing diversity
- forces tolerance increase

* the goodling employer?

- no untarnished candidates; emptiness suspicious

— originality cannot yet be outsourced, automatized



“Identity Thief as Paris” by David Goehring (http://flickr.com/photos/carbonnyc/)
http://flickr.com/photos/carbonnyc/57280104/in/photostream/
License: Creative Commons 2.0 Attribution / http://creativecommons.org/licenses/by/2.0/deed.en



ldentity fluidity & volatility

* identity multiplicity

- one human can constitute many identities
— one identity can be constituted by many humans

* NO static core identity anymore

- Identity hyper-dynamism; 15 minutes of identity x
- Identity viruses may freely change their hosts
* N0 More identity prison

- be what's fun to be, not what you supposedly “are”
- the end of guilt



“Restaurant Surveillance Sign” by Richard Smith (http://flickr.com/people/smith/)
http://flickr.com/photos/smith/55403952/
License: Creative Commons 2.0 Attribution / http://creativecommons.org/licenses/by/2.0/deed.en



Survelllance vs. Sousvelllance

* equivelllance

- watching, documenting actions of police & co.
- document yourself, Hasan Elahi alibi

» transparency of force

- no secret watching; open the camera feeds!
- more powerful - more transparency

» freedom through total transparency?

— WOrst case scenario, “better than alternative”
- still room for secrets of any kind?
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“WHAT ARE YOU LOOKING AT?” by nolifebeforecoffee
(http://www.nolifebeforecoffee.blogspot.com/)
http://flickr.com/photos/nolifebeforecoffee/124659356/

License: Creative Commons 2.0 Attribution / http://creativecommons.org/licenses/by/2.0/deed.en



Control vs. Trust

e lack of information: less freedom

— fear, suspicion, mistrust
- need for control, deterrence
- many strict, general laws; strong punishments

 abundance of information: more freedom

— trust

- less need for strict control or deterrence
- few, precise laws; easy punishments
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http://commons.wikimedia.org/wiki/File:Dollarnote_siegel hq.jpg



Reading recommendations

“Privacy” In: “Stanford Encyclopedia of
Philosophy”, 2006

- http://plato.stanford.edu/entries/privacy/
ue of Privacy”, Beate RoOssler, 1995
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“Facebook anc
Privacy”, James Grimmelmann, 2008

nlic Man”,

the Socia

Richard Sennett, 1977

Dynamics of

- http://works.bepress.com/james_grimmelmann/20/

“The

ransparent Society”, David Brin, 1998



