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ABOUT ME



Marcell Dietl



SkyOut



18 years



Wiesbaden



mk mediaconcept



Daimler TSS



Gothic



Social Engineer



Autodidact



Cecurity



Cigarettes



Coffee



Addicted to CCC



The term VX



C11H26NO2PS



Virus Coding
(Virus eXchange)



VXers



VX Groups



Groups of the 
scene



29A
> www.29a.net <



rRlf
> www.rrlf.de.vu <



DoomRiderz
> www.doomriderz.co.nr <



Purgatory
> www.purgatory.net.tf <



F-13 Labs
> www.f13-labs.net <



EOF
> www.eof-project.net <



NE365
> www.vxer.cn <



The ideology 
behind it



Criminals



Hobbyists



Ideologists



Whitehats



BlackHats



History, Present 
and Future



History



Present



Future



Cross-Platform 
Malware



Macroviruses



.NET (Mono)



Scripting Lang.



LowLevel Lang.



Spreading 
techniques



Floppy Disks



CDs/DVDs



USB Drives



P2P Networks



Sharehoster



Email



Bluetooth



IRC



ICQ, MSN ...



Network Shares



Warez



Exploits



Ways of 
reproduction



Appender



Prepender



Overwriter



Types of 
Payloads



Conspicuous



Inconspicuous



Poly- and
Metamorphic



Anti-Debugging



Types of 
Malware



Virus



Worm



Trojan Horse



Hoax



Ways of 
communication



File servers



Websites



Emails



ICQ, MSN, Yahoo



IRC:
#eof-project
#vxers

#virus
#vx-lab

@undernet.org
#vir



!SILC



E-Zines



Connection 
between VX - AV



Fight



Observation



Infiltration



Used Languages



.NET Lang.



Windows Lang.



Scripting Lang.



HLLs



Assembler



Problems of the 
scene



Size



Contin. Change



Decentralization



Based on Few 
Hoster



Social 
Engineering - VX



Worms



CONCLUSION



T H E   E N D



QUESTIONS?


