_.,<r)lormr.r stocolsand Services
O] fnrﬂ Connected Embedded
= Devices

'f"' _l-"‘f.?'h'f The Context of CCTV's as
- Embedded Devices on an IP
| Network



SactfievAn tHe r--the-Maéh'-b

ts are Secure
cmﬁ Technologles are Secure
Hej\ 5V ords = Security
:Address Filtering = Security
Fi: vA Firewall = Security

“ e Professional Security Services = Technical
Security
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HIVELE nvesti.@,atjons-"‘ —

sV AVOIPR, Video Conferencing olP, and TV oIP'all
VBIVETHE use off Embedded DeV|ces to a great extent

=l or S \0f these types of Devices will account for a
cjree 1r~ ~percentage usage of total bandwidth than all
r)rru ous Devices put together

% Each ofithese uses, or will use existing Protocols and
TS:e rvices regardless of their maturity for security

‘e What a massive Potential for Private Investigations!
e \What a Potential for Storage Services

e \What a Headache for Security, Privacy and Data
Protection

s
TR
it
i
_._,__.—E‘_
-
o
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1 odau;\ Alm - e

- —

Cr:‘:] & anlinterest in the future of
pedded Devices by understanding the
(“ con -xt of present and past Practices

,T___?_:.c fer Pointers on exploring Technical

~ insecurities by looking at CCTV’s in a non-

- technical approach — You can all learn the
technical stuff easily, the non-technical
knowledge I have gained is not so easy
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Spplken to) Police and' Local Authorlty Managers
ofl Ble hmarking the Security of Network CCTV

J\/JE:‘J' 5
In . nuaw speaking at IIPSEC 2006
ﬁdltmg CCTV Systems

atabase of CCTV Cameras based on a Spider

="e
e Vulnerabilities of Critical National Infrastructure’s
use of Network CCTV Systems

e Research Database of Embedded Devices
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Wil 'Willubgégveriﬂg} —

IMENISES Ol EMBEdaEd DEVICES

(“ommlf |cat|ng Embedded Devices

=X r)l* CCTV as'a Communicating Embedded Device
= g)lr 1g Embedded Devices can be Fun

rrl fylng some of the Vulnerable Protocols and
icesiin IP based CCTV Systems

_ﬂ‘Fhe basis for discussion on the importance of Securing
- Communicating Embedded Devices in your Organisation
= the same as any other Devices

e \Why the Context is More important than the Technology,
(You can't get Context from Manuals or Web Site)

——
am——
-
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“

WP Wonite, covern

WO K an Embedded” Device
WO find CCTV. Cameras or WebCams
l-,ir)lf ting Vulnerabilities

iECH mcal workings of anything I cover
*'S'f'__'.': k Assessment of either CCTV Systems or any

f

——= fmdlwdual Embedded Device
'1 ‘How to Select Communicating Devices

e Standards (Communication, Encryption, Compression,
Graphics & Images)
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Copjtan)

—— e

EMEdCEd DEVICES Types, USes
Wiy smbedded Devices are Interesting

[P .)r}\G CCTV Systems - Context

Caojggl ponents of CCTV Systems - Context

— 1t can be Fun and Easy to Explore CCTV Systems

= "8 Protocols and Services in CCTV’s - Context

~ @ Are the Vulnerabilities in Internet Connected
Embedded Devices any Different from any other
Network Devices? - Context

e The Future - Context
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@ Coristiggls
Mrmurr G urlng, Automobiles

—

piLary:

o e __
E e ] \- — :'-_
= & Vedical
H:l-' | b

o
-—l-"'
T
e

j-:._.-
——

Gfﬂce Automation, Communication
e Security, Access Control & Surveillance
e Network Monitoring

_—
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WGk ot gﬂgeddedﬁeﬁc‘e?

dence of Embedded Devices
L] smg Reliance on Embedded Devices
= o [he WI|| / do Control what you can / cannot do

T hey Will"soon be used to form mini networks
~ managed by other Devices designed to
~ specifically to manage that type of network

e [s Embedded Device Security maturing for this
future role
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- - S
WHEDMaKes ED/S Intemsﬁiﬁg?" B—

JEyAUsUally fulfil arvery specific need

T ne\/ en:? Usually’assumed to be as secure as necessary

rne\/ re physically Secured they are often unattended
Mrma re riemotely controllable out of the Box

=lVany ‘have lots of cool un-documented or un-considered

— - -
e

'_-"'—"—-_—_.-- eadl Ures

~ e The super-computers of yesteryear are the ED’s of
- Today What about Super-Computer of Today?

e No Different than other Network Devices, except maybe
less secure!
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- 4 1-.;:'- peamm
AVelitc es-@f.ngiﬁgEi’ﬂ’;"

Ofte) ave a very Specific Purpose
Arlef na Je very Specific Functionality

Edi ellably be left to work independently
=W eut and intervention (once conf. app.)

fan be left on once powered up

|I | ! \‘HH |
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AVENIIENE aﬁy,gownsdesi’" —

ke a look atiwhat can be done, by using
r/ 1as an example

L 0f knowledge iIn Configuring them without
|onaI T'echnical Assistance

_r'-_;ﬁ has to be controlled remotely it is open to

:-.-\-f_'.-_ g

=== Lpnetwork Insecurity

_e Connecting a Device to the Network means
using existing Internet Services & Protocols

c}

I|
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—_
ANIYING tour ol NOW WeX

NEeaNoer Simple Devices

=
: - LN

-l-,\_'__"l.

Chigs e
Operatir g-'Systems

= _(“ o-\ mer Devices
' ems Cisco, 3Com, etc.
= é- 4V|ob|Ie Phones
- e PDA’s

e Military, Manufacturing,
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T

Fres S E‘adiggi:the

Criie Fa nelogy’
R '\M (“r p Technology
Copglgs umcatlon Applications
= ;,E-" ETAppllcatlons

E 1
:ﬂl'

_.,._*-||.='lL

= eater Uses

e im——

_—

"o Prlce
e Consumer Demand
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HEW. MUch more re of wh -
~_ alread =I:|ave -

e — —_-_-_

21 MOF 2 Phones
211 MH Iayers
/m ‘ twork Devices

- ;-_;..;J |reless Network Access Hardware

—

—

= f_“ >m Robotic Hardware
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Wha be connected to the
‘?’cernet In the future?

;-’*' -*’ hé Question should be "What
= wont be connected to the

Internet?”

Al
1' t‘lﬁ i

-

"
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HOWRLIIESE g@‘g al

J— -

OpEnNVireless:

OPEM\ ﬁed
*’Network

‘ s fon use and proximity

l__.;'s
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;5N 00k at:CCTV/ Sys@ﬂ?'

Tt covering searching for Live CCTV
(“amer.- “or WebCams in any great detail.
T ISFLC p|c IS covered by other sites:

f*vv'v'v | -kacked.com/content/view/81/42/

o

-:-l"-'.

- n LLP //wonder l.am/
- Www.griffid.com/?page=livecams
e Also, there was a session earlier today

' m \*l'r,"lln,

\
"||.
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http://www.i-kacked.com/content/view/81/42/
http://wonder.i.am/
http://www.griffid.com/?page=livecams

ENEC er{@Sessq@ﬁ!” —

Weis vn / Interesting), even thoughi it was
gwen IlGerman but with English Slides

FOIEL J05€e English speakers that missed it,
= g€ ~the slides when they come out

- _.—"_ —— _q-— —-

== the of the Personal Privacy Techniques
"_" they mentioned was using a Laser Pointer

e Another was Laser Hat
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WearCzlg Ce;la_/.—!,_y\{hat-’s-dm

Tmagfi
-r-.Indlrect Connection to Network

r\vr alllty of Hardware and Software to
—— ':'" pand Functionality

—1 — =
'lll-'_

— - Remote Control Functionality

e Therefore requirement of other
functionality
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| dIne
oOr eople SO |mportant?

'1"'"

e|r SecurlwI (Security of
= the Cameras not the
:ﬂ,;; | people
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Sferare 16mr Cameras 1ok 60m people
11 increasing in the UK
icement Cycle now on; closed for IP based

UL- often cited as a world-wide example of
= = spceessfull use and implementation

= Success of Identifying and following movements
- of the London Bombers

e UK has a lot of expertise!??!
e Perspective — UK population 60m
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NEGIET d-C@ReseamH" -

Drjrruo 2'compiled using Splders

ﬁnrm: arklng the Security of CCTV

J\/"E“

;___ W ﬁél‘ablhtles of Network CCTV Systems
in the Critical National Infrastructure

~ e Vulnerabilities Matrix for devices with
Embedded Systems
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——*

i or.- 'I"*fetgﬁye{

o ‘_&— -

s p—— —

el starts with physical security’ stupid
13 ar I|es to all devices not just those
portable

27/12/2005 22C3
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f

CCTV, Systernss

4 -

CIOSC—)CJ ;__‘ m e —

Pr

ijf)les — Home network
Part 0) *-’mternal Network

.::_-'1:"—_‘-' =

- : z -alone Internet Camera

e
—I—F
A _-'
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"S'ysten_g&_f J‘.’

When they first came about Closed' Circuit
JIEIEVision Systems were actually Closed
ey eqwred Camera and Viewing Station

Bte1be Close, due to the Cabling, or to use
;:itical Cables

'tCouId not take advantage of Digital
Tiechnology easily

e S0 midway / complete Digital IP Systems
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ORESO"

Necwor' Setup
it rerne etup
Wne. rotocols & Services can we observe
phcatlon of Standards
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.

IWiiaRIDeES a basth ﬁgh:‘p
nized e do?"ﬁ»

Cone [ mage into a format which can be
*rrrer[; tted to a monitoring device

RECOTC [ for future viewing
= ﬂf"’e trolled Remotely

—

E rl:lse and work with existing
‘Communications Technology
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—_—

ALCCETV aﬂagwt‘ssv €

e — — _—

EicDIE T nagement of a Iarge AUmMber of
cgjrrwrrr

Cogleg ol Recordlng, Access to Recording
_r\r Ag of Data

LD f'a';'

27/12/2005 22C3



NEWNVOT d{Q'[:.\/.CompW

Czlpslarzh (@ Appllcatlon Chips)

fmrlrﬁs anipulation Seftware (conversion,
SOIMPIESSIon)

= __,_\_z..;' agement Software (Unit and System)

= Recordmg Hardware

e Recording Software
e Many ways to Implement
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e

= S [et's '"ke an example look at a Successful
= endors offering
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L2/ loje); athAogg5yst@ns""

AL wyEeEldsieeng
Poss]e I\a arket leaders
Either typical of functionality or leading in

i) -f‘e‘ﬁallty
=8 wde plenty of information on the site

I:et s take an approach a Hacker may take

-~ looking at this information with the aim of
identifying what is worth exploring for exploit
PUrpOSES

I| 'le h 'I'..
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http://www.axis.com/

Hrggjljhr echnlcal Data
IWJrLeS

~ % [How! to Documents
'_ jExamples

- e Most Importantly, Firmware Upgrades

\ kt w.

|”
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\/\/rmr e e-‘r@&memleﬁﬁ

S —— e

J]mr)lea ne Setup (very few — not their
rrlzlin) rket vet)
REm ote Network Setup (simple / Complex)

__.--

ﬁetwork Setup

27/12/2005 22C3



BUE i is—tﬁgl.ik‘ely-r-@ail‘@""

MESIASYSLEMS were installed 1992-1998
FOf rnc g installed 1998-2000' ..
_o ot ese installed 2000-2005 ..
fthose being installed now .

thatever IS not on the web site, can be
searched in the Google archive

kl '| L“h'-'|!"
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BICEIMIIEChNGIOg)Y. /fManagmﬁ"'

AEIOEUELo Digita

l\/lllll‘lr)lr‘ £rs

Mege Schemes run by Police and Local
r\ur rltles

‘taﬂed by CCTV Specialists no Networking
;::'f =XPEerience

==  Many Mixed Systems in Use today

e Not built for Security but for functionality (just
like so many current technologies)

—-—
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REMIOLE Network SystemrSetup™

-—-.-_—_.

' £ Metw ork carmera
N oG Q
% 3 '

Switch  Broadband Broadban

router rnoder Ramate
cornputer
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ScIiEras: -eaiﬂg_ggie =

B —————

0

Copligelie ,,:1 y HIE'S
REMOLE!C mera Control
REINOLE! \[ Wlng
”Hrnor'-%f“A udio
= Ren mote l:]pgradlng for Software
—e Da :/ Night Use

i
‘EII-'

f“-:%‘t—ompressmn
- e Intruder Sensors
e Image Conversion

e Email Notifications

0J0)f)
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| ' - . peammT
PVR'S, Ewimgstemsﬁe;'

Loczll AN smote Recording (Tape / CD. /
J\/J/ ard -disk)

VUL e Camera Recording (timed,
— ra Elem etc.)

q -Programmed / Manual / Automated
“e Event Based
e Image based

——
-—l-"'
_'—."
_—
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SMTP
: _E: _.L'“‘E_ "‘ P
e TP TCP/ UDP

- e Dynamic DNS Service
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WrizigElgs

giplE>s 3

I€lnet
Sh 1*Scr|pt|ng

"E- -..-I.-' -

ﬁy’?ﬂp Scripting
- e Task Scheduler

27/12/2005 =
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| - |
WiHENErare weup,to - Technical

REIIBLEI CamEras’ are not necessarily’ on' the
IeEEINNELWOrK, SO are not monitered as such

Ne JC’ IPS, No Log files

rf PIy ecent many used TFTP
ﬁ:ewdence of Login attempts
I:|ttle or No encryption (HTTPS recent)

Securlty. IP Address Filtering, multi-level
Passwords

e [nnovations in Scripting

i|' u ﬂ h]|.'.
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' ﬂ_-.;_"'- .4-"'?
Wilagehe ew%gfoﬁﬁm

—

pEsliediby Non=lechnical’Sta
Solel ggk; nctlonallty
VENGOIS] don’t understand Security
VERE0N s aim to build Functionality for Interoperability
» 0 7 ed by Police and Local Authorities
stalled by Non-Technical Staff
,: ed by Non-Technical Staff
'. Maintained by Non-IT Staff
e No IT Security Personnel Involved at any point

_...—
-
)
e
L=

-.-:I-—
——
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A Fisiiu|[RIAYT jnerabiliti@:"‘"

WHEIEIGOESIONE Stalit?
r\lwrj\/J tay legall — Quote from Chris Simpon

T ey understand the background of the
SCHET 1e for which the cameras belong to, In
_-f—:wrﬂ igland all Schemes must publish Scheme Data

fpart of Data Protection

%_—1.
~ s Then, well you know the rest
“e Then test

e Oh yes Stay Legal
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HeW.CCT\V's are differen
other neftvmr»ked De) Ces

IMEYACHE Ofiten outside ofi the Network
PuEyAmay be internally listed on an External DNS Server

The use of web) servers leads to indexing by Google, you
tge) = E‘able to access them, all you need is to take a
S6opg|e like approach.

'__%f iﬁ‘éiuse of SNMP and SMTP: (in and outside the network)
=& fScnptlng Tools
- o Wide Range of Software available to achieve same end

e [he implications of these clients and other clients on the
network today and the future

-’
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=ICCTV. Jﬂg__wo rk«sj —

Sif) Jle SIWIllFRaverthelrrown databases of;
RUIES F‘e Intelllgence

_)jr:vgg @onnection to Larger Databases of
m;g 351 of Wanted Individuals

Ereation of Event based Intelligence

— _- .

i
—
——

:-ée )nnections with Other Biometric Technologies

'-r'-'

e Connections with ID Schemes

i

e
s
—
—
_:t

i

“e Replacing Passport Control? Maybe not yet

e Bigger Brother — Yes, for sure, in the interest of
the Public of course
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Wisabfiuture Devices must beahle g

o cl=z ‘Wlth7 —!&,

NGBS SpIders, worms, bots off today — talk of
de—rur- INEterization; but do so intelligently

fnrrr OIS

I5e1as o) Remote Hacking Device

== q: DOS & DOS attacks

= i “Laser: pointers and such interfering Technologies
“» Breakdown of one component of the System

e Intelligent Group Co-ordinated Defence at
Middleware Unit level
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Whatabeut non=CET\ Devi
Wilal rotec jg and Servi
- they: D

S
do™

~ ~d

\/endﬁ 5 usually start with adapting
,,<= ng Protocols, Services and Standards.
= _f__-J sgardless of how Secure they are

=4

vSorry, Can't help on this one here, there is
-~ plenty of Information out there already —

look at what we done with Axis
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2 Approaches to “C_Wﬂ:g';.
Embedﬁéd Device

DEViceIConnected Directly as a Single Secure
Iiiewiti IPS; Encryption, etc. etc.

DEvices Connected and Controlled as part of a
lru:.__ Group / Unit by a New type of Intelligent

1dd|eware Embedded Unit, creating a Mini-
fNetwork

e Similar Devices Connected as any other device
but will be on their own sub-net using IP6

.—--
..'--——
'-r'-'

27/12/2005 22C3



p——

Whigt*can: you,do?: i

Uel gl Wil N the Basics — Use Risk Approach

rn about the new Technologies, and
iiFProtection before you are forced to
I ” | about them

"5 érk with Vendors (if possible) to create
better secure solutions

-e Stay Legal! Have Fun — I'm sure Prison
Isn‘t Fun!

i

g
——
-|—l-
—-—
:-1-
1-
o
———
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GIIET ﬁteres@nd Research

()
)
~
—)

‘Embedded! Device OS (too many?)

rjr of Remote Controlled Wireless
CEs

—

_-.;_f..r urlty of Databases on Embedded

-u—l_#—. —

= Systems
e Forensics of Image Tampering
e Buffer Overflows, Covert Channels

cCur
':‘CL

EL\
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(“Qn rr]rr.. e

- e Suspicion Breed Confidence — Brazil, Terry
Gilliam

27/12/2005 22C3



