Covert Communication in a Dark
Network
A major new version of freenet
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- We have long been interested in decentralised
“Peer to Peer” networks. Especially Freenet.

- But when individual users come under attack,
decentralisation is not enough.

- Future networks may need to limit connections to
trusted friends.
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- Information is spread across many inter-
connected computers

- Users want to find information

- Some are centralised (eg. Napster), some are
semi- centralised (eg. Kazaa), others are
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- Data Networks (also DHTSs) work by assigning
each document with a numerical address or key.

- Each node is then assigned some section of the
“keyspace” in which to specialize.

- When data is inserted, it is routed towards nodes
that specialize in its part of the keyspace.
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. Application

How can we apply small-world theory to routing in a
Dark peer to peer network?

- A Darknet Is, essentially, a social network of
peoples trusted relationships.

- If people can route in a social network, then it
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Kleinbergs Result, cont.
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- When nodes join the network, they choose a
position on the circle randomly.

- They then switch positions with other nodes, so
as to minimize the product of the edge distances.
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An advantageous switch of position:
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The Method, cont.

Some notes:

« Switching is essential!

- Because this is an ongoing process as the networ
grows (and shrinks) it will be difficult to keep
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The average length of the successful routes:

good
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How will Freenet use I1t?

+ We wish to make this work in the wild, with
thousands of users

- Key concerns:
- Preventing malicious behaviour
- Ensuring ease of use
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Threats:

- Selection of identity to attract certain data
- Manipulation of other node’s identities
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