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riIse?) of Digital Sovereignty

S easier to make and maintain




Digital Sovereignty

The ability for-all persons who wish to, teicreate; modify and
acts of their choosing (Whether haraware or

share digital artefe
software) and the means to re-produce them, without

hindrance;
Me — last week

Permissior  INAeVAUEHR

Permission-less re-purpesing

* Permission-less capability mainte




 From whichiwe derive:

Digital Sovereignty.is the full right ana pPEWer: over a d
I

artefact, without any nRtererence. from outside sources or
bodies. |

* Right != Power



Digital Seyereignty lags Physical Sovereignty

ca

Buckets Smart-Phones

(and man

Can use how:veno er Can moorxmlly Use how vendor
iIndefinitely; tended, hopefully, and only until
‘i'ﬂ&/ SIOP; Support.

Really hara te: make your own*
You can make yeurr own* = ’

Really hard to re-purpose (outside

Can be re-purposed; exgp o ofithie vendor-approved App sand-
eye-holes and use as a rainiias oit)

Can be innovated, e.g., Reallyhard to innovate on (teeny
stick/bolt things on. tiny' undecumented circuits and

plex software).



* In the early days of computers, t WEre feW concentrations
of outsidepoewer that acted to interfere withr Digital Severeignty

- DigitaliSevereignty was often encouraged; as It increase
e.g., Infne FHome Computer Era

to exercise digital soverelgn

ad sales,



Very naughty indeec



Irrespecti

* Sovereignty. easy ercis O/ermole digital artetacts,
€ 0l permissiol
INE Of

* Huge effortmay: e required to exerciSerpPewer of: severeignty,
even when permissieniseranted
- e.g., porting and maintaipiyeraibARereid fork

- e.g., designing and maintainingreimenierphone circuit design



The 2" rise ofiDigjte

* ... and how to protec
systems

pvereignty: Re-discovering
SImplicity.

sthesiiture Digital Sovereignty of these



d to Make



Aenjle Phones

ard to Make

t alone



functionality




Maintaining _)JUJ

~

verelgn Mobile Phones
EvVen Harder St

Point' Ven IT'yoU GVETCOmE barriers and make somet ing, you




Varying d

More 'noortclmrl/ rnoJoJlJ _JIUJEcIJ Jovere gmr/ S tradec

goal Iis absolute

L 'c 'zcn_l Joverﬁjgmz/

-off for



Reinyenting Planned Obsolescence

If you start eldSelete, you can’t get obsolet

Reduce features to minimise complexity.
uch as pessinie

®)

Retain utiliyZas n

GEOS etc proved you caii @do a lot'with a

Al
4,
e

Commodere s
simple architec

— But can It do enotgreNElINAIE USETUI?

— Watch LCAtaIk 0 SEe t eleomome gijdisiide presentat o software
with anti-aliased proportional'textetcrentuae MEGAPhone.

 MEGA=65



System Architecture (3)

Single, shared security domain

@—) Untrustable  [% Untrustable (——; RAM

! cellular Complex | s mplex CPU
(((’(__ modem g INterfaces 4

Typical Smart-Phone Architecture

Isolated security domain Isolated security domain Isolated security domains

Simpleinterface : : :

Untrustable [ : e )FPGA+SimpIe <> RAM :

Ce||U|aI" : E E trUStable CPU : ‘i-'—'—'—'—'—'—'—'-':::::::::'
modem : (((’ < <> Storage

T S Power kill switch 77 T T Tt e

Security Through Simplicity Architecture



Protected Audio Paths

Bluetooth

Isolation Module
Switch Audio in Audio Out

MEMS | | | \ / J— SPKR

Mic(s) |—+— > Crossbar = Out
. Audio ;
Jack Inf—— > Mixer > Amp | Jack

Mic L :
/ ............. \ _.FPGA |

Audio in Audio Out
Cellular Modem




- But the idea ofia sir transpai agement device has merit.

Turn the idea o its head: cessor controls the proprietary main

- Re-use, e.@.; RpitAndroeid port, industrial 4G cellularmodems as subordinate
compor JH(JFS

C64 derived management proCesso):

— Open processor. Open software






* No need to limit ourselves to “norn

* Current |

- 2x miniP€lerferm-factor expansion slots for 4G/56G/satellite/whatever

- 4 microphBRES, for experimenting with noise rejection
- Full-size'SIM/smart-card slot

- 100dB s - Witir 2V ampliiier:




Open point-GiFS

Ales device

 MEGA=65

In Nearby Fields

ign Platferm, not just a “phone”



Make p
disabilli




- Ongoing effort to r

ting pRoRNEes

Xpansion; connector

approacn

alntainintegietion



- Maintaig:éemmunications When main processor Is off
- Performreommunications from trustable pention oF device
- Full Digital"Severeignty. te Innovate on| pPretecols ete

- Could implement SDERIRERPGA I desired



s all 1O and communicati




Europe particularly poorly served




Digitally Sovereign phone hardware allows use

 MEGA=65

of Digita

munications

Ily Sove

ejgn radios



USA, A >=1W EIRP
But not thessai NHZ!

No duty cyele clions In mMost counties
921MHz — 923\VIiHZ COMMONIeveriap

10s of kbits * VENEINNPOSSIble

Totally unavailable in Europe;AEAlK



Available infEurop

Recently hECame
restrictions

Not avallapiein the USA, AFAIK
Poor bandwidth /' distanCerrade-offidue to restrictions

- But can theoretically goraflongieyaaverny low effective data rates



Congestea




Citizen
— Not 3

- Duty-eyeletimits may apply

— But often’403 (narrew) channels near 27ViiHz or 460ViHz

- Typically SW EIRPReWERIMIE=IS

ng

— 29KIM range



. Or just
Digital S

Price vargsiwildly based on jurisdiction; fiieguency, bandwidth,
EIRP anc '



. ‘odue anllity: ofi SIGSALY irem WAV-I

orovrlole SECUNILY,




DREanNd Dynamic Spectrum Use

FPGAs a for iImplementing SDR
In-field re~purp03' possible

- e.g., gamiireguency allocation during a @isaster and us

Soverelgnty to change software (or hard\Wware) toruse

Digital



* An open

e Low-ba

JHE Communic

area, due

dwidtn, Ir nittent ¢

e

Networking

e Serval R

J‘/-‘-

OINIe

ations Protocols
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