Security and Usability
N Open Source

Gus Andrews
Secure Usability Senior Fellow
Simply Secure



Not speaking for
Simply Secure

| wear many hats



SO, you want to help
people encrypt:



SO, you want to make
an encryption tool”



DON'T



DON'T
make a brand new one



SO, you want to
encrypt your stuff”



SO yYou-wartte
encrypyedrSia?

try a different talk
or better yet a hands-on workshop



Trade-0Offs

(The Perfect Should Not Be The Enemy of the Good)



Supporting experts
VS.
supporting newcomers

tahoe.cfg (~/.tahoe) - gedit

File Edit View Search Tools Documents Help
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tahoe.cfg
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#tub.port =
#tub.location =
#log_gatherer. furl
#timeout .keepalive
#timeout.disconnect =

#ssh.port = 8022

#ssh.authorized_keys_file = ~/.ssh/authorized_keys

[client]

# Which services should this client connect to?
introducer. furl = [ERE

helper.furl = I
#key_generator.furl =

#stats_gatherer.furl =

# What encoding parameters should this client use for uploads?
#shares.needed = 3
#shares.happy = 7

Plain Text v

Tab Width: 8 v




—ducation
VS.
just make it @#*$&#$ work

|6V6|—up.CC VS, [
ssd.eff.org

tacticaltech.org

Cryptoparties”

(it has one button. " <
you poke it.)



006 Account Registration Wizard

Account Connection Security Presence Encodings

—ducation s =

Authorization name

«

Client TLS certificate <none> (use regular authentication)

V S Proxy options
[ ]

Configure proxy automatically

] u Proxy ostel.co Port 5061
I : St I I I a k‘ > | t Preferred transport TLS C
Keep alive
* Keep alive method OPTIONS 5
WO r Keep alive interval 25
Setween 1 and 00 seco
Voicemail
v Message Waiting (MWI1)
r D r Voi il Subscription URI
%_,_J:J/JJ_,J_/JJI ‘oicemail Subscription
Voicemail check URI
DTMF
DTMF method Auto: Choose automatically between RTP and Inband (no SIP INFO) ¢

Minimal RTP DTMF tone duration (ms) 70

Default RTP DTMF duration is 70 ms

revious Next Cancel
Click the Next button. Confirm the settings are correct on the next screen. Click Sign In

You should see it read "Registering"” for a few seconds until the bar to the right of your account name turns Green and reads SIP
ON Online.

Private Conversations for Everyone.

Welcome to Cryptocat. Here are some helpful tips:

g Cryptocat is not a magic bullet. You should never trust any piece of software with your life.

ﬂ Cryptocat can't protect you against untrustworthy people or key loggers, and does not
anonymize your connection.

2.2.2 Custom server  English



ldeal security
VS.
ease of use

T ————

Account Number: ’ J

= d: Use your mouse to enter your password on the keyboard below.
SIS | ] (Passweord is not case sensitive.)
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Which projects build
usable tools?



<whine>But we're not Goooooooooogle</whine>
(still: 1-2 people is not optimal)



Good projects observe
and listen to users

early and often



Mailine |

*$%# them right in the ear
also: erly-Github



Relilance on standard patterns

Number or address

- DON’T ROLL YOUR OWN

* Try these instead:

e OS X Human Interface Guidelines

 also developer.android.com/design/
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H O | |




OK, so what
should | do?



O
HAVE WE LEARNED NOTHING, PEOPLE

Thereifixedit.com '2



Go out and find people
who aren't like you

« OBSERVE
e Listen
e Don't interrupt



The reason you think “soft sciences’ are “soft.
(see my 2014 talk at HOPE) y




Where tho?

Libraries

NGOs
Coffeehouses
Newspapers?
“Snowball sampling”

Vour farillitiond



Avolid leading questions

DON'T DO
* “How often do you encounter * “"Do you think you are blocked
blocked websites”?” from getting to some

websites? Why?”

 “Do you encrypt?” * “How do you protect your
privacy?”

* “Do you face censorship?” e not ask people from China this



Move from general to
specific

“Are there factors that keep you from getting
online”? What are they?”

“What do you do to stay safe online?”
"Are you concerned about your government or
other parties watching what you are doing” In what

ways?”

“What tools and technologies do you use?”



Subscribing to the Enigmail Mailing List

Subscribe to enigmail-users by filling out the following form. You will be sent email requesting confirmation, to prevent others from gratuitously subscribing you. This is a
hidden list, which means that the list of members is available only to the list administrator.

Your email address: | l

Your name (optional): | |

You may enter a privacy password below. This provides only mild security, but should prevent others from messing with your subscription. Do
not use a valuable password as it will occasionally be emailed back to you in cleartext.

If you choose not to enter a password, one will be automatically generated for you, and it will be sent to you once you've confirmed your
subscription. You can always request a mail-back of your password when you edit your personal options.

Pick a password: [ ]
Reenter password to confirm: [ ]

Which language do you prefer to display your messages? English (USA)
Would you like to receive list mail batched in a daily digest? © No O Yes

| Subscribe |




IS.gd/securitypersonas
( medium.com/@gusandrews)




UNDERSTANDING UNDERSTANDING
INTERNE T INTERNET

THE TIBETAN VIETNAM®S
EXILE COMMUNITY DIGITAL

ACTIVISTS




Jo-do list

Before you build tools, ask people: what do you need?
Test early, test often
Find others to work with — including designers
Put settings in @ MeNU nobody wants to see that
Put “Help” in-app, not on web
Use graphics/icons to give instructions
Metrics?
* Don’t assume users are as paranoid about data as you are. (Ask them.)

If you can’t do user research yourself... come talk to Simply Secure!



Steal From Capitalists




Startup Techniques




Don’t Scratch Itches




Build Stuff People Use




Lean Startup Shit
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Growth Hacking




Learn Quickly

Thomas Edisor

Ff Symphony of Lf.w"




They’re Learning Faster
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Test All The Th




Pirate Metrics

Customer Lifecycle /| Conversion Behavior

PR Y

Sogs/ PR || Campagns.
Contests

| ASiwes |

| SEM |~ ~ -
37N

 Widgets |

Emae




Pirate Metrics

Acquisition
Activation
Retention

Revenue

Referral



Pirate Metrics

Acquisition
Activation
Retention
Use

Referral




It’'s a race







Easy Wins




