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Not speaking for 
Simply Secure

I wear many hats



So, you want to help 
people encrypt:



So, you want to make 
an encryption tool?



DON’T 



DON’T 
make a brand new one



So, you want to 
encrypt your stuff? 



So, you want to 
encrypt your stuff? 

try a different talk 
or better yet a hands-on workshop



Trade-Offs
(The Perfect Should Not Be The Enemy of the Good)



Supporting experts  
vs. 

supporting newcomers



Education 
vs. 

just make it @#*$&#$ work

level-up.cc 
ssd.eff.org 

tacticaltech.org 
Cryptoparties?

vs.

(it has one button. 
you poke it.)



Education 
vs. 

just make it 
@#*$&#$ work



Ideal security  
vs.  

ease of use



Gathering 
metrics 

vs. 
protecting 

privacy



Which projects build 
usable tools?



Good projects  
have big teams?

<whine>But we’re not Goooooooooogle</whine> 
(still: 1-2 people is not optimal)



Good projects observe  
and listen to users

early and often



Mailing lists
*$%# them right in the ear 

also: only Github



Reliance on standard patterns

• DON’T ROLL YOUR OWN

•  Try these instead: 

• OS X Human Interface Guidelines  

• also developer.android.com/design/



OK, so what  
should I do?



Build a new tool
roll your own encryption 

HAVE WE LEARNED NOTHING, PEOPLE



Go out and find people  
who aren’t like you

• OBSERVE 
• Listen 
• Don’t interrupt



Focus groups!
The reason you think “soft sciences” are “soft.” 

(see my 2014 talk at HOPE)

y is Assange leading this focus group tho amirite?



Where tho?
• Libraries 

• NGOs 

• Coffeehouses 

• Newspapers? 

• “Snowball sampling” 

• Your family/friends



Avoid leading questions

DON’T

• “How often do you encounter 
blocked websites?” 

• “Do you encrypt?”  

• “Do you face censorship?”

DO

• “Do you think you are blocked 
from getting to some 
websites? Why?” 

• “How do you protect your 
privacy?” 

• not ask people from China this



Move from general to 
specific

• “Are there factors that keep you from getting 
online? What are they?” 

• “What do you do to stay safe online?” 

• “Are you concerned about your government or 
other parties watching what you are doing? In what 
ways?” 

• “What tools and technologies do you use?”



vs.



is.gd/securitypersonas 
( medium.com/@gusandrews)





To-do list
• Before you build tools, ask people: what do you need? 

• Test early, test often 

• Find others to work with — including designers 

• Put settings in a menu nobody wants to see that 

• Put “Help” in-app, not on web 

• Use graphics/icons to give instructions 

• Metrics? 

• Don’t assume users are as paranoid about data as you are. (Ask them.) 

• If you can’t do user research yourself… come talk to Simply Secure!



Steal From Capitalists



Startup Techniques



Don’t Scratch Itches



Build Stuff People Use



Lean Startup Shit



Growth Hacking



Learn Quickly



They’re Learning Faster



Test All The Things



Pirate Metrics



Pirate Metrics
Acquisition 

Activation 

Retention 

Revenue 

Referral 



Pirate Metrics
Acquisition 

Activation 

Retention 

Use 

Referral 



It’s a race



It’s a race



Easy Wins


