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Hordwoare

= Foundry
« 1 *MLX-8
= (Cisco
2 * 7206VXR NPE-G1
4 * 6509 w/ Sup720, Sup?2
2 * 4006
25 * 3548XL
15 * 3524XL
11 * 2948G
2 *2950G-24
= Hirschmann
*MACH 4002 - 48G + 3X
2 * MACH 4002 - 24G + 3X
2 * MACH 3002
2 * Octopus 16M

”\




Servers

“HP DL380-G4
*HP DL580-G3
*HP DL585-G2
“Sun Netra X1
* Network Appliance

h"

* Avocent Cyclades

= NN N P = O

... providing DHCPEP, DNS etc.
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MisC Iroffic Stotrs

s 800 Mbps o the west
(Hoackcenter, marketplace)

s 850 MDOps o villoeges soutrin-
east (HeifunNnk, Cc-boase, comping)

s || GOps o sourh comping
(Compimngs |2, 3. 4H 5, 6, 7)

s 200 Mbps o audio villege
s |[LHO MDOps to wireless
s 600 kbps o Projekfleitung




Kee

Deslgn

Bring &erhernet to
all The people

D loCal issues

local by using
SMall subNets

Moake router
iNnterfoces, S802.10)
VULAN IDs and
suUbnets

ored

ictable

Dont go
overbtoasard on
redundancy it
aodds complexity

HubD + Spoke
fopologu possible
fhonks to plenty
Of FiDbers oNnd port
density iNn core

Fiber is vulnerable
fo bending ond
Dreaking

Copper is very
limited iNn distoance -
- bigger problem

Splicing pigtails. W
Nnthefieldis -
PoOssIiDlel




Desian

s LoCcal area s Every minute you
kNnowledge is spend iMm
iNvaluabDle preparatfion is

saved im maoanifold

s Cetting good on the field
connectivity
outside major s JfTUust omong ream
Metfropolitan members Is vvery)
Areads reMmains importont - do Nmot
a3 Cchallenge let bureasucrocuy

geft in the wau



Uplink

s Up O o week before rhe comp
we counted on | fo 2.4 Gbps of
uUplink copoacitry

s A Miscommunicatfion betrween
US aNd rwo relcos sponsoring
US Ccaused this o fall rthrough

s WOrkoaround: STMI from eDIScom |
to Berlin ond rote-limited Gige - .
Via Teltfo for EWE TEeEL tronsit




Uplink

s [ransit i Berlin vie Cogent
(ASI /7)), peering with IN-Berlim
(AS2A6 /70), Netsign (AS3I0/78),
D-Hosting (ASI2 732, vB froansit)

s [ronsit via one hop over Telfra
(AS2IO032) fo EWEeE TEL (ASQILS)

s Berlin link First over P--FP ATM
uNtil working POS cards were
acquired (bah cell tax)




VAV

s Peak” Wflatline to 300 Mbps
outfrgoing

s NO separate IPVvEBE stoats




Issues

SLOT  #: LF CPU UTILIZATION 1in
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High Line Coaro
CFPPU Ufilisation

Troffic Thot could noeve been
Forworded im hoardwore was ssent
o limecoard CPPU iNnstead

Suboptimal performonce ensued

From First look It seemed the
router forgort its own MAC
oddress




Rondomiy Crashing
LiNnecords

Module down in slot 6, reason CARD_DOWN_REASON_LOSS_HEARTEBEAT
1z rezet by mgmt (reason: heartbeat loss)

Module down in slot 3, reason CARD_DOWN_REASON_LOSS_HEARTBEAT

o : 13 reset I':'fr' I'I'IE-IITI'l: _redason: heartheat -l_l:IE:E:::I
2ol = b Module down in slot 5, reason CARD_DOWN_REASON_LOSS_HEARTBEAT

s STill searching for rhe moagic
pPacket thot breaks the switch ...




Local Switrchinmng
=e] </m

s (CoOre device stopped switrching
Fromes between ports im the
some VLAN

e Stortfed offer limecCcoard Ccrashes

s \WOorksaround: move sffected
POrtrs o o separare Cisco
Cotalust HOOB chossis




WwWireless

s [ropezce Networks
s Cenftralised solution
s Wirelesss LAN Confroller MX-200
s ACCess point MP-37/72




Wireless
Deploymenr

s ACCess Points




Someonne had o
ot of FuM :)

ma# =h log buf match Crash

MP Aug 10 20:09:17.123806 ALERT AP 13 AP Buffered Log (4): 83842.214 rodio: 0x30:
59 BE BH Bl ab 55 s v 1T @f 7@ bS 91 fdAP Craszh Dump. Yersion: 6.0.3.2.0_
||-"| F: _I _I |.-"| II.- ll__ cC I:

Cause: H;;EFT..

HP Huﬂ 1 20:14:11.56517 ALERET AF 11 AF Buffered Log C4): /MA467.673 radio: Ox30:

15 ab cl d& 5c db &3 9d 6@ 15 Sb d9AFP Crash Dump. VYersion: 6.8.3.2.0_

MF Hlm ll B2:5@:0a, ) 7 AP Buffered Log (43: 218

FEl :
c dl c& bl a4 = ld LA = : aa bl £oAF Craszh Dump. VEPEIDH:

I:: _I :ll:}l ll_. C I:

Cause: H;;EFT..

ME Aug 11 @2:54:18,9=220094 ALERET AP ¥ AF Buffered Log (4): 245,564 radio: '
ad E@ 4b ae 7@ %o EZ da ba ad Bl 95 c¥ 1b a2AF Crash Dump. Version: 6.@0.3.2.0_
2BF_1655_

Cause: ALSERT:,
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ConNnnectrors

Whats wrong in this pictures?
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The Patrch




ConNnfiguration

s About 20 8021 VLANS
s LoOoCation-bosed SSIDs

s 50O lime configl




rFdetect Counfters

mxa# show rfdetect counters
Type Current Total

Rogue access points 23
Interfering access points 21
Rogue 802.11 clients 5
Interfering 802.11 clients 3
802.11 adhoc clients 29
Unknown 802.11 clients 169
Interfering 802.11 clients seen on wired network
802.11 probe request flood

802.11 authentication flood

802.11 null data flood

802.11 mgmt type 6 flood

802.11 mgmt type 7 flood

802.11 mgmt type d flood

802.11 mgmt type e flood

802.11 mgmt type f flood

802.11 association flood

802.11 reassociation flood

802.11 disassociation flood

Weak wep initialization vectors

Spoofed access point mac-address attacks

P OO0 OO U




rFdetect Counfters

Spoofed client mac-address attacks )
Ssid masquerade attacks 4
Spoofed deauthentication attacks 0
Spoofed disassociation attacks 0
Null probe responses )
Broadcast deauthentications )
FakeAP ssid attacks )
FakeAP bssid attacks )
Netstumbler clients )
Wellenreiter clients )
Active scans )
Wireless bridge frames 3

Adhoc client frames 55424
Access points present in attack-list 27
Access points not present in ssid-list 22
Access points not present in vendor-list 0
Clients not present in vendor-list )

Clients added to automatic black-1list 0




&l PoqQuerTro

No. Time Source Destination Protocol Info
871 158.324530 0.0.0.0 255.255.255.255 IP Unknown (0x63)

Frame 871 (74 bytes on wire, 74 bytes captured)
Arrival Time: Aug 11, 2007 18:06:10.060655000
Ethernet II, Src: 00:02:8a:fc:e3:ad (00:02:8a:fc:e3:ad), Dst: ff:ff:ff:ff:ff:ff (ff:ff:ff:£ff:£ff:£ff)
Destination: ff:ff:ffeff:ff:ff (ff:ff:ff:ff:£f:£f)
Source: 00:02:8a:fc:e3:ad (00:02:8a:fc:e3:ad)
Type: IP (0x0800)
Internet Protocol, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 (255.255.255.255)
Version: 4
Source: 0.0.0.0 (0.0.0.0)
Destination: 255.255.255.255 (255.255.255.255)
Total Length: 60
Identification: 0x0000 (0)
Data (40 bytes)

0000 ff ff ff ff ff ff 00 02 8a fc e3 ad 08 00 45 00 ...ceeeeeeennn E.
0010 00 3c 00 00 00 OO0 00 63 ba 60 00 00 00 OO0 ff ff -FEo oo €6 600000
0020 ff ff 57 4c 41 4e 20 66 6f 72 77 61 72 64 69 6e . .WLAN forwardin

0030 67 20 75 70 64 61 74 65 20 66 72 6f 6d 20 38 31 g update from 81
0040 2e 31 36 33 2e 31 31 37 2e 33 .163.117.3




Sraotistrics

Clienik Se<siiivs i Last &4 hoidrs

2O 04400 o800 OQfo0 1000 1200 1400 9800 18080 2000
Tima

fictree Clants

b Clhents by Tme




Traffic - T Days

Sraotistrics

Last update: 2330245 fug 11 TF

34,00

o oo

1000

Packets In




iml=m. <}

Alex Le Heux, Arien Vijn, bounce,
Cpunkft, ODvorak, Hacko, Jean, Niels,
Phils, Prom, Rohn, Ruben, Sasha,
Sebostion, souls, starbuq, Strefanm
Wah, Oliver, webmind, ZophodB

NOC Helpdesk
Eengel (For digging iN all fibers!)

Monnu ofhers

0093 ... You?




Todoay - I mportont!

s We will stort o roll im rhe
network srortimg Nmow!

s Pleoase leave your cables rolled
uUp of the Datenklos, we will also
come by requlariy fo unmnplug
Marked cables

= |Nfernet occess (mo WL AN) e
Might still be available IN select,
loCcCatrions offer the closing eVe



