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So when did all this start?



History Lesson

 Term coined by Ken Thompson in 1983

» Used to gain privileged access to computers since the 80s
— Keyloggers
— Fake login screens

o ...and to maintain access

— Rootkits
— Backdoors

o or trivial trojans that just delete things

http://www.acm.org/awards/article/a1983-thompson.pdf
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The Hype is started

e Defcon 7.0;: BO2K is released

 Massive Media attention

e The Hype is started

e ) # o ¢ R _ fr-
8/11/2007 2.
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Hype around Trojans

« 2001: Magic Lantern
— Supposedly developed by the FBI to replace (hardware) keyloggers

« 2007: Der Bundestrojaner

— Proposed by German authorities to enable ,,online searches” on suspects
computers

— >600.000 Google hits
— April‘'s Fool Joke around it by the CCC scares thousands
— Estimated cost of development ~200.000 Euro [1]

[1] Drucksache 16/3973 Deutscher Bundestag

8/11/2007 Protect what you value.
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Samples sent to McAfee Researc

2004 2006
| 08— | —— | —X—| A | K |
Legacy | Trojans| Bots | Script || Macro|| Win 32| PUPs

Legacy is defined as: DOS, boot-sector, and Win3.1 viruses

Source: McAfee's statistics

8/11/2007

i
2005
Trojans
PUPs 23%

3% Win 32
Bots 1%
12% —Macro

7%
Script
9% Legacy
39%
2006 .
Trojans
31%
Win 32
RLPs
3% ~, 158
—Macro
Bots 5%
22%
Legacy
Script 26%
7%
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2007: Q1 Password Stealing Trojan Targets

PWS Variants Classified
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By The End of 2006

1997 End of 2006
Vulnerabilities 400 21,400
Password Stealers 400 13,600
Potentially Unwanted 1 23000
Programs
Viruses and Trojans 17,000 222,000
Spam 9% 80+%

8/11/2007 I la L
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Real Data from Customers

e Last 18 months detection

— W32/Sober@mm!681 8.362.071 MassMailer

— W32/Sober.gen@mm 479.392 MassMailer

— Adware/abetterintrnt.gen.a 318.556 Adware

— W32/Netsky.p 286.998 MassMailer

— Generic Malware.a!zip 202.929 Trojan

— New Malware.] 198.962 Trojan

— Wa32/Almanahe.c 63.452 Virus, Poly, Rootkit
— Vundo.dll 54.579 Trojan

— Downloader.AAP 46.870 Downloader

— Downloader.BAI'M711 28.093 Downloader

— PWS-Goldun 21.403 PasswordStealer
— PWS-Legmir 4.100 PasswordStealer

8/11/2007 =, ﬁ |
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Real Data from Customers

From this list ranked with detections in 2007 only

1. New Malware.j Trojan

2. W32/Almanahe.c Virus, Poly, Rootkit, Downloader
4. Vundo.dll Trojan

5. Downloader.AAP Downloader

6. Downloader.BAI'M711 Downloader

e ) # o ¢ B. fr-
8/11/2007 —
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Real Data from Customers

 Worms/Bots?

— Many dozens
— All different
— Small numbers, most below 20 unique detections

Fy7y Ve
8/11/2007 S 4
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Real Data from Customers

 Worms/Bots?

— Many dozens
— All different
— Small numbers, most below 20 unique detections

 And some fun detections...
— Parity Boot (2 detections)
— PS-Kill (1033 detections)
— SymbOS/Comwarrior.a (544 detections? WTF!)

e ) # o ¢ B. fr-
8/11/2007 —
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2007: Q1 Trends

1,833 vulnerabillities in the National Vulnerability DB
—(33% increase over Q1-06)

« 21,579 classified viruses and trojans
—(34% increase over Q1-06)

» 1,379 classified PUPs
—(an 8% decrease over Q1-06)

* 835% of all e-mail considered Spam

» Password Stealing Trojans targeting banks and game accounts

8/11/2007 Protect what you value.
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Installing Adware on compromised machines

« Common practise to make money with a botnet

* Pay-per-install programs offered by various companies
— Price depends on region where the victim is located

— Ranges from $0.05 to $0.50

 Financial Motivation caused major changes why people
write Malware and what kind of Malware iIs written

8/11/2007 — Protect what you value.
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Advertised Prices for various items

» United States-based credit card with card verification value $1-$6
e United Kingdom-based credit card with card verification value $2-$12

e List of 29,000 emails $5
 Online banking account with a $9,900 balance $300
* Yahoo Mail cookie exploit—advertised to facilitate full access

when successful $3
 Valid Yahoo and Hotmail email cookies $3
e Compromised computer $6-$20
 Phishing Web site hosting—yper site $3-5
* Verified PayPal account with balance (balance varies) $50-$500
» Unverified PayPal account with balance (balance varies) $10-$50
« Skype account $12
» World of Warcraft account—one month duration $10

Source:Symantec Internet Security Threat Report

. ’;.".l. ’ { 'ﬁ : SSas
8/11/2007 > 4 ﬁ |
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a RAT Systems - Microsoft Internet Explorer =1=] x|
File | Edit Wiew Favorites = Help

[#] Favorites

S ]f /z‘:#w*‘*ﬂl s
Bl aboutus [l Products [E Techrologies Bl Contact Us [B] Links A

\\\ Not ordinary spywara.. F5 S

Basic Spyware Package

PoooucTs ERTECORY
Sumare - Invisibility in system

- Implementstion of software FireYWalls leak

- Implementation of Polymaoarthic algorithm

- Implementation of AY Software wulnerability, A Bases Update Breaker

- Socksa Proxy Server { of Socks Panel

- FTP Server

- kevlogoer

- Cliphoard Logger

- Implementation of WehMoney Keeper leak: WehMoney Grabber

- Implementation of E-gold security system leak

- Protected Storane Grahber

- Far FTR, TotalCammander FTF, The Bat Passwords Grahber

- Bends logsifiles to hitp server

-'Wah-hased Remaote Contral | 1

- Implementation of IE leak: Form Grabber

- Implementation of LK banks security system leak: Memarable Info Grabber {atthis mnment released implementation of 6 maost
popular UK banks security systerm leak, no screenshots, anly texd) (L A 3

Online Saervices

Buy it now for
SE50 USD

Contains commands For working with the selected items,

'.':__.Ir||:u:|... iMicra... | Bl LinkF 2 T L



Price :

Compiling under your wallets © $ 5
Bilder : & 10
Gek : £ 30

The cost of cyber crime tools

YirusTotal on WMT

AhnLab-%3 2007.4.7.0 04.06.2007 no virus found
Antivir 7.3.1.48 04.07.2007 no virus found
Authentium 4.93.8 04.06.2007 no virus found
Awvast 4.7,.936.0 04.06.2007 no virus found
AWG 7.5.0.447 04.07.2007 no virus found

e & “Pﬂd viD.851 stat yotkit functionalities: US$600. BitDefen_der 7.2 04.07.2007 no virus fclund
CAT-QuickHeal 9.00 04.06.2007 no virus found
ClamaAY devel-20070312 04.07.2007 no virus found

e F counts. You load the list of FTP accounts and it automatically checks if the user ~ Dr4eb .23 04072007 na virus found
a wrating the valid accounts from the invalid ones: US$15. Ieda s e e

e e ¥ : = 1 1 Ewido 4.0 04.07.2007 no virus found
FileAdvisor 1 04.07.2007 no virus found

« C 500 + US$25 for update. Fortinet 2,85.0.0 04,07, 2007 suspicious
. IE XP ALL F-Prot 4.3.1,45 04.04,2007 no virus found
F dat US$5 US §.70.13030.0 04.07.2007 no virus found
. - ate: Ikarus T3.1.1.3 04.07.2007 no virus found
qllkkm Kaspersky 4.0.2.24 04.07 2007 no virus found
B H . . Mcafee 5003 04.06,2007 no wvirus found
¢« K m i = 37 iniques US$40. Microsoft 1,2405 04.07.2007 no wirus found
. NOD32vw2 2172 04.07.2007 no wvirus found

L]
= - - — found
Y Fﬂ'ﬂ_fﬂx 33700 - 33148 5: US$E {8 Bundle sploitov MPack (probiv adalte at 10%, ifreymah from 12 to 35) juomudn
: 1
. Update bundles eksploitov MPack

o 5 creatc The new version a_nfdsd foo ; o i
- 3 S ) - locking repeat visits using advanced system razlichayuschey run for natom

A simplified compared to previous versions of the installation

- counting efficiency loadera, allowing time to recognize spalivshiysya soft and not lose this potential boot

The update includes the following ekspy |
: - modified MS06-014 with maksimizirovannoy efficiency
TI’OjaI’lS - M506-006 under Firefox 1.5.x and Opera 7.%
- unnamed Oday for Win2000 (ms06-044)
= XML overflow under XP \ 2k3 delayed by operation

N
Exploited: 19257 - 16328
= wPthaqulder!can averflow
sweer 1o (M

= ANI new overflow
Loader's

Price as before $ 700 for ligament and § 300 for bilder loadera (samorazmnozhayuschiysya loader 3k § podnobnosti onling [Only registered users can see links.
Registration! ).

Prabiv at yusa bize reaches 45-50% (1) , The supplier traffa connect with the acquisition.
At adalte and ifreyme increased by ~ 2-5%
By purchasing a link with us, you would get not only an excellent product, but also first-rate support by the end of last year.

Also recall that existing users pounding on the update

phase.
Checking on the older version antichat's

The purchase ico Sl updating i SR

8/11/2007 >
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J Edit  View Favorites Tools Help ﬁ 22
J dmBack ~ = - @ (2] | @Search (3] Favorites @Medla o4 | By S
J Address |. Gt SN SO S o R e e c O j e H Google + » () Einstellungs:
B htmicode.dat - Wui‘dPaﬂ 18| x
s Bl urls.dat - WordPad 10l =l
[ File Edit Wew Insert Format Help
D[=(E| Sl s &m0l | 2 |
real=|https:// *ibank.barclays. */ *LoginMenb&r ._Eioa
*ihank.barclays.co.uk/LoginMenbertdo®;
http://somwe other link.com/realurl/with regular expressio
I i
fake=|http://uvw.google. com/ | .
Y times=1z)
] e 1[7] Tah=1%|
J_ real=|
'l http://wvv.bankofemerica.con)/:
s *hankofamerica. com/
b1
|
1 fake:l\rﬂ—#v\ R A I = | f oo R |
E' tiw’ this is massive of real links to redirect to fakg\‘l
; symbol ; is for parsing. do not add ; at the
. end of last real link lang=degid=2924
4
: For Hel Maccup peankbHblX NUHKOE Ha delik. i
waAr Ce CHMBORN ; He06x0ﬂ,l‘||'“'l ecrnu y pac bonblue
Var ce yemM OAMH Deaﬂthlﬁ NHWHEK. B KOHLU 2
Tares nocneaHero NMHKAa He Haao CTaBWuTh |
Var co
celld. REAL to FAKE REDIRECT CANCELLED! E
ceLh: : site shown 2 times, and configurator says to show 2 =
relll.inner c eSS £ now going ko real site!
For Help, press F1
djsrartl @ (B | |3 Deskiop | (3 systemizz | [ WINDOWS | B C:\wInDa. . | Y Registry Ed...l =] windows T... | (O a3iPM
@Mcnfee Wi, .. | @Mcnfee L | """ urls.dat - ... |Z| htmlcode.d.. | @Bank of Am... | ﬁSettings I :Em Friday
EE@®®EG  ©
|@ Done ’_ ’_ ’_ |E-G_J. My Camputer i

8/11/2007
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Obfusicating Trojans to hide from AV



Using Runtime Packers to circumvent AV

8/11/2007

Common Packers used by Malware

I
U

|
|

24/05/2007 -

07/06/2007 7

14/06/2007 " .
21/06/2007
28/06/2007

—e— MEW

—a— RPCrypt
EXE-Appended
BrowserHelperObj

—x—FSG

—e— Themida

—+— TeLock

—— ASpack
NSpack
Upack?2
PE-Compact2
ASProtect.b

—>¢— New Installer

—¥k— UPX
—0— New Packer

24
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Typical ,outbreak” today
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Mass Spam of Email with Attachment
Example Downloader-AAP

& Alktenzeichen [08133542] L o [=S

|J File Edit Wiew Tools Message Help E
From: kriminaldirektar

Date: Mitkwioch, 9, Mai 2007 03:13

To: spammed-addresses

Subject:  Akkenzeichen [05133542]
Attach: @lkan?nm?.zip (7,88 KE) [Z] ATTOO044. Ext (0 bytes)

mehr geehrter Internetrutzer,

i Eahmen unserer stindigen automatisierten Uherprifing von sogenannten
Tauschbérsen im Internet, wurde folgende IP-Adresse auf unserem System
ermittelt.

IP: 81.112.150.144

Der Inhalt Thres Eechners wurde als Beweistnittel muttels den neven
Bundestrojaner sichergestellt.

Esz ward umngehend Anzeige gegen Sie erstatten, da sich flegale Software, Filme
undfoder Musikcdateien auf Thren System befinden. Durch die Mutzung
sogenannter Tauschbérsen, stellen Sie diese auch anderen Mutzern zu
WVerfiigung und verstollen sotnit gegen 66 2498 StGE.

Das vollstindige Protokoll Threr Online-Durchsuchung finden Sie im
Anhang dieser Email.

Die Strafanzeige und die MMaghichiceit mur Stellungnahme wird Thnen in den
nachsten Tagen schrfthch zugestellt.

8/11/2007 >4
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Mass Spam of Email with Attachment
Example Downloader-AAP

_ 1ol x|

Frum:“ Erirminaldirektor
Date: Mitbwoch, 9, Mai 2007 03:13
To: spammed-addresses

Subject: Akkenzeichen [05133542]
Attach: mlkaD?DSD?.zip (7,85 KE) (2] ATTO0D4¢

ehr geehrter Internetnutzer,

i1 Eahtnen unserer standigen autormatisierter
Tauschbérsen un Internet, wurde tolzende I

Das Vu]lstandlge Protokoll Threr Online-Durchsuchung finden Sie im
Anhang dieser Email.

Die Strafanzeige und die MMaghichiceit mur Stellungnahme wird Thnen in den
nachsten Tagen schrfthch zugestellt.

8/11/2007 . 4
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User opens Attachment (.zip), double clicks executable
2. Downloader downloads Textfile

Txng

Bl B B2 22222822258
Jvwrg——uuu, pgloevgima], samo—-jvon-66, gzg
Jvwrg——uuu, pglevgima], samo—-jvon-00, g=g

3. Textfile gets decoded

BBBBBBPBOE - [z 1= 1%0BB0BBBAEAGA
3 BEEERPRPRPIPRPIBBBBE
H0E0E0aShttp: ~

wuy.renatekoch.c

om~html 44 . exesld
http:- 7uuu._renat
ekoch.comshtml-2

AAPPRRRETA - 2 . exe

4. Binaries are downloaded from decoded URL. This is a
dropper (Spy-Agent.ba) for the actual Trojan

5. Spy-Agent.ba drops IPV6MOML.DLL to %windir%\System32

6. Spy-Agent.ba.dll gets registered as Browser Helper Object

8/11/2007 —= Protect what you value.
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Stolen Data sent to Attacker

ComplD: [256-bit hexadecimal value]
Ver 37977

host: [wictim-computer-name]

if1 : 192.168.1.137

Wied har 14 14:30:45 2007
LIRL: https:ffhaanend, ushank. comiinternetBanking/LoginRouter

RECL requestCmdld=FrivateLogon&USERID=&FSWD=_Eregcrda=fake-usbank-
user&reqordb=myusbankpassword&doubleclick=2

Wied har 14 14:31:39 2007

LIRL: https:ffsignin.ebay. combwsieBayISARP] 47
signinéwco_partnerld=2&pllserld=&siteid=0&pageType=E&pal=~&i1=8&bshowgif=
&llsingSS5L=&r=&pp=&pal=Eerrmsg=&runame=&ruparams=&ruproduct=&sid=
&favaritenav=E&confirm=&ebxPageType=&existingEmail= &isCheckout=&migratet/isitar=

Action: https:/fscgi.ebay. comfwsieBay|SAPL dlIYRegisterEnterinfofsiteid=0&co_partnerd=2&lsingS51=1
hlethod: post

Action: https:fsignin.ebay. combwsfeBay|SAPL dllYco_partnend=28&siteid=0&sing=50L=1
hlethod: post

userditext). fake-eBay-userlD

pass(password). myebaypassword

Buttans pressed: Sign In Securely =,

REC: MiclZAPICommand=SigninWelcomeésiteid=08co_partnerld=2&Using35L=1 &ru=Epp=
&pal=&pal=apad=&il=-1&pageType=-1&nmData=A01 %30 gaAlANAYBAAAAAAAALD euuXBE%IBMO1 23041 %
ABTCO1 %30welscfTKYEBAAAC DD ARAA LALLM NIDY gAY EER 3 %30T D&userid=fake-eBay-
userlDé&pass=myebaypassword - ?
L

<y Il
8/11/2007 I ﬁ
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Another Example: Spam-Mespam

* Arrives as Email, IM-Messages (AOL, Yahoo, ICQ),
Webforum — link to a website in the mall

» User follows link, gets infected

« Spreads from infected machines by injecting the link and
text in emails, IM Communication from the user

— Messages arrive from a trusted, known person
— High social engineering factor

8/11/2007 =, ﬁ |
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[statistics] [control] [help] ZUnker Panel w1.4 50 [LOG OUT] -
[Global] [Downloaded files] [Time statistics] 31

Zupacha@ Mini stats
Protocol Sent Msg Top 20 Counries  (zee all Top 10 new counries today  Top 10 Countries order by bot”s reports
EB. Spam-bots mail 713160 50% Country  Rating
B Mirabiis 102 107512 12% B Germany 9294 95%
B E-Mail E7SE1 8% ] Ru.ssia 152 29 oty Rating
B webmai 6326 1% gtnafizf; 77 1% B Germany 581304 93%
B solam 3|5 0% = : m Fussia &7 2%
wr - ST 6 1% Country  Rating :
% ahoo! I a7 0% 3 BE United States 8347 1%
- [l switzerland 22 0% | B Germany 163 97% | |mm ;
$h web forum B2 0% : LIS 3930 1%
Il France 22 0% | g Russia i el TH oEO0 0%
tak Googls Tak O 0% Faland 19 0% L PR
= ] Philippines 1 1% - Sd4EE 0%
Tottaly Sert : 895,143 T Spain 18 0% : == =En
= =R United
e = i 1 1% | | gugPoland 1503 0%
Servi Sent M Bgoom 17 0* ik ke B switzeriand 1287 0% Top Antif=SERSE  Select Country: Goto
ETVICE MName L= =0 & . ft ’ Detailed
R 3640 55% = Hungary 15 0% h Crech Republic 1275 0% software
i o i : :
G mallqoogle.comimall 1920 30% o Metherlands O 0% il United Kingdom 1113 0% Software Rating
@ hatmai "'I]"‘I'; == > Ly Crash Totally bot's reports: 626307 e Country Rating
: — 1—— b Republic S Soit names il
#n webmailaol.com 193 3% ) ]
@& i . Il eegum 7 0% Totally: 0
RS Mexica 5 0% Software
(E: r—amble;rug ; E: Brazi = 0% | Top 10 bat wersions instaliect 0
comcast net
al & 0%
=2 mail.com 0 0% i
e B | LED 5 % Bot
YCOS.COm i
e earthlir?nle‘t i La u Turkey 5 0% version Rating
é S co.m Ly =Greece 5 0% | [[F]327 9805 100%
Wb mal Sert : 6326 mm Colombia 4 0% Totally: 1
) Totally: &4
o | phpBB L
Topic reply: Sumarize
Mewy topic messages: Bot's count: 9805 Today new bots::i.ZIJ Today Bot reports:5099
m VBulletin Al Mew bot today: 168
Tapic reply: Percent Live bot's: §2% Bt reports: 626307 doa'adzﬂ Athes:13
Mewy topic messages: ¥
Forum messages totally: §2
*I | ;l_l

8/11/2007
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[statigtics] [control] [help] ZUnker Parel 1,4 58 [LOG OUT] -
[Global] [Downloaded files] [Time statistics
Downloaded files Statisticsforwww._ .~ ___ ' ____ _.org generated on 2007/04/21
Dovvnloaded Files (ALL) Clear  Clint Link
Land File Mame Inztalled File Size Client-side stat,
AL ebr9exe 1 53,146 Clirt Link
WL ebrdexe q S08 Clirit Lirk
AL ehrdexe 1 130 Clirt Link
ML ebrdexe B471 70144  Clint Link

[
4

|@ Done ’_ l_ ’_ |@ My Comnpuker

8/11/2007 >
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Downloaded files Statisticsforwww._ .~ ___ ' ____ _.org generated on 2007/04/21

Dovvnloaded Files (ALL) Clear  Clint Link

Land File Mame Inztalled File Size Client-side stat,

AL ebr9exe 1 53,146 Clirt Link
WL ebrdexe q S08 Clirit Lirk
AL ehrdexe 1 130 Clirt Link

Lang File MName
ehrd exe
ehry axe

ebrd exe

FEEE

ebrd axa

é] Done L

Dowwnloaced Files (ALL) Clear

LT LIk
Irnstalted File Size Chert-side stat
1 At Lind

L hrt Limk

L hrd Lirs

8/11/2007

[statistics] [control] [help] ZUnker Panal v1.4 56 [LOG OUT] L
[Global] [Downloaded files] [Time statistics

[
4
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Day (hours)
355K
181K
ikl
14,8k 170K 159
118k 125k 123k 127K
8.9k
7.3k 7.6k
5.8k 49k 8.4k 43K
18K 13K yag 479 501 807 11K
5 5 0, 5 .3 3 e
Totalhy Last year (For each morth)
& Today total: 115963
Monith: 30991 54
Last Year 3053154
Counted days 16
Tatall days 16
_Jun Jul  Aug Sep Oct MNov Dec Jan Feb Mar Apr
Month {Calculating for each day of morth)
3864k
2667k
251.7K 247 1k 241 .4k
2335l
195.8k
172.8k
142 8k
104 .0k 115.9K
847k
232425627 129500 12345678910 M M) 43 M 15 dE L 7 a9 oA
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Day (hours) 35
355K
181K
1 17.0K 15 g
11.8k’12'5k12'3k 127K
B'QK'.":H, T Rl
356 4K
R 266 Tk
ZIV K 247 1k 241 4k
223.5K
195 8k
=
1725k
Errele
140 8K
8 & |I_'- 517
104,08 ==

= v
o
g
--
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[statistics] [control]  [help] ZUnker Panel v1.4.5b [LOG OUT] -
[Lozder] [Zupachal

Salect Land [Multi Load) Insert ComplD [Single load]) Message: Cditing task fo
1 | w5
f.ﬂl | &ll counkrigs ll | |
Count to Install search BOT
[D- ”]_:] L by ':-L-rnpll.ll
Uri"s to lomd (Exampls) lF ] Den't kill loadar after job | by |r-[_ 'I

htep://wuw, ebay-market. info/ gl xe = ireatter esch URL Results per page 30 |

your stowld o oress
‘Enfer' fa make new | Search
lime separate N's

;I AECEes5ay.
| Reset Form | Add to tasks

Tasks

Land Bot's count Iristadled To nstall  Uels Done Action

ML Q805 E47E ® . Ll Fbbg: ey by imamrkosd -'ﬂ-.‘»% - g | Bt

8/11/2007 > 4
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Folders

X

Geoip site

Collector site
()
1 I
vdim - (7) » | Addmin ste
funsate internet surfing)
(1
¥ ¥ Malware ste
I nitistor site 10 ds
Y55, S
(el )
: )] Wikhkagon. exg
— websh partl axe
lI:Eij welsens parts rar
Irterm ediste & e seiver cxe
siter WS Gl smssexe
{autnemes exe) 3 TR
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=-

=
l:l algeria
{:I angola
{:I argentina
D australia
{:I auskria
CI belgium
{:I balivia
{1 bosnia and herzegowir
l:l brazil
{:I bulgaria
{:I canada
D chile
{:I china

H-1 colombia e

{:I congo, the demacratic
{1 castarica

{1 cote divaire
{:I croakia

{:I czech republic
D denmark.

{:I dominican republic
CI ecuadar

- eqypt

{:I europe

l:l finland

{_ﬂ france

CI geargia

i:l QErTNany

{:I ghana
lIlﬁ nll:-l'n:-ml-.ﬂ:-

s

Mame ¢ AI
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W32/Nuwar@MM, Zhelatin, Postcards ...
1o/

File Edit Miew Insert  Formak PGP Tools  Actions  Help

L Reply | g Reply to All | (2, Forward | =§ AR AR AR R AN N H
Frarm: greetZk, Com [nizet@mellan. com] Sent: Do 02,08, 2007 00:43

Tos kKollberg, Dirk,

[t

Subject:  You've received a postcard From a Colleague!

Hi. Colleague haz sent wvou a postcard. ;I
Zee wour card @z often as you wish during the next 15 davys.

SEEING ¥YOUE CARD

If wvour email software createzs links to Wekbh pagez, click on your
card's direct wwy address below while yvou are connected to the Internet:

http://69.251 ..4 L2207 719d3383b4c00%ee64d8203a9ebeadd3 560

Or copy and paste it into yvour browser's "Location™ box [(where Internet
addrezzez go) .

e hope wou enjoy voOur awesome card.
Wizhing wou the hest,

FPoztmaster,
greetik.Com

e | Sl
8/11/2007 >. l

Protect what you value.
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W32/Nuwar@MM, Zhelatin, Postcards ...
1o/

File Edit Miew Insert  Formak PGP Tools  Actions  Help

L Reply | g Reply to All | (2, Forward | =§ AR AR AR R AN N H
Frarm: greetZk, Com [nizet@mellan. com] Sent: Do 02,08, 2007 00:43
Ta: Kaollbera. Dirk

AEETNE YOUR CARD

If vour emalil software creates links to Webh pages, click on your
card's direct www addressz bhelow while you are connected to the Internet:

http:// EE‘.EEI..*&.EEDH A19d53353hdc00%eetdd5iciaSeheedd35al

Or copy and paste it into your browser's "Location™ box (where Internet
addressezs go) .

e hope wou enjoy your awesome card.

Wizhing wou the hest,
FPoztmaster,
greetik.Com

P‘? \ '. e k ,
8/11/2007 = 4 ﬁ

Protect what you value.
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t‘) MCAfee (k) Homepage (&) Import Sesion (B Go Online

BEEQCURITY

(F) My Statistics (¥} Check Services (¥} Go Offline
File Edit weh Help ) Status GMT:2D:06:49
Sessions in RAM : 2| pisk Lagfile : Set Filter | | 7]
Pate [ime Port Service Description Dbate Time Service Pescription Filter is off |

16:00:28 Complete Hail ] : UHKNOWH

16:00:28 Complete Hail : SHTP UHKNOWH
16:08:28 Complete Mail 31.87 14:45:48 TCP SHTP  UHKHOUH

31.87 1u:32:48 TCP SHTP UHKNOWH

16:80:26 Conplete Mail ~! | |31.87 14:28:18 TCP SHTP  UHKNOUM
-16:00:28 Complete Hail 31.07 14:087:18 TCP SHTP  UMKNOWH
16:00:28 Complete Mail 31.87 13:54:48 TCP SHTP  UHKNOUH
16:08:28 Complete Hail 31.07 13:42:18 TCP SHTP  UHKNOUH

31.07 13:29:18 TCP SHTP UHKNOWH

16:00:28 Complete Hall 31.07 13:16:18 TCP SHTF  UHKNOUH

16:00:29 Complete Hail 31.07 13:03:18 TCP SHTP  UHKNOWH
16:00:29 Complete Hail 31.07 12:508:18 TCP SHTP UHKHOWH
16:00:29 Complete Hail 31.87 12:37:48 TCP SHTP UHKHOWH
A6:08:29 Complete Hail 31.a87 12:20:18 TCP SHTP UHKEHDWH
16:80:30 Complete Nail x| | |31-07 12:08:48 TCP SHTP  UHKNOWH =
Details : ll Services : _7|
Format: & Hex " ASCIT " Hex + ASCII
Content-Transfer-Encoding: 7hit ;]
TCP 21 --- ETP
TCP 23 Up Telnet Cisco 2600
-------------- A2 0008307 81087 0AA7 0B 0L 3603 TCP 25 Up SMTP Mailserver
Content-Type: application/octet-strean; TCP 80 Up HTTP Wehserver
name="hulletin.zip" i .
Content-Transfer-Encoding: basedd LLEJ b L Up POP3
Content-Disposition: attachment;

¥EF kEEak Kk EE¥ Qaneric Sockets

TCP 666  Up Back Construction

filename=""bulletin.zip"

UmFy IRoHAHQcwARDDARRRARAADD SHOgoCwA S TARJSYARADMUOHT 7 ae Sz YdMuuwAp TEAAGJ1hGx1

dG1uLnR4dAIDERZH/RgRePAUGSSF gtoDDF st43tOFFdrdggl tAnkt TulhpooF FU133qATAULT gak TCP 880 Up  FTP Backdoor
HrB4HZEnBAGRELBBnHAGA3T sndm/Enc 87 h3R+2/ fzwa JCJDcy BxopHESzosq2zmilldenv2 Adakilu = TCP 1080 Up HTTP Proxy
l ¥ TCP 1243 Up Sub7 j

Onlinemode User: mailgoata Date: 01.08.2007 Time:

Hstart||| 0] Bl 9 & | Byo

| Eyo | B -F | Ewindaws 1a... [ EwebMadic .. VDAV W 2206
- . F ) o i i 7 '«- .

8/11/2007 >
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New C&C Methods

* IRC

— Was public IRC Servers

— Now often private IRC Servers
- Rented Systems
« Owned Boxes

— Plaintext protocol

« HTTP
« HTTPS

- P2P

8/11/2007 Protect what you value.
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XML for communication to avoid detection

=%l version="1.0" encoding="utf-8" ?=
=hootscript name="CoreApp: UrikMonitor version="1 00%=
=dowenloadss
=download serice_name="CorafppsUriMaonitor=
=dll url="http: o [REMOVEDN U MIMonitor 100 zimg" service_wversion="100"
service_exported _as="Urlhonitor_Message_ Handler" deleteahle="" default="trug" 1=
=ldownload=
=ldownloadss
2semicess
=semvice senice_name="Corefpp:LUriMonitart=
sparameters=
=tn:data hytes="0"=
=parameters=
=parameter name="hprowsers"s
=hrowser name="|Explore" sname="IEXFLORE_SERYER"i=
=hrowser hame="Firefox" shame=" r=
=hrowser name="0pera" sname=" [=
=hrowser name="rS5Shell" shame=" I=
=hrowser name="retscapel” sname="" r=
=hrowser hame="Metzcape Browser" sname=" f=
=hrowser name="Mozilla" sname="" [=

=T GO

0

=post_url_ron HTTRM 1 Content-Type:

wew-Tarm-urlencoded Accept =7 Lser-Agent: Internet Explorer

ost: hitpcitaniay [removed]. comd Content-Lenogth: 582 Connection:
he-Contral: no-cache Cookie: AlteonP=ieoeee0ce00o00000d = 7ml
icading="ut-8"?= =url-notifier==user-info==user-ip=192 168 ¥ x=luser-ip=
HOOOLR0NN00RNnNa0M = U S B -0 =

aub-id=

in=a=Min-majersion=

in=1=Mwin-minversion=

- - OO R S I - re g keyE

wzillard .0 (compatible; MSIE 6.0 Windows BT 5.1; VM1 i=luseragent=
e=iexplore=rhrowser-names
on=6.00.2800,2180=/browser-version==fuser-info=

shsite==name= msn.com=mnameas=
==2fgueny-strings==fvebsite==Mebsites=

Ok Date: Tue, 12 Jun 2007 xowmo GMT Server: Apacheil 3,33
11 mod_perli1.29 Connection: close Transfer-Encoding: chunked
extthtml B6 =%xmlversion="1.0" encoding="ut-8" ?= =notification-

=inatification-command=

8/11/2007
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Bruteforce and Social Engineering

 Bruteforce
— Exploits on Websites
 Detect Browser Type and OS to serve matching exploits
— Exploits in attached multimedia files
— Exploits in attached Office Documents

 Social Engineering

— Executables embedded in Documents
- Email titled “"Proforma Invoice for ...
- .doc as attachment
« In the document "DOUBLE CLICK THE ICON ABOVE TO VIEW DETAILS’

— Fake Codec ,required’ for multimedia files

';.“1_ -7 '.'l. 4 | :_Z
8/11/2007 5 !E
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Rootkits

* The number of rootkits on 32-bit platforms increases

e approximately 200,000 systems reported rootkit
Infestations since the beginning of 2007

« 10 percent increase over the first quarter of 2006

Source:McAfee Research, Virus Tracking Map

8/11/2007 Protect what you value.
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Rootkits

* Not commonly used with Trojans today

 But increasing

* Detection and cleaning require 2 steps
— Detection and removal of the Rootkit
— Detection and removal of the Trojan

e Techniques used today can be handled easily
— Virtualization and BIOS-Rootkits not seen, yet

Free Tool: McAfee Rootkit Detective

http://vil.nai.com/vil/averttools.aspx

Protect what you value.
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