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WHAT IS ZCASH

- Based on Bitcoin (altcoin)
- Adds a second type of address (tXXXX..., ZXXXX...)

— “Shielded” transactions hide sender, receiver, amount
- Uses recent magic (“zk-SNARKs": 2010-)

- Evolution of Zerocoin (2013), Zerocash (2014)
- A company, a future (?!) foundation (I am not affiliated.)

Miers et al,, Zerocoin: Anonymous Distributed E-Cash from Bitcoin
Ben-Sasson et al,, Zerocash: Decentralized Anonymous Payments from Bitcoin



WHAT'S IN THIS TALK

Focus on Zcash the abstract system

- form of transactions

- what is hidden

- how validity is proved

- where zk-SNARKs come in



BITCOIN IS...

A distributed ledger of consensus-validated transactions.
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ZCASH IS...

A distributed ledger of consensus-validated transactions.

Authority




- Zcash is transfered as notes (“coins”)

- Note plaintext (owner, value, etc.) is secret

- Each note has a and a (public)
- JoinSplit consumes (2) and creates (2) notes

JoinSplit

.....




JOINSPLIT DESCRIPTION IN DETAIL

( Vin, Yout, t, Nf1,nf2, cmq,cmy, epk,seed, hy, hy, m, Ci,Cy, )

rt commitments in existence
nfr, nf> nullifiers (inputs)
cmq, cm, commitments (outputs)

7 proof of validity
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— Prover knows notes such that...



ZK-SNARKS (AS A BLACK BOX)

zero-knowledge, succinct, non-interactive
arguments of knowledge

“APl”:

- Setup(stmt)
- 7 < Prove(input)
- Verify(m)

— libsnark



JOINSPLIT STATEMENT

Prover knows notes (a, v, p, r) such that...

- Input notes are in rt

- nfy,nf, correspond to input notes

- cmy, cm, correspond to output notes
- Balance

- Spend authority

- Non-malleability

- Uniqueness of p



A BOOLEAN CIRCUIT




AN ARITHMETIC CIRCUIT

(x+y)? -y
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ARITHMETIC AND
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ARITHMETIC NOT
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SATISFIABILITY

Assign x,y so that output =0

(x+y)? -y
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SATISFIABILITY OF EQUATIONS

X2+ y2 _

& xXX+y? -2 =0

Assign x,y,z so that output = 0



SATISFIABILITY OF EQUATIONS

X2+ y2 _

& xXX+y? -2 =0

Assign x,y,z so that output = 0

zk-SNARKs prove knowledge of x,y,z



GAME PLAN

- Encode JoinSplit statement as arithmetic circuit
- Plug into zk-SNARK

- Prove knowledge of notes such that circuit satisfied
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INGREDIENTS OF JOINSPLIT

- Merkle (hash) tree

- Commitment scheme

- Pseudo-random functions
- Arithmetic on N
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CONCRETE INSTANTIATION (ZEROCASH)

“Let H be the SHA256 compression function..”

° aold _H( old ”0256)

pk,i skz
o sn?d = H(a ‘s’n'(d@HOlH[ 2]254);
o eme = H(H (9| [H(aB, |099)]129)] 0120
o cmp= = O g 7o) 1) 0172 of); and
o h; =H(a ;’LdzHlOHb |[sig]2s3) where by := 0 and by := 1.

U?ew + ,USeW T Vpub = vold + ’U(Q)ld, with Uold 2Id Z 0 and Ucl)ld + Ugld < 264



QUESTIONS?



ZK-SNARKS

Ben-Sasson et al., Succinct Non-Interactive Zero Knowledge for a von Neumann
Architecture (2015)

- arithmetic circuits — QAPs

- pairing-pased cryptography
ce:G xG, = Gr

- G4, G, from elliptic curves

More in the literature...

https://eprint.iacr.org/2013/879.pdf


https://eprint.iacr.org/2013/879.pdf

STATE OF THE CURRENCY

- Trusted setup around 22 Oct

- Launch (Genesis Block) on 28 Oct

- CPU and GPU miners available

- Price started overhyped, fluctuated, cur. ~50 EUR

ZECEUR chart by TradingView
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